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Abstract  Proactive defense is a prevalent topic in current research field of network security. Ex-
isting proactive defense techniques mainly detect attacks from network layer and transport layer.
Since most new attacks are based on application layer protocols and don’t present significant
difference in network traffic, it is difficult for existing proactive defense techniques to effectively
detect such application layer attacks without special techniques. Therefore, the research on pro-
active defense of application layer becomes very important. This paper presents a risk real-time
evaluation method for application layer based on hidden semi-Markov model. This method evalu-
ates the application layer risk by analyzing network traffic. Based on this risk evaluation method
and application layer protocol analysis, this paper presents a real-time proactive defense system
for application layer. When user’s behavior is at risk, the system queues the user’s packets ac-
cording to the risk indicator. By this means, the proposed system can automatically restrict each
user’s anomalous behavior, and achieve the application layer proactive defense. The final experi-

ment results validate the performance of the system.

Keywords proactive defense; application layer; risk evaluation; protocol analysis; hidden semi-

Markov model

e H A 2 2010-06-06 5 Je &8 S Ra 2 H 1 : 2010-01-17. A RUEAS 31 [ 5K [ SRR 2% B -1 ZR KA B 4 5 0 H (U0735002) B % A AR
24 (60970146,61070154) FlFH 5 “ A\ =7 & H R WIS & B+ R 5 B 224 (2007 AA01Z449) ¥ BYy. HHa 4k, 5. 1982 45 4E , 1 1 BF 5%
A BRI GE Jy 1h) Sg EJE S R RN L 45 8 2 AT 8 43 M. E-mail.: xiebailin96 @126. com. X IA4, J 1958 4F £ 4 H# L AE S
Ui, F2 BT SRR 15 B 22 4 A5 5 Ab L TE LR N 4%



3 4 IR PR A - BT TR BRSO AT B4 LT R S S B R 5t 453

1 5]

T

& 3l By 2 2 A T 2% 122 A T 5 IR ) — > AR
FELOF I 2% 1 T S Bl AR S0 2 B RR 0 AT R X A & b
L 0T ) O 245 T s AR ) 2 XoF AT A% ol A R 1 T 1 1)
2 MGk, S B A O H AR - A X
W DAL L 22 4 A 45 - B ok X 214 i 42 42 15 0 2F A7 )
VT o 0 Fh ) T 4 SRR S ) 4% = sl B e YL H
[ P Ah 2 3 22 LA = A4S T 1 R B 53 32 3 o 1
BET LI S 1 RIS T2 Sl B AE s 3k T B R BIF 5T =3
B A6 ) G Wang 25 N4 H — 7l 35 2 57 19 4% 14 By
KA TT 5% T7 R EA TSP R D RE s B T R R
MAWTE E B, 5340, 255 A iR —Fh ok F
W0 265 28 25 42 4 DU VT 1 2 3 Bl AR A B DL e B T i 4 A
(1 — 7 B O 32 3h By A0 SR s 8 BB Deng 45 A 42
Hh— P T = A 0 A X 32 S B A AE 22 5 Nguyen
s NPT R £-NN 4326 (B -Nearest Neighbor
classifier) 3¢ £ #: M W 2% )2 DDOS . WA 1 E
Bl B AR AR FE A F AR I T8 T 43 AT I 2% )2 B A )2 Y
B R )7 A 190 2 it T 22 R B A R
T D0 24 T o o A 22 b R A AR N 2. ARl T
W58 28w Gartner fiz 3 T - 76 A ok 19 JLAE B 80%
R A0 Ml K 18R P 2 BT Y 52 3 L XS 2 T
i 7 19 2% 2 AL A J2 A 08 I 5 1R T A A
B Ui 0 KB S I 1 4 )2 DDOS I
AL B LA Y 32 2 By A B R R BE AT Ak A a2
B PN R e S S QA ) = s 1 S e )

o 255 DRI S5 I F ik 2 S it 0 4% 3 3l B A Y i
P, TEAR S NS ) 45 1) 32 Sl B A, — AR A S
Xof UL ) PR 8% DG 552 Bf Al O 32 5 9T HL 19 2% XU B 552 1)
VEAR 7 ¥ 0 Ve Be B 52 e = S B A A RO B R E
AN AN D2 35 TEAE AT ST A X o 288 XU 324y 52 g
PEAL AT E R T — 2 X 4% JRUS: S B 2 Al 7 325 il A
Arnes 55 N H — B 3 F R 5 JR AT R S (Hid-
den Markov Model, HMM) H % 28 X [ 55 05 245 7
207 R AR TN & 48 (IDS) 1 25 B 4E S iy A
K HI HMM S DFAli # A~ (5 25 BT T8 Ik 0% XU 2 55 7
ZJ7 % HMM RS EGE 4 4. 435028 Good.,
Probed. Attacked, Compromised, HMM #Y & A 2
B sE s F ORI E. A A LR ET
HMM 5 28 XU S I DAk D7 76 3047 1 — S8 30t A
PR 4/ T HMM LI R e ) R0, I 1 1] 35t

B ok | 3ok i HMM [y B 00 5080 bR 7 12 2%
NE R — ol 2 kA 1 o 4 DR S R BE A 1 1%
J i3 T IDS 54 {5 BRI 45 M BB 45 B ok PF Al
2 KB 9 HL 2 B AR 55 - WL B M 45 R4k =42
AT R PEAG KU b 3R L ol ) 28 IRz 552 6 3 A1k 5 325 34
PLIDS M5 A FEUA Y IDS 24X
W 2 2 AL i 2 1 A R ik TR b LR R A
J7 15 FURETEAR B 80 50 o % 9 45 i R A IR R R L
ANRE VAL AR 0 B 8 T ke o 45 1 XU AR
JIE W ASREA SOVl L 2 B0 6 I 4% 3 A i LR
FREE. AP B2 FEN R —Fh I F N TR
Do £ SRS S s 3P4 7 3 o 3% 07 AR AR S R 5
PR AR R B 1 AR b N R AR T AR B Y O R OR AT
il Bl 2 R0 T80 % 00 4% 3 S i KU AR BEL i T 323
I 0 2 R A% A 4550 b T A 45 i TR 8% ok o R S R
A 5 A R BT R0 T 4 Tk TR O B 1 R 2 XL
W6 S s A vk AN R AL 32 2 B AR T oK L B AN RE
TG A2 7 2 32 3 o A 7 T oK

ARSCH B — B I TRk TR R] R A A
(Hidden Semi-Markov Model, HSMM) ") i) i
J2 DR ST I DA 7 . 3% 7 1 43 S A R 2 R R
PEAS A B B - 7 4R R I 25 v BE L 1) R e 34 1
SRA% B IEF P A8 AN )2 B B AT O Y
Bl T AR n] J AR S AE XURS PEAS B B L FE LR SR T R
ORI 370) AF R A5 T8 g ST 287 % B30 AR A L O AR A
S 20 B R R A A T B AR B RS TP AT O AU
(B AR SCHR 0 DR 52 B B O ok 2 35 S AR
e VAL BT KU 12 05 15 RE 88 DA N )2 B A I
i R X 2% T ok 1 DR R L A BB 8 DT A 1 2 R
Tk R 70 5 o %ok 1) 2% 3k 1 XU R RE PR O
T RE AW R 2 T2 2 BB SR AR SCHR i XL
I S s A v L 0 P o 4% 1) S s 5040 9 O T
il 157 P2 RGBS TR 0k 32 5 ks 2L AR B 1 S A . T
A0 2 DR S B DAl i AR AR — 3
o7 FH 2 U L3 BT 4 1o P )23 S5 s 3= 3 B 1 R .

ARSCE 2 WA BRGEE 5 3 WA ARG
Fp A AR I S B S A 2 0 2 XU DA A B
I B 28 4 14 LI A5 R R RS 5 1 BAS OF
WS — 2B 0F 5 TAE. AR SCH IR s EEA LT W
A B — PR I T B T R AT AR Y N 2
DRI S B PEAR 5 35 5 58— 40X R iz 2 KU S 3T
Tk SOA W — L EOR M S A 3R —Fh N 2
SR [



454 s

Bl

e 2011 4

L
&

2 RGN

A SC R N 2 S I 3 Sl By A AR e
TR 45 30 0 9 5 Ak 2 R G e T P DGR A
B R Z DRSS B ] 4 HORE B L R JZ AU DAl A6
B A AL B U R > AR % R SR AR A 1 B
71 T PSR4 5 A RO A 22 5 U DR SGR
SRR NP V2 BRI G R ) 4R BRORE B | B V2 XU
flRE B g . A, B = P O B 11 )
AE 2 TR 3o A 1) 0 dh 40 J WO ep 13 B 85 10
JZ P IS0 ) FORRE B 114 2 e S 4 UK A0 2y o
AL A I T BRSO B Tl 5 7 T XU A A B 1Y
T e &% P (4 0 )2 B ISLAT O kAT XURS: T A L O
AR P A7 by 9 AR L 7™ A 8 B30 AL s iE AN [
(4 smark {EL s $2 M K53 1) D) RE 2 AR 45 X088 42 19 mmarke
(BT R AL AT HEBA 2 1) £ HEBA 2 1 7 o ik
AT mark (B £ 98 A 8] ) BA A T AS T[] A
BB A FEAN [F]. 3 i s il O T LA 3 4 IR
PP B SRR AT 9 S AT TP 8947 0 5 R 45 28 AR 3
[T R R R AR 2 ABL L ELYE AR AT D 0T - fe 2 S BL I
JZ E B

N NN NG fIN
SN R 21/ S N PR
e T e =y PR AEE A=y BN =y PRI
VOB T T[] ettt
CRNEL 0

3 JBERFENE

3.1 EAEMBOR AR R

o7 V2 B SR ASE B SR F R R 00 L7-filer™ ™
ity SR AR ke SRS o T2 B 1L, BIDEE R DN 3R 5k K
(regular expression) R i1 5| 0 F 2 B i, 78 0 5
T TCP 1 F )2 DL S B e A7 A 3% #2 1 HTL
ANBICHE A, R T P TR ok S A A 1 1 Ol
Jei kg B 20 I 9 2 B R AT B BRI 2 ik = DL
BC. 3% A — HLPRUI S AN % 4 BT @ 0 i )2 s, )
TS EE . Rk A KRR E T,
B T4 IS 2 3% S8 800 0 50— & JB T AH [ 7Y
I Y2 BRI, T JE 5 53 A AT W80 IE ) 3% 5 = DL
e, 7R3 T UDP 9 1 2 SO B 4 X0 44>
B A i B AT DRSO W Rk AR DEE. SR b
TR 5 AR N 2 W 0L A R v L
3.2 NMABRHKEIRRIER

e VU B B BT Jm v E P R SR Al

A T JZ B IS O B ] i O B ok 2 B A0 2K
i H R 5 1 O J2E IR IS SG B ) DL K A S X 2 G
TR B 35 ) OC BE B RL. rOE AY RE  2 B 1 O6
1] (keywords) J2& 4 B8 S e FH 7 78 4 1 1% Wp 30 3
A1 B3 a0 F P AR HTTP B il i, oy 1 4
AP 2R AT S 3% U IR G B 1) AT 3 R
GET.POST.HAED, 100,200,304 ,404 4§ 1fj 24 A
F7E{# ] SMTP(Simple Mail Transfer Protocol) {3
BUEF % P IR 56 8838 i HELO, MAIL FROM,
RCPT TO.,QUIT,VFRY.DATA,REST,NOOP,
EXPN,HELP Fl—264R 25 0% 2H 5. 78 P 380300 4 5k
filt b $R IO ] L 2 1 U U B OO B ] I
D C FY O B 3] 1) 5 o DA 412 e K ) i B ) 3 B2
3.3 MARKKITMHER

JO7 22 DA IS Ak 455 B DAL J2 B 5L o B Ok
VEAG B TP 748 P g b g T )2 O S50 AT Sy BT A
T 0 XU A B2 . MR T2 DM 5L A R B R — D P
TE {1 FH b 0 FH )2 B0 SO A — B i 6] B 47
J5 e 38 7 2 O S A — 2R 4 I 2 P IS B )
Z IR A A2 HL B S Tl v T JZE R B AT KA G
1 B word, sword, s+ swordyg s I BIECFAL N 1,
2y eee s KO U REAS F P A A5 32 O S0 H A — Beinf
] B AT S S 20 0 )2 B Bt X KAk
SRR 2 I — AN R R AL Bl an &l 2 S A HTTP
PRI B 3R] 2 51 e 7n B9 B P 5 Web JIR 5 8 2
[F) F) 36 5 ok AR, g T P 9 HTTP P asd o B i) 7
%k GET,304,GET, 200, .

€

DA

GET
304

GET
200

: Web i 45 %%
Bl 2 HTTP Bl 5 fy 41

A

AR 43 1E K P AR AR A g 2 B ), 3L
7oA G B R R 0 1Y G T AR AE B — 5 B A AL
B an P AEE A HT TP Pp st s i 7 0 5 F P 19 5
7 R W 0 B R] D) Y AR A B — o i A AL
T ECFE IE P AR W OB R e 81 rh R SC B R HY
T 1) 0 5 0 5 S 1) 22 ] B B [ ) B HL AT — a1 A
IPE. BT DU X Fl S8 11 7 AR A S 1E B P R R A,
T S5 FH P 777 AR 1Y) O B ] Y 30 0 8 TR AIE 5 %S
THRFE B A B R B 225 S5 B > A 8 F 6L
(Bot) & it HTTP iRz it B (HTTP request
flood attack™"™) i, fy F H & 3% W T3 5K 1 45 % Jzc



3 IR PR A - BT TR BRSO AT B4 LT R S S B R 5t 455

RTIEH P8 =, TS B2 7 £ 41
Kok 1] 3 Hh L, S B R CGET” B A R A % 5
177 H G ) B A A AR ARG I HL G B IR 22 [ Y
P[] ] g AR /).

TE TP AR A 2 O S AT Sy 2k
AR K o T O R AR I ORI I S o i A
A TR A0 E R P AR HTTP Praslm, 24 1E
B3 AL T30 58 O TR R LR TR
R 78 7 A Y O B 3R] e 91 v s A SC B 3 H B A A
RN S B 1) 2Z 8] F N 1] (] B 2 A — AR . FATT Rl LA
I UE H P A A 2 Ao 0 2 BRSO B A ) 47 R 3R
IUFR AR . BB 1E P A A T S o v 2 Bip i
I EA M A B HCRZE 73 BIRR A s1vs20 sy I
WX LIRS R A S, H A AR IS IR 25, M
{H—RAE 4~ 10 Z ). TP AR 3 1 728 1l 6 B o g
FZ By SOC B e 91 A B B0 LG8 1T R AE 1) 22 4k,
e P AR S B A2 A B AT LUE AR 2 — A B /R A Rk
BE AR R B 2 BDIR S RS R — A RS 56 E
AR RS b R T2 Bh sy HOR AL 7% 56 & ]
L — A BA M AR DR ] 9 8 Ok i i, 4
A= {a,, ;s 1=m.n=M} JREHBMEHIE, E1Y
TUER a,, 278 1EH P A A8 25 b 7 T2 B350 H:
RSN s, BREES] s, BER 5,05, € S.

LA P AR BN Z ORI, & o,
718 I T2 PRS0 5 it 1] i IR A, 0 39 1) 32 - 1 565
¢ AW A B AL A B3R OB ¢ A SR w,
2O ) 5 R — A O 8 18] 2Z (8] (% B fa) [E) B o, B
0,="C(w,s ). H,w, € (1.2, K} r BUW & B H
LB EEEUE L BY 7, € {0,1,2,3, - JITERRGEH r 1Y
I [ AL NP, & O=0140, 0y 0r = 0] KIRFEA
FH P AE A S b F )2 DR s P2 AR — AR T
A 4L R 51 FRATTAESE 1T P I e 4 i) e A
1P ik A1 o P X3 bR 2. el T 5 Bt ) 22 (] A i)
() ) B o, 32 25 2 AL A0 3 5K Wi 7 4k 8L i) 0 R 2%
) A% B B A G T S AR o, R S EM A 6 5 &
HILAL B 5] 0 0 28 ] 42 TG 5C , PRt Al RAJE R BGE < 78
B PRE T w Ml M E SIS, 4 B=
{0, (ksg) s 1<R=<K,0<"g, 1="m =M} Jy Wil {5 1
I EICRK b, (ks g) FRn IEH 7 AL A
T 7 2 DM AR RS s, B A i w, =k
ro=g MIEZ. b, (k, ) AT FKIR N
b, (kyg)=Prlw =~k.,r,=gl|lq=s,]

=Prlw ==k|q=s,]XPriri=glq=s.]
=0, (k) Xb,(g) (DO

Horbr,q, 7R 55 ¢ A WL S 31 3k 59 SC B P i Ak
AL HWERD 0, (=1 F1D> b, (2)=1.

TEH P A A T Aol g 2 B SO AR L A
F9 2 W 7 910 X e i) L S ) 2 ] 6 B ) i
HHPWREEABA —— X0 #Y 5 &, il an ik & H
FAAEAE ] HTTP BrasC i 78 5 7 AR 1 — 48 00y 37
o HEIE GET” A1 2007 3 /A R B #2 Ul B H P IE 4b
TAF 2R, BT LAIE 5 F 7 A A8 3 Ao 2 B8 i
B, HOR S B 2 — N R R W] Rt .

L= {m,; 1="m=M} 9] iR W 55 %
BRICER m, FRow 1 H A LE 8 5 b8 2 B
B 25 P B — UL i B 5K R OC B AR SR s
AR, & P={p,(d);1<m<M,1<<d<<D} JiR
ASFrEu R RH BT R p. (D FRRIEH M
FUREAS SR N 2 U R AR S s, T SR
Az d AL B AR, o DA R A5 B Y I R I
] FLWE AR D pon () = 1. AR I 2% 137 1T B4 AS [ i 44

d
KA, ., (D A BB — A HE B R AR 40 A1
AN — 78 S AR B A SILART o3 A1 T A B K R SR AR
B, p,, () U A6 053 A BLART 23 A PR e
W P AR A TS A R 2 P SO IR 25 5 7% 2o
Fhr EA LB R — RS RA R A A=
{A B, m, P}yl By /R AT R AR 28504k
3.3.1  BEALYIZR

TE P9 SR Ab SR B TE 8 FH P A A 58 b g 2 R il
7 A T R B LI A A Ay A A )1 2 A R R I
LR O AT LARFEMMFH B o={0"; [=
L2, Ly O =0/ 55 L AWM ¥ 5, T K
Xof o 4 R BE S I ELAROE 336 26 08 I 1 471 e B[] —
Bef B R A AR A HAH Bk Sy F AT A k12 v
P& TS 1 Bk R 28 5 ok I 2R BT S
B R RYIN R A BANE

L XIS B S A R .

2. 32 FH AT 1) 78 B8 A B 9 SR A A LI F 51 O (A<
LD AT I AR AR () (mad) s 10 T }.

3. ARE R (23BN 25 4R b S LI 5 AR X TR R
B R P (1< L). A5 f MR 35 X O 3 I 2 &R
HAXE TR BB MR P(DIA).

M D

Pi=PO" D=7 >7a (m.d) (2)

m=1d=1

L L
P@b =[] PO H=]]P (3
=1 =1

4. 32 FH G [a) 7 B s 4 5 kL SR A A L R A1 O (1<K
(DM mAERERY n,d);1<t<T,}.



456 s

Bl

e 2011 4

L
&

5. BT AR (0 (m,d) s 1<<¢<<T,) FlJg i 25 &
H B (myd)s 1< ¢ << Ty} 57 IR 25 Bk 5% 06 & 0 2% 48
{60 Gnym) s 1<t <T, ) IREFFLB A MR E (9 (. d);
1<t <<T,} AR AWM E B A BERAE Y Gn) s 1< <T, ).
6. BAR D)~ FEHBABHAES AWM. FER D
LR w® =k, M OCw® —k) =1, % W] 0(w® — k) =0. 7
HEOH AR =g, MG —g) =1, W 6(r;” — g)=0.
L 1 T/ o
,ZJF,EC‘ Cmam)

t=2

4

omn

L 1 T
ZFIZ 2 L (man)
=1 n=11t=2
L
Zi}'i”(nz)
~ /—1P’
m:# (5)
=D, 7" (m)
Ly 7
) EEZWWMD
P () =———"— (6)
- 1 (€3]
o 7, Gm,d)
1:1P’41:1;
L 7
Dip 2w — k)
L
b, (k)= ,‘*1 K‘*l.r[ (7
L 7
X 2?’271(”(7;1)5(73“)*;;‘)
ba(g)= "’1 =1 (8)

[Z;PL,E Z[; Y () o(r? —g)

7. FIWrAEE 3 R A P(D|A) 25 B3 — 4 [ 2
FO(E. 05 T 20 S50, IR s 455 TR0 ) 25, 75 B0 B TR0 2 00k A
BNTEE L 2~7 WET Sk 8 3047 1% AUk I

TEA33)iZ HSMM 2 58E & A J5 . iH 1 2
LRI 3 51 O (1<TI<<L) A X} F #E 8 f °F
B B AR E,, E i LN (9) Fi.

Ez%m@«wu» 9

e VRN ZRAE rb B AT WL 7 51 24 08 el o8

BER WS 0 MAREZE 00 0 Fl o B3T3 A 43
a0 (1D K.

(10)

1D

3.3.2 MUK EAL
TEYZ5A5 B IE 5 1 S 0 2 PR AT 9 1
4 By IR AT JMEIY S5 3 sl m] AR T G2 0 P A Al

FHAZ ML B9 AT Ry 2R A7 U DA AR 48 T P AT R
R RS 1R G 7 2E 1) B0 AL AR 0 AN TR B9 mark
Hdmark€{0,1,2}. WHE mark=0,MFRH P17
RIEH s AR mark =1, W78 P AT 0 38 16 57 8
W mark=2, WFR M PATRIRARIER. R 750
DR PEAT s 1 S 280 SCPAS T TRRAEL  — A~ I Wi
IR BETTRRAE H s 53 b — A J e K Al B i ) AT. £
WA R, HE S P Byl e K R T H
B s A X2 7 S0 AT KU DA . 32 PR R Ao 6 Y 81
AN BEAR f b S e Y P B A7 A s O HL 2D 0 S R
G AN 2008 W 48 22 4 3 IS0 B AR R B 1Y) S R
J7 5 2 %o A 2% 2 4 3 S0 RS B o L6 ] — 22 A% S8 1 O
T2 3k S g 1) AV 3Rk 1 AT R I g AT DAAR 4
VLA AT A S I A 3 e gl A I R L O PR
A U BT A A A itk A AR . o eT DL
D) 5K A X e ] 4 AT 23 ofe AR o R . AE I S AL S A
RIS AT ()0 a] Be 5L B R D 380 355 > FH i 00
I S 2 550 B Ge Tz P LI 51k R (A
NI 1 1) G B A b A BT P 0 2 R AT Oy AR i S
S5 FATHEH H=20,AT=1800s. 1A~ H] F1 1
5 3 b 2 R RS0 22 B DL 25 B i R R AE
8 FZ W LI AT S AT XU PEAR

1. 2 0 )2 B O B 1) i BORE B 0 2 3% T 1y 25 —
A SRBRTA B 30 58 R 2 5 B R] oy I OG BRI B 3K ) 0% B 1Y
W] vy 2 9% =1, =0. SRGHEIZEAR B mark HBE N
. PATH 2.

2. A A 20 0 SN A 2 R TR ) AR e I B i
FOTEAS A2 BRI 77 2E 1 B0 0, B T2 i 80 O B i) 42 X
AR P A A T 2 G B ) DU 4T AR AL Y mark (HBCE N 5
ZH P E— D EAR R mark (EAH R 2 28]25 2; 00580 H 2
0TS0 S ] 2 FOASE HA J0) 1) 6 S i) L U Bk A B 4 3.

3.4 t=1+ 1,30 3 T % B o, A2 ¢ 5 1) 21 35 )
REF I E] v, SR 5 THE e s i S — A G R E) = R A
BF IR BR o=y — v G2 v = v A02R = AT AT 32 50 s
LI mark HBENE  FFBKE D 1 00R r <AT, W AT
A 4.

4. th B I A o, = (o, s ) FITRT — AN A ] 22 i @,
G d) PEARTE S 1 2 T B T 2L 5 e, Gna DL W 2R e <<H U]
LB mark (A¥CE BE BVFERL 2,08 c =H, N
FR A 2 (20 A1 CO) T30 WL 7 3] o, -1 5 % B s ok i
AT 5.

5. it 0=

I 9 YN 2k S v T A7 0L 5 81 - 37 %0 K50 e SR M R 01 1 24 {1 %
b 22, ARAE 0 B HU(E S B B B B R mark . Bk 5
# 2.

E— e it y
LiﬁLﬁ¢#mﬁ%ﬁ&ﬁW%m&ﬁ



3 4 IR PR A - BT TR BRSO AT B4 LT R S S B R 5t 457

1 LR IR 7 rp . 0 B BUE S e 1T R P A Al
R Bl B BB AT DAy BT A7 A B9 KU A 2. Herp O Y
IR A e 7 P A D S 6 2R 6 1 BU(EL R
TR P B9AT AR IE# . RATIE 0 Fx o P AT
O B4 RS L 5 LA 0 1oy BB 11 30 2y = A4S X ]
O AE X =A™ DX 1] Aty RO 20 31 3 s P AT O IE R
P W ARASIE S

T B AR TR A L FRATTAE VR R B
A v 1 R Y 2 R 2 Y D g B
TE LR A IE KR LI e 51+ 9K Jis s B — 7 14 18] 8] 1
FHT IR T 2 K, L {5 Y R T G e 220 i G
FPY AT I AL FEAR R GEH B g B /) o
T I ZRRE R 2 K0 0 2 XS A A B 6y 245 4y
3 7. IO JZ XS Al A R S S A Ok
VAL B JZE U 5 245 e RE % PPk 1 2 R 0
AT 50 T ok X 10 245 s S A XU, PR L

I

! l

O -7 3 !

| i !

B\ h

1 !

15 !

RAED] R e R
=N i ey T e b 2

RIBR | 1 !
= y RS |

8 - :

b i

[E) 1

IQ&\\ |

L] A !

! B i

3 B JZ RURS: 3Tl A B A 45 1

3.4 EEHIEHR

2 AR DA Al 45 > B (0 1Y mark {80 2098 A2
PEFT HEBNFE ) 5 BR 4% BB mark {8 B9AS [R) 0 1E B PE 6202
AN BAB AT HE A 1. 244> BA B o 2R FH BE AL
K BRI 77 3 (Random Early Detection, RED)MY
X B3O A AT HE BN A% . FRATT 45 B4 BA B 43 B A [F]
)5 98 Hor smark=0 W54 2 B 76 A 31 CBA 31 1D
()T T B K DADRAIE % BA 31 1 B A 5040 62 #65 e Int
FIGE 58 W O s mark =1 B ECHE £ B 76 BA 31 CBA 31 2)
(R T8 FO B/ AR BA A v Hy T 8 F /N B i A
AR 22 B4 A0 6 930 I8 I S5 1 s mark =2 195004 £ i
TEBNF CBAF 3) (45 B d /)N » 1232 BA B Hp 48 R o3
B L R T BB . FE R — A b, A E e
A3 B S SR AR ] >R T8 A6 0 A HEBR O =X, 42 4l
BRI AR AN 4 s,

{4
iitd

i N K
Q )
< E N\
& NG
Y I No

T

BASI1 BA %12 BAS13

Y \4 A

HRED | [ HHRED || HHRED
il il il

N

i th e £

4 PR B R

4 KWK RERDH

ARSCHE R 2 S e 3 8l B R R 4R fE
Linux {J Netfilter HEZE T L BLAY . 1% R GL A — LU AR
i o § L B — 288 Linux JF 5 2508 ok sz 8. 3]
< 0 JZ DRSO AR R Tl i R A L7 -filter
PSR S B, 48 A B 5d o 7 R L B8 A Tproute2
BRI TC WA kS, o T K E A & 4 i
RE » FRATTRI A R G AT 7 — 2L 3. S50 0 3 43 Sy B
AN FE LM AN R GE XS b, o B S o T
030 2 DR TP Ak A a2 i 1 TR0
J1 ALy 1R R G TE L PR RE.

4.1 BZEMR

7 2 AR DA A SR AAEAR R AR Bk T AR &R
GEPERE  FRATRZA S AT T B L ik, LA
SCAE H 1 0L 2 DX S5 B DA 2k i 2 B 1
WHIRE Ty, FATME A 1999 DARPA 48 41 b iy
HTTP.SMTP.FTP, Telnet jx 4 it i F JZ Pr I Y
B XA SCHR H A0 1 2 KUK 552 P Ay 5 i 2R A
. 1999 DARPA %4fs 46 J2& H i 2 I i M — — 41
A 58 B B A 2 Y A o D G B R L B AR
LA I 1E] R R B week] week3 A8 AT {a]
i, FAT A B b B R P Y inside tep-
dump data. 7F 1999 DARPA ¥4, 5 HTTP
PMSAE C B B Apache2 . Back; 5 SMTP i
R Bt A Mailbomb; 5 FTP Bp8AH 5 1Y 2 i
A Ftpwrite,Guessftp; 5 Telnet Pp¥AHE K XA
Guesstelnet. I weekl ,week3 FHEHELHL 5000 4~
HTTP ML 751 ., 1000 4~ SMTP WL J¥ 41,1000 4>
FTP Wil /7 51, 1000 4~ Telnet WL )5 51, 4E 4 IF



458 i "

Bl

P 23 M AEAE A IX 4 Fb bSOy AT S Y 4 1
£ 5 AN week?2 . weekd |, week5 F1 B H 300 4
Apache2 Hrify 7 A= UL 2 51 L 12 A Back Hrifi 7 A=
(9 W8I 7 51 200 4~ Mailbomb g 7 7 A i) WL
JF51 .11 A~ Guessftp T 7= 24 09 000 /5 5.7 4>
Ftpwrite Bt 7 72 A 19 WL 2 51 .6 4~ Guesstelnet I
7 A UL R 51 o A SR AR A S 0 G

FERRYIN 2k, HTTP B il & 8t a2 O GET
User-Agent, HEAD, POST., PUT, DELETE,
TRACE Lk} HTTP/1.1 1y 41 A4~ i 4% 3 SMTP
P eI 3y HELO,MAIL FROM ,RCPT TO,
DATA, REST, NOOP, QUIT, VRFY. EXPN,
HELP PR iZ Up B 20 A mi B % s FTP By i8¢
# i) ¥ & DELE, HELP, LIST., NOOP, PASS,
PORT.CWD,QUIT ,REST ,RETR,SITE ,SMNT,
STOU., STRU, NLST. RNTO, RNFR, SYST.
TYPE.USER LA i by B0 BLAY 39 A i 1oz A1) 5
Telnet #p 1 3¢ 4 ia] & 24 Abort, Break, Command.
Data. DO, DON’T. Echo. Erase character, Erase
Line,Go ahead,IAC, Interrupt Process, NOP, SB,
SE. Suboption Begin, Suboption End, WILL,
WON’T.login, password. 53 4> 1E & 1 F* 4 B 4E
i HTTP,.SMTP.FTP, Telnet iX 4 Fh p i3 b FH
WA ARZSEET Oy 20 4> 2 SR 5 AR TR )11 Z5 mp i) B 0 L8
AR BRI S5 15 B 08 7 40 i A 5
A4 T RIS R 2R SR

BRI 255 17 HTTP.SMTP . FTP,
Telnet 3% 4 Fh BRI 25 4 A1 5 5 35 A 20001
THEA A A LI T 4 AR X T 45 B B AL Y XU RS fA.
5 9 HTTP WL J3 51 KU 6 1 B J5 B 23 A
Apache2 Brili % 3% B9 GET 355K w40 5 R & Y 5% 6
1) “User-Agent” , 5 BUFE I 7™ A 1 WL i 371 v O Bt
il 2 8] FY ) )RR L # 0N O HL G B 3R] ¢ User-
Agent” Hy YA AR L B8R, B JHG 7 A ) UL 7 471
FRy DX AL BE A WL e 37 K — 46, Back Bl & ik
1 GET 33K H4d & K& /7 31X 23 18 B 55 4 il
B R 18, OF HAR 2 GET 3 3K B A5 Xt B A9 1
LA o i A7 A ) L 51 IR B LG T O
A ERARZ. | 6 Jg HTTP IE % W 5 51 XU i
) 1 TBR A 5 & I % (Detection Ratio. DR) | 5 4 %
(False Positive Ratio, FPR) )36 . M 6 0] %1, Y4
FTFRRAE Ly 2. 04 B, B RIXF Apache2 Mrai 7= A 1Y
S 51 A ) 2Rk 99. 6 %6 L IR ARF R 0.9 %6 L A
X Back ity 7 A (WL 5 51 (19 15U 2%k 100 24,

2 iR 2011 4
1.0 . N
— 1B
—+ Apache2
- Back
A3 A NAAE AR AA7 9 10

1 5 "'§
AL 51 AU A

Bl 5 HTTP X fE 0 H 7 Bl 5 A
1.0 T T T
\ ~+ Apache2 [FIDR
' --FPR
0.8} < Back ) DR
06 Y
g% ‘\
04f
02b N
Ok L 560000 N "
0 1 3 4 5 6 7 8 9 10
PG ARL R 1T R AR
&6 HTTP XU fE 9 ITRRAE 5 5 =R

SMTP W 75 310 XS {8 1 155 L 0 A an 11 7
/K. Mailbomb ¢ if; /& 38 3o & 3% K &t 19 37 3% R 1 >k
s M 55 25 o 78 H = A i O8I e 31) Hh S A 1) =2 f) 1Y)
8] [ B Ll 2658 /0N A 4 T) 0 Bt ) B B HL 7= 2 g 00
P9 B A o BRI 7 A o O T 30 g AU B L IE
WL 5 B — 2, [ 8 Sy SMTP IE & WLl - %1)
AR FL A 1) B AL 5 46 0 %6 R R i 26 2. IR 8 \f
ALY TR LA 2. 01 B A AL X Mailbomb B 7=
A RO B R R 99. 5 %0 IR IRE N 1. 1%.

1.0

— IEH
~ Mailbomb

0.8

0.6}
S

0.4

0.2¢

IRANA

o 1 2 3 4 5 6 7 8 9
MM Py 51 XS B

SMTP KB {6 1) &7 18 o3 A

FTP X000 5 0 A B 1B 1 B 5 T 3 A i & 9 B
/R Guessftp B J& 38 1o 2 R 223 [\ 1 P 44 A
A U 8 S B FTP AR5 a4 o A6 0™ AR ) 0 7
Hi) rh X3 “ USER” L “PASS” LB IR B LL % £

10

B 7



IR PR A - BT TR BRSO AT B4 LT R S S B R 5t

459

1.0 Y T——
[ : - Mailbomb /DR
‘ ! --FPR
0.8}, : |
0.8
K ' I
04f ! !
02t N
ok a4 $-0-0-0-0-6-0-0-0-0-0-0-0-02
— 78 9 10

4 5 6
PABSAELIRIT T PR AF
€ 8  SMTP KU (B AY '] BRAE 5 A6 T 3 L G4 4

AT 0 G 77 A ORI 371 g XU {1 B L R ORI e 3] 2
R—28, Frpwrite K i &l i 7E MR H 5 T 1 & 30
ke S T AE Y 25 4 4R b P A A SR A IR
BAR D B DLH ™ A2 (0 000 5 510 %) R L L T 8 00
W73 B RARZ . FTP IE 5 W 7 510 XU 8 Y 177 B
B 55 R0 32 R AR AR OC R AN 10 B, KL 10 7]
HL Y TTRRAEEE N 2. 79 B, BEFY X Guessftp T ™=
A B LI B B TR O 100 %6, IR AR R R 0. 8505

FERIXF Frpwrite B0 7= A= (1 0000 7y 31 14 12 51 2 R
100 %.

1.0 T T
— I
- Ftpwrite]
0.8} —+ Guessftp| T
0.6}

K9 FTP XEEAH A &5 B o A

- Ftpwrite[fJDR
—+ Guessf{tp[lJDR
--FPR H

1
1
1
]
]
]
]
]
]
]
]
]
]
1
1
1
1
1
1
1
1
1
b

PR AR [ 1] BRA

Bl 10 FTD R (A4 T BRAE 5 A8 0 2 LR 4l

Telnet Iy 51 XU BS: {8 19 & J7 B o A i & 11
fiis. 7EE 11 1 1 F Guesstelnet T &l 1 21k
SR AR B FH P 44 R R o 3 TR 8 % 3] Telnet flR

S5 o JIT LA AE H = AR 1 ) e 41 Hp O 3R] login”
“password” i B UKL L £, TR ke L 7 AR 0
J7 51 B AU L EL TF 55 000 5 51 %2 K — 6. Telnet 1E
UL 20 RGPS 1 %) 10 B 55 G 00 28 R i 32 1 %
FIE 12 Fros. B 12 v] 50, 41 BRAE 2 2. 38
I, B Guesstelnet Bk 7 A2 BTN 7 51 18 01
R 10020 R IRFEH 0. 1%.

1.0

0.8}

0.6F

0.4F

0-2;/»\“‘/\/\\
[0)3 " " " " " " " 4
0 1 2 3 4 5 6 7 8 9 10

LI 51 IR A
B 11 Telnet XUBSAE 0 B 7 &l 43 #i

1.0 -
: ! < Guesstelnet [FJDR
) ! -- FPR
0.8F | ]
\ 1
\ 1
\
0.6} :
B \ ]
04f -
! I
\l 1
ozt i
\ 1
\ 1
Ot L \\\ : L 5 & 5 & & & 2
o 1 2z 3 T8 9 10

JX€KﬁfE F?’J I Iﬁfffﬁ
Bl 12 Telnet XU A0 1] R 5 K6 0 36 1% 4 3
A T A 03 5 56 W R AR SR S 0 R 2 R
Wz ST BE PP Ay T 7 A A I 0, )2 ek B B A AR e A A
T2 FN A I 1 i i %6, HTTP,SMTP,FTP, Telnet
XA TSI UL 5 A X B A 4 K AR VK T
DXIEILO 2], AT 4 Bl IE & WL 51 JRL S
TELR TTBRAB AR IE A 2 B o 24 S 8 XU 52 B 7 Al
T3 % b3 JLF R )22 Bk 77 A= 00 00 I e 51 g A
AR 1 PR,

®1 HRABREXFITFMETENRNESREE

N 2 Bt Kl 58/ %6 BRER/ N
Apache2 99. 6 1.2
Back 100 1.2
Mailbomb 99.5 1.1
Ftpwrite 100 2.3
Guessltp 100 2.3
Guesstelnet 100 1.5




460 it "

Bl

e 2011 4

L
&

4.2 #EZWR
T MRS R GE A LR AR RE L AT AE A LR

— SRR M2 N R A R Gt
Mg I Fh an & 13 frs.

17 T HEL MR

HE A4 R 45 25 D
Y
E ? F ol Internet
P e
T 521 1230 ®
bR Web i % 2C

B 13 RN S5 4 b

FEE 13 o, 1 2 S E S B I R G eI &
EHAE N M &, Hfid & & CPU. Intel Core* Q9550
(DU s EH: 2. 83GHZ) , N FE: AGB, B 4% 1T, #2
YE & 45 : Fedora Core 10. W 3¢ 2231 19 EHLEAE 120~
150 Z i), B & EHL (K& AT #H BIER
e W L AR o 2 B8k B a . AE DG AL FRAT)
SIBCZ BAF 1 A 58 50Mbps ., 43 Bt 45 BA S 2 14y
B4 8Kpbs. 4Bl 45 BAF 3 197 56 A 1Kpbs , DL f#
UE I 5 00 5080 378 RE R 38 o R0 56, i S B 0 H O
I REAS B B - 4 1

FEFE 13 7 0 T 4 e FRATTstE T T A 48 I G
) HTTP.SMTP i &4l R XA R 48, Z P DL H
P8 HTTP I SMTP, 3 J& K 76 W 4% b AR X % 21
B R 2 PR AT 9 28 0 1 3 o AR X
7 e 2 B SOR 56 Y 1 SE ek R

h TR AR R G 7R PR RE L T S TE G b R
AETEH P4y SIAE ] HT TP SMTP i 77 4= 1 K
UL P 51 e I A 7 . 72 I FRAs 305X 9 R Y S
FAT 5 PIRIAE BLR MKA R G0 i fE R M RE - — A G
02 P 24 WP ORAEAE N )2 Mot 5 53 A — Bl 0 02
b A7 AE N 2 o . AE R o A B, HTTP,
SMTP 1E & I 7 510 KRS {8 A 171 B A #0323
ANTELR 3R 2 B 19 R 22 15 18] Ol 90min, AP 7E #if
30min ) I 3K M 48 AN AF E N 2 k. 7R AR
30min [A] N A 43 51 £F % HTTP,SMTP #y 34 if
RIib B A R — 2 o #pF 1 Web e 55 #8 C
K HTTP iRk iz gt ey GH & 2% 00 1 37 2R 17 3 %
NEF R 120 4N el & BRI — S lp R B Kk K
) R 2 R 55 2 D & 3% Be A 22 1 57 35 R 42 (A 4
K ik A0 {5 BE MR AE) 5 Lk B R e RE 42 30min.
e Ja 30min X o 9 28 AN A7 A g 2 it

FEM I A v FRATTAE 8 Fh T i E SR F
FOF HTTP SMTP () 504 #6472k 4. 78 26 I i 52

W4 R e L BT R B BRI EA R G Bk
3 AR TR 9 BE A A T 3 R R AR SR
S SR+ FR G0 AT B 1 R ) e O A 1 A B/ B
FHZ B B A 00 880 REERIREE R RSt
T B A 15 4 Sy T B A 0 A B/ B
ERAEL AR RGAE B 3 AR Ry B A
I A AR AR AR 2 FrR.

R2 REMRNERSREER

Bt R G =/ % REBBARER/ Y
BB 1 (Om~30m) N/A 0.5
BB 2 (30m~60m) 99.7 0.8
BBt 3 (60m~90m) N/A 0.6

M 2 AT MR B A RGN ARG HA
AR v A ARG 0 R R A A R 4R L T AR T 4 R R AR
Pt (ol SEAR /N L B A S el 2 ALB IR & R 4 5
EFxt HTTP.SMTP f B; i, 78 2= A i 5 £
T 99. 6 20 I EE fL bk 5 5. A R B A R 1
NP 2 S B 3 B AR AR

T IAA R G A B B B T, AT A
AL A2 b AR 3min BE 0k — F A R G F L
CPU . A£G BL. A RGEXT EHL CPULNAE
it FA i 26 20 B 14 81 15 TR

100

80

D
<

CPU/# I #%/%
5

(S
f=}

30

f=}
o

40 50 60 70 80 90
¥ 1] /min

Kl 14 CPU ffi il ih £

10 20



3 4 IR PR A - BT TR BRSO AT B4 LT R S S B R 5t 461

80

WAL % /%

OW

0 100 20 30 40 50 60 70 80 90
IS} 18] /min

Bl 15 A7 2k

M 14 1] 15 a1, 24 9 2% e AS A7 78 B 2 38
dilf ARG CPU I FESRAE 1120 ~19 % XF N
TEWTHAERAE 190 ~ 3. 8%, BLHT . W 56 4b K 2% & 3
- 24 3B O 18Mbps, HTTP i & 19 - 2 3
4y 6Mbps, SMTP Ji & (1 V- ¥ 3 B2 25 12Kbps. 4 &
2 AR AE N )2 B B A R Gex CPU Y I B 2
FE 2890~ 34 % s X INAF B THFESRAE 500 ~ 700, 21
i ALB [l AR TR Bk i i T E AT A A
Bt A S A KA Y DG IR L T A R G AE A 2
A IR B 1) J5 AL R I 2 XU P Ak A o) i AT
DR PEAL » AT 3 A &R e xF CPU (19 #6 i 2% 3
. AR GEXF A BT AR L/ o R 22 X 2% v A2 A
7 FH 2 B B3 R 2R G0 6 9 A 0 T FE R A L TE 60
it
4.3 REXTLE

AR BN 2R REFEA
PAYL (Payload-based Anomaly Detection) Z& %%,
ARG A K #2235 Wang Ke 4 AT
2004 4E4R . PAYL & 48 2 i i 2 M 508 40 4%
Tif B FAF Ge 1 A R A i g 2 il i R G A
T8 B A AT 1 A BT 43 A B SR n-gram 43
Hrik.

AT 1999 DARPA B H 4 XF A & 48 il
PAYL RG#4T T — X il ik, 78 2 58 152 %
[T ARG S PAYL 245%F 1999 DARPA
Bt A b — S R T2 Bk i A R SR 3 TR
ZNF S e WO VIR NA 7 2 N IV =L s e €
I 0 O 000 P 1) 3k g ) g P S e B O AN 2 AR
FEAR. 78 1999 DARPA %4 % . i T Eject #l
Netcat T if; 43¢ 22 1 B [ AR 45, AT BCE AT 2B 1)
WL 3 5k e, PR AR & ge AR U 1999 DARPA
Bt 5 Eject Fl Netcat Ty BF A I 28 L 41K

3 PAYLEZSGS5EAZRFZEHKRNER

N 2 Bt PAYL RGERMAE/ % ARGKI R/ %
Apache2 91 99. 6
Back 95 99. 2
Mailbomb 67 99.5
Guessftp 72 98
Guesstelnet 71 97
Eject 91 84
Ftpwrite 83 96
Netcat 92 81

B PAYL RPN 1999 DARPA % 4
H Eject Al Netcat Ty i o FLAG I 505 b FR AT 00 &
GiEf B PAYL RGAFTELL T AR 556, PAYL
RG0SR T A EOHE A R A DU N T 2 ik T
Z ISR Z M A B R . H AR 2 0 )2 2k 75 %
3 43 AT B £ 22 ) ) I S I AR AT RE AR L 4] 4 g
)2 DDOS Yty 57 3 R 44 55 Kt PAYL R 4818
SMETFE I X 20 2 Bt s HOR G PAY L R 48 76 A6l
EE N7 2 S I SR I o L 1k B 0 i i e A
PR N LI T S 4 00 308 A7 7 1R 4 R 3 v Y
[ R, G 2R R A b AR s 42 ) i it o S 4 AR A 2 X T
gy e AN E L B0E T BN T R G B
3 A H L E B fE RS ISR ULk A e it

5 BRHESRE

AR SR Y — i T L 2 B L BT 4 I )2 5
B3 B B R G5 % R G5 2 DRSO S |
FH 2 D010 B 1) 4 BORE B L 1 FH 2 XU T Ak A5 e L 42
RS R I 8 2 . JHG H Rz P R RIS DAl 5 B2 1%
RGO XA B A i )2 KU S B Al
B AR SO — A E HEADHT R FRATX A SCHR )
SR G AT T — L, SR R R X RS
FEVEAS F P AT Ry AU (B R 5L A AR e A of i 23R 0 4
IR R AR 3 5 2 W 45 h AR e N 2 Bl il 2 R S
F= Bl Ak i N 2% v i e, SR )2 sl B AR AR SC
& LB T Bl A AR G R R T R R S B 2
F B B BRI R G e 6% 7 48 N )2 b R IR
b T B i

HEZREFAEN — D EE BB 21T %R
Grbt X CPU By I FE b K, J0 H Y 1 2% vh A7 7
o7 2 4B 4 IR 45 Beaks i DR R — 4 B F S TR 2
SR 26 IR AT 38005 K DAl R 2 AU 5 DA e A1 3%
R GixT CPU A #E.



462

it

Hl

E

e 2011 4

B O ARE

[1]

(2]

[3]

[4]

(5]

(6]

(7]

(8]

(9]

K&

FRERARALIREGE

L

5

=z

2 X ®

Fang Bin-Xing. http: //www. cert. org. cn/articles/news/
common/2007051823317. shtml, 2007 (in Chinese)

(HEEX. fEEE B %200 Ze . htp: //www. cert.
org.cn/articles/news/common/2007051823317. shtml, 2007)
Wang B, Zhu P, Wen Q et al. A honeynet-based firewall
scheme with initiative security strategies//Proceedings of the
2009 International Symposium on Computer Network and
Multimedia Technology. Wuhan, China, 2009. 1-4

Jiang Wei, Fang Bin-Xing, Tian Zhi-Hong, Zhang Hong-Li.
Evaluating network security and optimal active defense based
on attack-defense game model. Chinese Journal of Comput-
ers, 2009, 32(4) . 817-827(in Chinese)

(A, %, | TRAF . H T BBy AR A AL Y 1) 45
LA VAR ESIB . TP 2009, 32(4): 817-
827)

Deng Song, Lin Wei-Min, Zhang Tao, Yu Yong. Distributed

m L\v

proactive defense based on cloud computing//Proceedings of
the 2010 International Conference on Intelligent Computing
and Integrated Systems. Guilin, China, 2010: 95-98

Nguyen H V, Choi Y. Proactive detection of DDoS attacks
utilizing £-NN classifier in an anti-DDos framework. Interna-
tional Journal of Electrical,

neering, 2010, 4(4) .

Computer, and Systems Engi-
247-252

Ranjan S, Swaminathan R. Uysal M et al. DDoS-resilient
scheduling to counter application layer attacks under imper-
fect detection//Proceedings of the 25th IEEE International
Conference on Computer Communications. Barcelona, Spain,
2006 1-13

Arnes A, Valeur F, Vigna G et al. Using hidden Markov
models to evaluate the risks of intrusions//Proceedings of the
RAID’06. Hamburg, Germany, 2006. 145-164

Li Wei-Ming. Lei Jic, Dong Jing, Li Zhi-Tang. An optimized
method for real time network security quantification. Chinese
Journal of Computers, 2009, 32(4): 793-804 (in Chinese)
(W], A, W, B2 — P 52 9 2% 42 42 XL
Wi A7 . TREALFER . 2009, 32(4): 793-804)

Chen Xiu-Zhen, Zheng Qing-Hua, Guan Xiao-Hong, Lin

XIE Bai-Lin, born in 1982, Ph. D.
candidate. His current research interests
include application layer proactive de-

fense and anomaly detection techniques.

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]
[18]

[19]

YU Shun-Zheng,
Ph. D.

Chen-Guang. Quantitative hierarchical threat evaluation
model for network security. Journal of Software, 2006, 17
(4): 885-897(in Chinese)

(BRFH . FBPAE, A BRR . MURDE. 2RI 4522 42 Bl 25
FR AP T %, AR, 2006, 17(4); 885-897)

Wang Yi-Feng, Li Tao, Hu Xiao-Qin, Song Cheng. A real-
time method of risk evaluation based on artificial immune sys-
tem for network security. Acta Electronica Sinica, 2005, 33
(5): 945-949(in Chinese)

CEZEF . 20, SRS, BB, —F ST AN LR 4 4%
A SLIE K AG I J5 5. T2, 2005, 33(5): 945-949)
Rabiner L R. A tutorial on hidden Markov models and select-
ed applications in speech recognition.

IEEE, 1989, 77(2): 257-286

Proceedings of the

Yu S Z, Kobayashi H. An efficient forward-backward algo-
rithm for an explicit-duration hidden Markov model. IEEE
Signal Processing Letters, 2003, 10(1). 11-14
L7-filter: http.//17-filter. sourceforge. net/
Yu F, Chen Z, Diao Y et al. Fast and memory-efficient regu-
lar expression matching for deep packet inspection//Proceed-
ings of the 2006 ACM/IEEE Symposium on Architecture
for Networking and Communications Systems. San Jose,
California, USA, 2006 93-102
Yatagai T, Isohara T, Sasase 1. Detection of HTTP-GET
flood attack based on analysis of page access behavior//Pro-
ceedings of the 2007 IEEE Pacific Rim Conference on Com-
munications, Computers and Signal Processing. Victoria,
Canada, 2007. 232-235

Floyd S. Random early detection gateways for congestion
avoidance. IEEE/ACM Transactions on Networking, 1993,
1(4) . 397-413

TC: http://www. linuxfoundation. org/en/Net: Iproute2
Mahoney M V, Chan P K. An analysis of the 1999 DARPA/
Lincoln Laboratory evaluation data for network anomaly de-
tection//Proceedings of the 6th International Symposium on
Recent Advances in Intrusion Detection. Pittsburgh, PA,
USA, 2003. 220-237
Wang K., Stolfo S J. Anomalous payload-based network in-
trusion detection//Proceedings of the 7th International Sym-
Sophia

posium on Recent Advances in Intrusion Detection.

Antipolis, France, 2004; 203-222

born in 1958,

Ph.D. ,

His main research interests include infor-

professor,

supervisor.

mation security, signal processing, wireless network, etc.



3 4 IR PR A - BT TR BRSO AT B4 LT R S S B R 5t 463

Background

Network proactive defense means acting in anticipation
to oppose attacks against the network. It can protect the net-
work from unknown attacks. Existing proactive defense tech-
niques are deployed on network layer and transport layer.
Today the new network attacks often occur at application
layer. These attacks may not generate abnormal network
traffic and present significant malicious activities on the net-
work layer and transport layer, such as application layer
DDOS attack and e-mail spam. Therefore, it is difficult for
existing proactive defense techniques to effectively detect
such application layer attacks without special techniques.

Network risk real-time evaluation is the key to the pro-
active defense. Existing risk real-time evaluation methods
usually evaluate the network risk using IDS (Intrusion Detec-
tion System) alerts. These methods can only evaluate the
risk from network layer and transport layer, they can’t
evaluate the application layer risk. In order to perform the

application layer proactive defense, we need a risk real-time

evaluation method for application layer. This paper presents
a risk real-time evaluation method for application layer based
on hidden semi-Markov model, this method evaluates the
application layer risk by analyzing network traffic. Based on
this risk evaluation method and application layer protocol
analysis, this paper presents a real-time proactive defense
system for application layer. When user’s behavior is at
risk, the system queues the user’s packets according to the
risk indicator. By this means, the proposed system can auto-
matically restrict each wuser’s anomalous behavior, and
achieve the application layer proactive defense.
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