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Abstract Internet is an open network environment, large-scale distributed malicious behaviors is
increasing day by day on the internet. Potential relationships may exist among network security
incidents which occur at different positions and time. In order to deal with those troubles, this
paper presents a Coordinative Running Model (CRM) based on Universal Turing Machine. For-
mal mathematical definition of the model is proposed. Architecture of the model is hierarchy, and
the model consists of several important components, which include storage component,interface
system and coordinative running engine etc. On the basis of the above work, a Collaborative Run-
ning System (CRS) is implemented for analyzing distributed incidents of backbone network. Fur-
thermore, this model is compared with the Security Operation Center (SOC). For three applica-
tion scenarios, namely botnet tracking, correlation analysis for alerts of Distributed Denial-of-
Service (DDoS) attack and relationship analysis between DDoS attack source and botnet, differ-
ent types of monitoring devices of the backbone network work together through CRS. The analy-
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sis results of typical security incidents data show that CRS is efficient and effective to collabora-

tively analyze the relations of large-scale security incidents at different time and space, and CRS

is a powerful platform for analyzing hidden danger among different incidents.

Keywords

1 5]

T

B TSR AL AE HOR 1725 IO I 26 0 AT
N H AR AL Ok 8 2 BT I AR G T 2 M
2 I A VAR 1Y Rl G R DI [ LA R R RS 43 A ) %
LA, SEENN K 2 Davis 20 £87E 20 {42 90 4
L & 7 DIDS(Distributed Intrusion Detection
System) ZEE 443 HUHR B 19 25 T A4 W 4% W WL 4%
FF LG L & R 2R i 4E B 26 2 o T DIDS
Director, £ H1 /3 Hr AL B 78 5d g2 4 TR =48 i T
Xt &5k 4l 2R 45 #9 i) CSM (Cooperating Security
Managers)™ R 5, i 45 T 4> 3 F AL A A 2 600
A R 7 58 CSM.2H 80, B 7 T il w] B8 B2 A DAy ol iz
PR SE [ [ B 3 v 2Bk 58 11 &) R (DARPAD Bt )
() EMERALD® 350 H A4 g 7 — 4> 4 B a5 F R i A
SR I 8 R A SR I 5 70 M R e, AR
B AL #E 3 1L # (Information technology Promotion
Agency . IPA) T A 1Y AR A5 A HL & 4¢ (Intrusion
Detection Agent system) ™ 3%/ 22844 , v FH# 5h
RIELEAR B shlic 4 (5 2. 2 E MIRADOR i H #2 i
T I B AT 0 0 P U B8 Cooperation and
Recognition of Malevolent Intentions, CRIM)¥ %,

XI5 AR S A X o A AR R
Gl ERG ERICREE . EMEER. ARG
PE— 2 R EEAE B P AR N i Az
AL

Renaud™ 4 & ) 22 4= ¥ 4E 0> (Security Oper-
ation Center,SOC) Z5 7, Bl & T W 2% 48 PR 42
2L AR K W 4T AT O R ORI L
SENARAT AR A7 fitt TR L SR i BRI A
2V e 55 T 2 Ak 345 il I 245 22 4 W I 32 4% 00 )
8 S A L T ) 2% <27 4 g L AR 4l R 48 T
FIGE 55 1 23 A L B SL R G A RIS, Fortinet 23
AR TRl R R G — BB B (United
Threat Management, UTM). ¥ £ fip &2 4> 45 1 5 i,
T E L RS G. BBk
Bk o A 8% A2 7 0 AR R S B i B A DD RE. 2 — R R

network security; coordinative running; turing machine; DDoS; botnet

TE W G 1) 22 4 B A

DL E AR5 A A A 4R 2 7 B B gy s —
A8 AE XA Bl b e B S i e L A A
F By 97 . KT EL IR A B R — AN T HLE Y M)
geos (i), HAG, A ST AR W 2% Lk 8l o A 2R 48 IR
% (Distributed Denial of Service, DDoS) ¥ i & K
PR R I I 46 0 AT Sl IORLABE 8 T 0 A AE A
IR 1 R b AT A A T KRR L AR R
AL A IR B s 0 VR VR A 43 BT 3 S B IR 1 AT
H. T3A s K HEAEAS [F) b B A A () ) [A) B 2 4
FAF A B R — L S AN [ 28 00 Y 4 4 = A 2
BAFTEAE R K 2 Z R IHE RS G — KR
A7t S IR 2 A 4 B it

B X7 b3 ) A, AS SCHRE Y T — A 2 T R R
HILFR 19 28 2 4 B £ D3 () Bk Bl A Y, e e 32 A Y 52
BT — AT ) [ S5 Ak P 2% 1) I 24 £ 4 P R IEG Bl JR
B8, RIEER OB IR R ) R IR R T
RSN

ASCES 2 WA O IR I S A AL 5 4 3 5 A iR
[ 3l R GE R 52 B 5 55 4 19 B 3k B[] 36K 3l A% 42 1 0
FH S0 RV 20 A7 5 565 5 52 I FH S2 401 5 565 6 19 L4
4.

2 ETHEABERVAhERKNER

2.1 BABERNMEEEFITEN

TR A R D AT B R A S ] e R ]
2B R T 1937 R W T G R A KR
HL(Turing Machine)™ . & R # — B3R T —Fpa]
FEAEHE 4 1030 R AL X R ML 2% AR 1% 152 U R
AT R . FE AP X E L E T I RALAE Y T —
MRREREIT » 25 AT BV TR P 2 s A Bl A1 T X
A B R A] LA 20 B . R i A B R LA R AT
DA B0 2 1 TR R AL EAT 0 220 B RN X R
() — 6 Pl BRI S AT AT AT 11 550 3k 72, J2 W] 4%
W TAT AT A7 R 22 58 5027 o A A 1 R P
BRI 3 P B R ALE — A B Rlee s A,
TR B SO — R BB AL — 8 i e )




218 iH+o;

Bl

e 2011 4

L
&

REORCHY, 2957 « 1 « 5 P S ok — JEVARAE T B S B
BT HAERE R B L (stored program computer)
F14 A 2R A A1 5 A 1 % ] LT R0 o ) R O 5 AR
S R IR A A A A i A B v g Ak P
(CPUD MR 4 45 4 % £ 4i8 0 AT #84F . X — AR w 3R
THEALA R 2R 54 i kK.

2.2 HhEBRHMMERERENX

o 2% <22 42 1) D3 ) K 2l AR AR A0 o S B Y T
VEAT: 55« Vb i) 22 ol 288 700 1) 24 15 45 3L ) 454 o ) X
B RRBERE B A2 88 20 2% B S 2R AT .
AL T E R B A AR AN BB A DX gk 2 5 A
P A5 B AT P ) A B AR AT A K S AT A BR 2D
B TE 5 PR AR SORR A1 181 2R A 1 5345 Y 0 A7 i 7
FETTSALAIR R A S T — 4k B W 2% 2 2 i
14 B[R] Bk 3l 45 B (Coordinative Running Model,
CRM).

EX 1. BRBSER NI A L. —A P FE
BRI — A I04 - C= (Qs Qo » Queeepr » Preject » > »
OIS MR Y A DI R L

Q R 5

70 € Q R IA IR

Gaceern € Q AR IRE 5

Greiear € Q IEFHLEART s H. Grejeer 7 Quceen 3

S M A TR AR R S BT B

D RFEFRR . BEDN H SCI

Lo MU F iR . BENL H SCIy

LR85 P R . BED, H 3CTy

Do F ik . Be H SCI,.

8. QX" —>QX ' X (L. R} JE IR A5 B
B AR QX I A I — A TR ST QX I X (L,
Ry A TR 2. B 52 SR B 850 B Q< I
M QXTI X{L,R}".

T DR T b A BT AL TR A
BEF R B4 D0 A 0 25 5 BE 6 4 T T
A R A IR EE 5 R R T R
B,

EHE 1.
L.

S

(1) CRM % T-F& 7 BL. 52 S 1 v, L4 77
AR 5 X T 2 4 TAE4 . B4R CRM 2 £ 4
Vel 3 L T 2245 B L5 [ LS4+ B  CRM %
TP L.

b [ 156 2 B B0 CRML 25 T 3 JH [

(2) CRM %t Fil FHHE A #L. #% R, - R, R . R,
SRR C BT S i i 5 4 B R TR
TR TFRRMB R TR BRI M boE Lk
—AEIed . M A% R B Y RTIR A S R N R
e Sk BB B TR R R AR 5L RS eR KL O 4t
R HI] MO — 4 SR e 4 ) 5 — A R, LG
el AL I AR T I — A B33 B0 B, 45 0 — i A B
P o AT o RS M AR Y T E
Bl HEAT —Fp R 1 155

177 A — AW IR AT 55 3 0 B2 CRM AR 4% 4 ] 11 2
P58 B — YRR T 5. S8 R B3 R Al 1)
TR — N M. 4438 Ry R ARE S M il
FERERE PREO IR, C N — A 4% Jmy 5% 31 55 — A4
Jy s BRI B0k M S B e — A L R AL

0 gh S U 5 A B R AT 45 X6 o — S AR i A
TREXT N H — A E R YL H i, B R B M, A
(R, RO M H % [HF CRM X84 (R, R, . RO
AL B CRM 4 AT A 8] R AL M, 1) 4 i . CRM. 4
A LA M3, CRM AH 24 F M, 1 f B 2%,
LA CRM 45 F— i B R AL Cr] DL 52 AT B Y
AT 55).

HR A 1, FATTAE ) B R B S AR CRM J2
— ANl T AL O T RERS Y S B CRM, I
3 90 At Y 3 CAL 6 — B B4 P R R G 0 e B30 Al
R GEGE R 1 ff 2k — 2 A
2.3 HMEIRRGEH

I 35 1 2 I [ 30 20 455 76 3 B oA 22 Uk 5 4
e 1 X5 MR R E MY IR )R,

B !
____________ 10
B B

i ARG | R ||

___________________________

1
1
1
1
1
1
1
[ ittty Tommm—oo---a

L RYRL | RamE || |
|_ R
Pl 1 Bl 53 A AR 22 U 45 A
(D) $effe )z ELH T R — MR A N B, il AT

LIPS ¥ TS
X2 BARET. SR — B iE A b X

18— L TR V5 RN A B 3 20 T i R DU e Y 2 T e 4



2 PR T4« P 255 14 P ) B 3l A 7 219

VE W [V BK 3l 2 ¢, I HEA 58 URH B A48 AR AT 55 8
THEAENGE R B 15 5 S 5 R A7 B4 2 B
JE St Ak i e X 5L 3.

EX 3. BAERASE. EHRAEES ERER
T8 ) — 295 75 B[R] 36K Bl R G2 58 A il R A 4
YESIER TR 2. Z 5B 2% TAE AR Gk,
A58 B — & P [V BK S AT 55 A 245 4t ml B 4 1
AT 48 2 RUHRAEAT . 182 th 4R VR 0 2% o A 4 A
PRAETD 48R U R K Bl R GE kAT B A I B AR B A 5 A2
AL RN 2 B AT X R LA AR AE X R0 AF
B H .

EX 4 BAEWRE. BEAE N GRS 2SR
P R B0 2l 1 55 i BRA AR T 5 i s IR U L 21 5 e R
M — RIVIRIEFR . B — FHE S T0n T R B3l &
G RE— AT A,

(2) RSt )2 T 2w B 6 5 3h & 58 0T & A
B PUR LA E X

EX 5. RGET. 18RS R 504 4K
A AT LU AR 52 1) — 2H R T M. $R AR A
RGP RIESTE RG0S BRI T &G 4
TRRGARS 5 Z XL

ENG6. RGEIELSE. HERFIES WIELHESR
TORIEARIELHES.

EXT. REWRE. ERGIETWIELESR
T Fi BB [ 356 3 A AL S 58 AT 55 19 32 4R U 2
R RG] HIEPATH RGBS ES.

(3) Wy FRVL G JZ 2 1 2 O3 W) 0K 3l &% 48 L S0 AT B
[F) 36 Sl AT: 55 1 2% b 40 3B 15 45 1) LR

e AR AR S RIE S  RRIEF &
HARE & #AE A S i 4R 05 5 T I8 98 2 M 4
BRI R S IREERT RS
6 2 TR G FE  LABK 30 40 30 45 )2 11 4% 2 iR 4
Wal LN E RG0S S R 500 58 L R 23 A
5.

2.4 RERZEN

A AR P[] 206 Bl 4SS 78 14 T = S, 4 S 7R R 5
S5H. QIR 2 FroR LA Al DU 2% RGEEA4.

(D) #20 & 4; (Interface System, IS). & P [a] B¢
B R G5 AU B A B B v g . P IR i B
— MR B A& A R 2 e A A R REJE A 1R 2H R
AN SRR 0 46 05 L B0k A% i Jr XA A AR T
1M H & 4 XA 4% 5. 30 RGERAE Z b
AF 7 30 I G — A ) ok U8 1Y S5 4 5dhe A =X

[ o0 A

B
N

A4 HY 3L b
Ll LRl il Ll

B2 Pl o3 B S R AR S A

(2) T74ig 5K 14 (Storage Component). R 32 P [7]
BERUIE 20 SCHP i A [R) T AR 7 - AEAE T 1R 4% D) B
oG B0 R BT U AR BT A5 R BT SR L ER
g3 BAAEAE R IT ) SRR AN R -

FAFERTT. T A0k S PSR A Y 10 2% 22 4 i 4
5L AN AU A O RGO R B UEAL S ik B
oo, PRIl S5 | 5 0] B 42 U5 ) S5 R BT 1%
W A D AR 4R A g R B T v B O 25 R A A4
REIT.

HREATT. A7 Pp ) 36 2l 2o A b i 1 %
Pl 2 W I 5 25 4R 9 DNS fg {5 2.

TR ETC. AF A B AE N DU 2 58 A B[R] S
ML 55 i BRAE IR S SR SE WS W LA AR,
B AR BE G B

SR FIT. A7 U IRV IR S AT 55 i AT 25 L T
P B 308 2o A R R 4 R OT P A B

(3) 1 [a] BX 3 5] # (Coordinative Running
Engine, CRE) J& P [F] 3¢ 3l 5% 84 14 2% 0 BB A K #AF
N B IR 45 4 il R Ry I ) 166 2l 2R g8 T U ) R G2
R4 RN e Rl ) a7 N B R e A A L R RN
G CAE B0 42 32 48 4 (receive) | i i1 3%
(decode) | $ 47 i 2 (execute) , 45 H fF A (write-
back) 4 4~y Bx.

32484, CRE n] B #5452 #84F A DUl o
A AR AN B ERAE R 2 5500 T I A B o0 Hh i 4 A

R B, CRE #2484 16 2 5 . 1 Jo ik 44
118 T W5 1L FLN X 53 55 48 2 A @ BT ) A 1



220 iHom

Bl

e 2011 4

L
&

FAS R R 5 AR R S8 5 MR IR E AR SR R A fS
MRS B AE T PN A TR ARG L s k)G
HERGARL IS R G L IEA AT IR B B sl
BEAE 72 08 Ui P 2 B A7 AU 7R LG

PATI AR, A% B S R &R 48 AR T 4R A
17 BUEAEBRAE N DL 48 & T e 5 s A7 AR ot
T R G

BERAEAN. K5 IR SIE S AT SR B A
ZER T IR CAE AR i PR A AT 45 2R DA
PETE R A b R,

(4) By A %5 (Input Device). BR2EEARE
NGNS B R IR R X (CUNIZ BB PN 3
] 3 ¢ i A d 4 TS

(5) #iy 1% 45 (Output Device). Hiy H 5 J& 78 #2
YEN B3R 48 4 B PR A AT 45 2R

3 MEBBES

FET ORI SRR AT 1S3 1 — TPk d
o ¥ 8P IR B 3 & 48 (Coordinative Running
System, CRS) , i H T FE it ¥ 6 iy W i) 2 5% v
3.1 HFiEEH

25 PR P B S R G AR AT LS BAT A
E. BB T R R i E B FRATR A T B AT 5 R
Hi b B RE 7 1 KB O AR KU PR R GEAE A T
4 A7t B T AR 8 AS (6] 0% £7 Ak B RE ) el AS ) 1Y
Al S, T FhE RS T8 R B R E 1
AT HRAE I J /N At B AL 8 SO A7 i B IR, O i o A7
i 1) 2 3

(MNum, Unit, DBType, Host, User,
PWD, TNS, DBName, Table).

#5038 SCOT N AR B IR A A A R AR 2R
T R K P 9 268 (i ORACLE \DB2 48) K4
JE AL IP duhik i 44 0 P % i L ORACLE i
e B 4 B R 4. Hoh TNS 2 ORACLE
T NP ) R 30T 0o HG B SR AR A B NULL
Rin].

T R PR Tk R A A B A R R T BER
55K 2 SUAE A 1] L A ST kL JE i MINwm
PR A MR T S L B A I R H
3.2 BOR%

R T A 2P E AF P BRI S R B B AR XL 4
H & 40K B AL 5454 . dn &l 3 iR,

N
XML | TXT |HTML| H &

g v 3§ § 3

1% XA

§ & 3 3

HTTP| FTP| SMTP |

BRI

P IACEE

3 HHOAR%

CRS MM ER A 2 SR I o iSO BHAR 41 A
[ei) 3 A B TS0 AN 32 432 07 =X (o 3l R B sl sl #2080 38
AR BRSO A e S A0 A% i A T e MY B
e B A S0 DX A% A T 788 0 15 IR X o 1) 4
it o ARG AS R BHE At 25 I A [R) s XA A A B, %K
P4y CRS 5E b HERUE #& 2. & 48 1) 20 8 i
RS E A A

J TR ARG S D R E LT A
R & . {DNum, Protocol, Host sUser , PWD,
Format). £ 53 #5338 S 05 I 4 5 L SRR 7%
(A 38 {55 PR L AP BB 5 & TP Hb ik | 3 {5 U i34 A 19
J 4 TN UL S A B B A el ) Boaie A% =L S 2 Ah
BEAE H ARG 30 4 AP B I ME— AR TR DNwn B ]
5 ST Ll 3 ) B Y Protocol Fl Format
AR A DG PC K A T 150 A B ) P SO LA B
A s X AT A e, BT A1 A 15 W IR 1) A B A
3.3 hEEENSIE

B3 [) 306 3 5 0 2R 48 1 A% O R AR R BT 1R A IR
L IFBEANRE TR RGES. W T ET K
N G AR, AT T — A5 5
#1577 CADL (Collaborative Analysis Description
Language) fEN R G R AE G 5. #R4EHE 4 A
T8 2 MY RE45 2 P 70 4 1L, BEAS 98 2 2 P [ 16 5
IR AR 2 o PR 20 M e & VB S AR A A
64 =28, U IE) 23 BT 45 4 18 3k X A7 Al TR A A R A 52
J 2 BRI 23 BT A 5 BOHE A2 B AR A T Hh R &R
g8 5 A B R HE TR G 0 B B8 HL 5 A BE 4R A 1
TAEGRFE APRAT I 0. 24 A e 5E 19 BUR 1 &2 A% 1 T
() 3 A7 AT 55 10 5 Bk HOE il & T 1484 Wt 2 i R
. % 1A TR R BEAR AR 2

PIEEESE 4 A6 CADL fiy 336 I B 5 e =X
(BN anF -

CERAEHR ) Li= GRAEID) . U &)



2 B T4 I 4% A% T T I Bl A AR 221

CERAERD) 1= i) 5

IR D= AF | (D 5

(KT ) i="Table_Create| Table_Remove| Index_Creat |
Index_Remove| Read_Write| Redun_Rem]| ++++;

Cff) 2= S

HI T A 8 19 D RE i Bl P R S AT OF

BRI REWMPATRIOCR, R SQL fl CiEFE N &R
BIEE. —ABRIERASNTIEEH — B SQL 1 CiE
TR S, I B Al eR B T A D I I B AT
BEVEIR A L8 2 X R A RS S PR R —
Bt CADL 45 W E R . & Ja , B A A T
Br SQL il C B BIF M R R .

54 B (EE AR

i)

MNum ; 174 9% 5 9 5.
Unit : 17l 314 44 7K.

TEAFAE BT Unit H 4% BB Table _De fine 857

1 R T _C N e SR Table , 3f I 25 H TS
HAFMEFTIR  Table_Create Table: 121455 5w 4 5. iﬁz’;fgwg Table , 3+ FE A7t b hik 2 o 7%
Table_De fine : ZAT it 2 M i 815 .. ’ * e
A7 it 9% Table_Remove  MNum : 171 % U5 % 5. H 153 45 72 A A7 fifs o UL
MNum . BH# 7RG (EAE TR 25
#IE#%ERS]  Index_Creat Name_Index: K5 £ K. X8 A A PR ST R 5| LAR R R E SR,

Field_Index: f£fiti 6% I H 1 R 51 7 BL.

PrlE AT AE RS
Ry

Index_Remove

MNum : T2 M BR R 5109 AE i 9806 i 5.
Name_Index . BB % 5| 1) 2 Fx.

64 MNuwml, MNum? : BB At 5 IR0 255

A LA AR BT

Fieldl,Field?2 : B W A0 W2 U8 op I 2 B

BEH MNum1 853 5 B B 9 500 5 A 5

pas] Read_Write P A T MNum3 W3 BB MNuml 5 MNum?2 # 7]
MNums3 ; 5 A W17t G IR 1 4 B B 1 8 dlE s 5 A B MNum3 .
Field31, Field32: %5 A M 7E M 98 I b it 5
B a2 AR
el Ml 20T b, | TS M) S
Bl L& Redun_Rem ) KRBT AR 66 5 IR g5 MNum?2 1) 5L

REZATEL

MNum2 - 253 )5 W56 F0 L A A7 il 96 T 2

Padh.

DNum : M FFE RS

B A Input MNum : 12455 I 90 5.

T A T RS SR [ A AN R B
Bzt Be 1 R GBI E AR

2
4 i Outont DNum: SME WS S Ao A R 15 U 1 K A S A 1
! p MNum : TE% % B2 o RO e 1R S B E AR 4
Start: JT 4RI 1] ot S ] End B ]G
54 AT ; Interval ; W ] 1A . ' ’

Procedure: i F2 44 FR.

Procedure.

4 HEXITEEBRESH

ARG LA E T/ENBM R4 UTM
M SOC &, UTM ¥t B ok Kl L AAZ A I | 19 26 Bl 9
BEAF AR AL — S — AR R W DGR A, AR SCY
P[] 5B 3 A5 80 A X S b 58 4 R TR,

SOC Pp[F] 45 B 2 Fp 22 42 % & o B B 1l F xF
SOC %A Y 58— W B, SOC 1) 32 By Xt 45
ANAHTR]. e — A 78 1 5 7 2 2R FH R 3 42 4 3 iy S
L DA™ 0 1 — B 7 KR AR SOC 54
SCHE B P R I Bl R 6 A A RL Y A AR A
A A X .

SOC 2 Wy By 4 B 5% 3 47 =505 20 L XUBR: 23 #7
T A LRI e N AR B Y AR TP 22 4 A PR O
HOMRAHE B2 PDR BE R, A5 — A 22 40 30N B4
AN [6) B T AN [ 7 0 R — 2 A R AT IR
B AL U A SC I A DUIE S8 — 19 % 4 ik
SRS = A e A Ak B S B A Y T KU
.

AR SCHR 1 ik R 1Bk Bl A T — A O ik K
LA SR AL AR Y g 5 Ak 9 il R R R 7 LR K
23 (8] 36 B A2 A KRR R 2% 2 A S R 2 2R )
[F A [ o 288 ) E R 0 8+ DA O 2 i o 42 4 0 v
R BRI L 23 BT A T 0 2% 3 T f) R ASE o £8% 4
LR 2N T A



222 it (= Bl 2 i 2011 4F
®2 HhEBESERSE SOC LK AT N,
bl ] 39 5l s SOC fi 7 (1) P28 4 SC W 2R Gt [ 5% ) 2% 4 4 Wi T~
G I 5 T I 1 %5 ] LA 5 (863-917 - )0, Sk A6 I B /) 4 8 1 2
SEREBER P R [ 55 PDR i 5 .
4 BRI RS Y 2 7 AL TP, 1P
sy T TICRS F R BR RE : %ﬁi%1y RABHEEEN P52 1P A
MR AR RS B R — R e 3 {7 B 1) S5 Q.
FEAW BRI B P 7 R 4 B (2) DNS Wil 2 %5, 30 3 B N & IR % 28 1 1 4%
_— AL KRR 0 40 AT 45 G e TR ] 52 A6 O Tk o o
W R m e — %Hﬁmmgw I "
V2 A > P S PR
ﬁ‘gﬂ;j—jﬁ gﬁ%ﬂiﬁ—(ﬁﬁv%%%’ﬁg ETﬁ*ﬁEEﬁﬂ%ﬁ (3){}ILm{m\U/2%\/ﬁj:i~E’f/\:j:El/~\EIP EJ‘;ELE%M,\ l:&i

o 50 K X 17 B

EE

SOC 4 B — > KB FL I 26 oF 45 B0 22 42 L, it —
ELRRG A T RN AR B L LR
WA B A7 i 5 33X S0 00 00 95 K 3 1) 2 4 4, SOC
TCRE N J7. T 3 B R AL 1) P [ 156 Bl A R0 AR 4% A )
(4 BB R A 55 2 A TR) 00 AR i A o 1 R TR L 02
— 0 A B ke g % TG B 1) i

WA Pr [R) BE 3l & G2 58 B — YK P [R) BE 3 AT 55 52
J i RALEEAT T — W5, 5 2 2% R R AL
HEAAFFEHUIR A (9 B 18], B 55 2 2 K i 8] 58 B B[R] A
%5 A AT SE PR L A (e PR, B R 5K 3h 2R Ge AE AT
AN [F) P PB4 55 B, 2 AR 408 AH I 20 855 F0AS (] 1) 7 FH
B ER Ak, SO T ERATAE R IR E S
RYE F B IR PATRCE AL D) g

5 AL

R T B UE AR SCHE T ] R AL ST ) D[R] 15 3
BR CRM #1 P 6] Bk 30 & 48 CRS 19 H 3l b 7] 5% 3l
BE 1 AT 4087 T CRS 78 B R EL Ak X 2% 11 48 42 i
3 AN LR S L O 2 B A S LR AL
e AL H 3R
5.1 EF MR N FIE R

XA Pp AT 55 ZER R[] 3 iR W] 28 B0 Y % 4%
JE—>Z Ju U R B BT 55
5.1.1 R #Ek

it )7 W 2% O R I A A Y — A ™
. % A IRC A1 HTTP b 308 £ 79 4 b XU E P M
20— g ik DNS S B i Al 55 #5532 45 WL 1
IR 2R o O 8 8 3 Ao T 40 2 ) Al 55 25 B8 44 R TP A
FE ML ofe e b A . R 0[] — A i) I 4% 1) i
55 a4l 44 A TP A AN [ B Z0 AT BE 23 AN AH TR 53 40 3
J7 R0 2 B B AR AE B A AR AR — s 2 s F2 HL AT RE 4R
IR R 0 2% f s o B A BT S UL A T
E S b A U 3 B AR v SR I 4% T A o R 55 4 R
2 E AL PME T LR LA 3 4 L[R2 By 4 7

HLIE A5 14 B i £

Pl AR AN 1A 4 B

(L) 417 3T I 28 0 AR 8 453 )7 e e i %% 47 2K 185
BRAGAR T AR PP REAS L I S BE A 1 o 1P MLk 5

(2) DNS W50 2 58 38 1o W0 21 1) 1P 3 47 %6F 1
KA M 1P SRR 0 45 428 1 i d 44

(3) DNS Wil 28 4t it — 22 DU il — B[] A 5 4%
] i ek % %ok LB BT AT TP 2 s il s TP 31 3% 5

(A g 4 ol i TP 31 3 15 12 ) 1) Be oA O 000 R 4
H A8 ORI, AR AT 55 i 7 190 46 42 1 s 3 £ 119 52 45 £
F AL TP i sik 5 2.

S I EE A PAT bR AR L AT LKA 2 A 5 o
Mz 55 i 1P Rz 45 AL 1P, 36 R 0 48 rp oUE T R
2% A6 AN ) B 8] 19 22 H R B

7 LA

s >
MEEN -
v

W= FEHLIP
DNSHH -
NN g
Y

B LA
DNSH -
BN -
Y

TR EHIPTIR
Flow 1 -
BN g
A

FECERINZIES

B4 fE 4 B I 4

5.1.2 WS

FR XA P AT 55 LRI R VR AR I 26 3 TR,
WL cod TR A B TP UARME Bl e, L g
TERBE RG] B8 o X A7 it 0 U5 1 8 R AR 1 N L
W 3 vh & 0 B8l 5 CADL i ¥ 4 5 4 /E A
FEA R B TT , U ) K 2l 5 | 30 B8y 2R 5 O
FPAT . BN DL AT B A T R A R v Y 1 )
B 58 MR 43 BT AT 55



2 4

PR T4« P 255 14 P ) B 3l A 7 223

R3 BFNEHRSFERERE

H K B

G

AT A

a Input
b Input
c Redun_Rem

d Redun_Rem

e Index_Creat

f Index_Creat

g Read_Write

h Read_Write

DNuml,MNuml
DNum2,MNum?2
MNuml, Fieldl,
MNum3

MNum?2, Fieldl,
MNumi4

MNum3, Name_Index]1 .,

Field_Index1

MNum4 ,Name_Index?2 .

Field_Index2
MNum3,MNum4,
Field3,Field4 .
MNum5
MNum5.MNum4 ,

Field5, Field6,
MNumb6

MNum6 . MNum7 ,

H AT SC I 2R e SR AL i 4B 9 £ 4 il iy TP R R B A G IT A BT IR MNwm] Hh.
¥ DNS Wi R G 4R AL 84 1P X N {5 B S AL IT 19 A7 50 MNwm2 v,

M B Fieldl WBRAEAE B MNwml I TUAIE % . B EIG 145 RE AR AT T
P A7 98 05 MNwm3 .

MRAEF Bt Field2 W BRAAAERIE MNum?2 P IITARIESE, K ER WS RE AR IR IT
A6 IR MNumd .

ST AT MNum3 $2W8 Field_Index] B4¢f#2 5] Name_Index].

XTHIRBASC R MNumd 3208 Field_Index2 AR5 2% 5] Name_Index?2.

VR IUAE i VE R MNwms 1) Field3 57 B sk 190 4 45 1 3 TP 5 BO RIA7 6 V5 05 MNwmd
1 Fieldd Bt (IP 5B M M2 3 2 5 A S 0F 300 19 MNumS v RIS 19 2 £
S TP Xk o7 #9344

BRI T MNwmb Wi FieldS 7 BE O 7 4% 45 1 3 35 4% 7 B F1H1R B T 1)
MNum4 i Field6 7Bt (384 7 BO MR e 5 B A F A0 K MNwmb H GR IR
il o 35 44 X 10 1 TP 31 26).

BH MNum6 W i) Field7 (4 7 B #5092 5% I 3R B Field8 7 Bt (1P F B
Field9 () 7 BOAR - B A S FHAF B IGH MNum? o GE SR 8] — -4 il 356 38 44 X% B (1

8 MNwm7 CH W 6] B2 TP 51 30 2 458 % DNwm3 CEU I R 50

B A DNwm3 CEUHE I W5 03545 £ 3 o 19 B8l G ol g TP 81 R 2 5o 1P 91060 5

i Read_Write
- Field7,Field8, Field9 N
reran fetan e 1P 5] 4 A 1A ).
] Output MNum?7,DNum3
1 DI L M1 -
k nput Num3,MNum8 DI ZE B TE ) MNumS .
| Index_Creat MNum8, Name_Index3,

Field_Index3

XF MNum8 ¥4 W Field_Index3 F i 17452 5] Name_Index3.

i) s il i Schedule 484 #: % 6h & P47 X
At BBt TR MR s S
7 A BRI AR IR 2 4 ) g AR Y 2% O
5.1.3 e ksl

X AT 5 A A5 1k ascoe AN
by d., £ 43502 e SC W 3% A Al DNS W 458 3R 45 it
BAEME A KT H A 3 20 BT AS RE B
A2 gahoia gk T LA 2B B0 A E A2 PR x>
PR B T A AR5 8 N=(K ghijk D,
K FR 0 B E ascoe Fl bod, {4745 B
JG B 6 A TFAF AT B A G B AT R R
N FoR TXEFIFHA G ITA FAF R 55 B
A5 I E A 55 1 FRER S, 33X Se 45 5B Al i T
HE L DL, e i i — A 3E S L A
RALM,.

B g X A S E R AL MO IE AL
M=(Q:3T"+qo s Quccept » Trcicet +0) s FLH

Q={q1. ¢ Q11 +Guceern »Trciect )

S={a,b,c,d.e,f,g.h.i,j.k,1};

I'={a,b,c.d,e.f,g,h,i.j.k,1.B};

9
0:QXI'—>QXI'X{L,R};
%7?3@11%%?&;

Qe T T ZRAS 5

Grojec 2 FE LR TS

THIRIRAEN g0 AL EHFIWT 975 5 B 5 7E T AR
FBBEA-ANFS, HRSHEEZSAMFS B
THAFTH N=K ghijkD, N7 m4 5, 5
P — NPT UL G0k T — Wk Ur A 5158 1 b 31 1
Brih TS B AR — DT IR g,

REEE S Fran. N g ¢ IR ILh a—>
e RO RE R 0(qy ) = (qr 2 e, R FRR HREE
WF g B KM S a ih LA RSN ¢
HTRS oIt ABNIRE k. HEREEB 5
FApL. S T R TE L R BOR AR AR A B R 4
R W EEEARIL T H A5 1 T 75 238 WL
RS RIRIC.
5.1.4  ATEE R4

(1) CRS, —~Bf ] Bt g AT 45 L. & 4 91l T3¢
—HoF R BBE O o 5 18 A AR 1 Bl o K B W) BBG B S Y
G5 CRS M L EHMAABMEE T ICRE L,
DNS Wil 22 G5 1) $icHis o R BA 8 T Bk T3 30 %6, 34y
Brib 10 7 240 B IP, 28 uh AT 6 77
A0 5 A RO 2 BT AR T I 4% 11 IR 45 2 R 32 45 B
BLIAAE OG5 By iE— 25 0 TE W & B HLE B 3R] ik
1772 (WA ML 43 1T



224 it

i

¥ 1 2011 4

5 P 2 b R A IR 2 1

F4 —IHERABES

B K L
S % T %EG
863-917 & 58619 50486
DNS Wil 7 4t 18298304 11198870
EEFENIEA 35536
EEENIP 109578
i W R B 4 8, 58346396

(2) He s P W 4% — A i) e BE b [A) 45 3. AE— A
s I) B P — A e TR e R 4% 22 5 P I G B Y AR Ak
THOLUNEE 5 iR, CRS MR 4 45 il oty TP x. % x. 46 &
BT AR 4 B — A ek 4% VA S — A F o IR 45 A
IP, XA~ TP #5512 T3 A Dh E 0 248 % 5 i A 4K
PEEATA.

£5 EEPNENERBER

BE P M4 B IPAIE B IPHR(

*.%.%, 46 *®ox.0%, 71 127798
*.%.%. 76 122474

(3) BB M 2% Z if o] B b [] 45 2R A3 6

A i 7E 72h J5 . CRS Prla] i 9 £ il i 1P 32 4% g
TR B o BE 2 W] I 5 05 1200 )5 . iz 55 4 19 48
ATE A A AR R 2 S e T AT O s
B KR A2 0 5 7E 2400 )5 RO BT AT 0 »
i 48 RUREAR 24 K. 3 A 17 BR A 4P R 45 L 7
R b B T 24 M o5 4% 1P L2 4% 4L
AR IFRE T 2 Wik B, — A IEH Ik 55
NG G e A I A I AR AT L I 22 I ]
By g 45 R it — AL Bk 1R 45 G A B

x6 JLAFERAOUNEFERL

i A 5 il vy 1P 32 1l iy 1 44 24 i TP B (%)
FaN %%, %78 oi. *.%.net 1364
24h )5 *.%.%.78 oi. %, %, net 1289
*.%.%.78
72h 5 x50 oi.%.%.net 6986
%, %.%.96
*.%, %62
e 7
_ * % % .59 gred.*.*.net ;
120b J& *.%.%.157 dbs.*.com 12364
*.%.%.62
O xsxe6
*,%.%.59 eyeblaster, *.*,com
240h J5 ; 149686
%, %%, 157 tjgvod. %, *,com
*.%,%.62

(D) R AL CRS BRI T X A BRI 2 R 2
52 51min, AT AT HLE T %A L EE LS MERSI
T84 BRI AL IZ T E] , A B 194 min. BRI, 40 4
TR AT A SR AL A DR A Y B
(i) 35 T (&1 72 HLAS i P A A8 A S s 1o FH AN B

Wt LA E 4 A7 T R 4 B, fTRLE L CRS R
B R5E B R RBAE 7 W 2% 1) P TR B S AT 45 TH
R i B I U AR AR S 2 445 R 45 76 A [] B[]
B AR AR D0 [R] B o A B DA ) ) 5% 1 i 5
P T AR T B I H 38 3 S50 S it P ) 3k
LS PR T Z e E A ERCR.

5.2 K#HHE DDoS W HEH KB

XS — A —JC W AT 55, R R ] — 28 8 1y JL
AT 2% 2 4 W I35 4 A B3 ) 1
5.2.1 AESHER

o3 A7 2UHE 48 e 55 Bty B A 353 A M R — o i
() %iE S 4, T A 43 A 2 S i W i 4% K il DDoS
Wi A7 R AR R HAE DDoS 470, 45 F 15
i E K 7 B OCHGX LB B, S48 DDoS Hui iy JL 5L
1E L.

FIH CRS. Ppfal 534 T —2 3 A X W 45 0 =

@l Google 18 RN » i 4 g — 44 W I 55 45 00 T R &
ST AR I 4 e 4



2 4

PR T4« P 255 14 P ) B 3l A 7

Woil R 58 F 4Ry DDoS i, iX & R 40350 % 76 = Y L
A FEAH R 455 R B A T SERE b R LR
M 2% AR H DDoS 4545 28 B AT 8. Uhla] 2 BR T
(D $HC—/NAf A B (b 24h) 48 KL 25
1 5 e AR
(2) % H % i a] B Y 9 DDoS Mgl 204045 4L 5
(3) B [E] SRk, A I R — e i i SR i 15 2.

HGe it Heaty i Kodh i

(4) =3 [8] SR I & I AN [a] 3t 1) s 0 i 6 7 —
A~ 8] 18] B P A 30 21 ] — DDoS il {5 & . 9 4e 3t

Tl By Bl e R e i R A s R

5.2.2 ARt

55012 P FEAR L R TR L AR SO PR

W, TAER AN 7 iR,

& 7 DDoS XEHIIRIERTE

B2 AT 7 i AT N

HA DNuml+*DNumn, SR LA WIE 45 DNuml -+ DNumn (9 5#E 3] CAS R4 HF
a Input MNum9 B 5C ) MNum9.
b Read Write MNum9, MNum10, M MNum9 s iss Bt 18 Field 5 Bebr i) — B 18] P B9 %2 4 35 1

cac_wmte Field1 (B[] 7B 5B E A SRR IT I MNwnlo.

Read Writ MNuml0,MNumll, FEHL MNuml10 3% Field2 F B hril iy DDoS HFH {5 B, 5 A 3|
¢ cad_Wrnte Field2 (RN ED MNumll.
: Redun Rem time MNuml11,MNum12, & MNwm1 1 AR B AEAR T BE Field3 I [ 52 B Field2 3§ 45
C edun_Rem_time Field3. Field? £ A I — i a] ] B N A R E B . B A S MNuml?2.

Redun Rem < MNum12.MNum13, T A AR LT B Field3 R 5 Bt Field2 £ 3F MNuwm12 AT I}
¢ edun_Rem_space Field3 ., Field? T61] 19 4% 3% 4 1 A T 15 8, 5 A 8] MNwm 13,
f Read_Write MNuml13,MNuml4 B MNuml3 i A745 15 A BN 455 590560 MNuml4.,

5.2.3 BMfbE X

RSN EERE . N=Gbcde D, FF
S R E AT [ 2. TS BUE A 5 AR
S, FA R T IES L F A — A RE
5 LK R M. FFRRE R ¢ RSB WE 6 FF
ANE )RR B ERE R NN (R 5 2 TN TR

= O
A Qe

b—c,R m c—~d,R m d—e,R
== (=)
Kl 6  DDoS 3Bk /3 Hr R & 18

e 4 A S 1 R AL MR A A
M=(Q:Z:T"+qo s Guceept * Grejeer +0) s FHT
(sz{ql’qZ’qS’q4’QMmm’qum};
>={a,b,c,d,e,f};
I'={a.b.,c.d.,e.{.B};

8;Q><F—6>Q><F>< {L,R};

qo e IR

Gocoep 2R 5

Griec i TEAVIRZS.

4 PATEE IR

7 UL CRS AT X A B3[R4 55 19 2 3, FRAl ]
AHT T 2010-03-03 | 2010-03-10 8 KRIEFT4E

5. 2.

225

7R T RWEHT IS 1 DDoS Mk 4R B 1
AR DL T AE R — S F R 5 BT T A9 Rk
JEWI R > T A E AR DDoS HHAFIT AR fE B
Bl 8 JE /R T R EKAT i » 4 K & 2E 9 DDoS X i &

24000
22000¢
20000}
18000F
16000}
14000F
12000}
10000f
8000
6000
4000f
2000¢

IR

0

&
B[]
7 DDoS 354 5Bk 45 SR &

1600000
1400000
1200000
3Eﬁ 1000000

o9

-
© 800000 — = -
8 —e— JRU A 2 e K ARDDoS i £
& 600000 —— R JG s KIAEDDoS §i 4}
400000
200000
0
PN NN S NI P P
NN N N & N RS Q‘b
i 1)

Bl 8 &K K B R DDoS F 478 K



226 iHom

Bl

e 2011 4

L
&

i R EALECRE, Z0d 66 0 T 2 5 —
K DDoS Bis F f4F i EHL. EHLECRE B 8,
I B R T — Yk DDoS T 1 0 R o8

ML E 45 0] BLE . CRS AT 193X A B [ 47
55 AEAG 0 i AR [ 235 [0 0 B[] 7 v B 28 4 1R 15 B
H G HE H [F]— DDoS s 544, I 43 A H oty s
AT SR A RO, T R HLE DDoS T it Aty A6
RE 1. AR DDoS Muii i) B LG B2k T/ S
.
5.3 EFM%&S5S DDoS HEX RS

XTS5 R 5. 1 WiaE R AP M4 S 5. 2
T OREL 9 DDoS Mg i 5 HLEE M — 25 B
Br o & — A o T 4.
5.3.1 fE5 MR

DDoS [ B Y5 & 156 ) 23 8] P 117 R L 52 458 17
i EHL ENTTRER 8 T3 —E ) W 4. Fit. A 2

F 50 M DDoS B U i FHLEES — 4~ B R0 E T ) 4%
Z IR G FR . B B4 0 0 BT O R 0 S A B ALY
IP E AR Bl TRZEEMA S 1P, B
Pt EAE R AR 0 ISP A E s IP B —&
(4 Je 3 o R I TR AT C 28 TP BeAR R sl (1) TP M
hER T TP A R

XA RE S5 45 T 2 BRI T

(1) 43332 H 5. 2 45 DDoS I W 3= #1151 32 A
5.1 i ZmE I EHLHIK

(2) 5y MG P51 R C 28 TP B 8

() Gt Wi FF AR TP B ik

X AT 3 WG A B R 0 LA A L Al o R 4
A E BT Eak TAE R UEAT B,
5.3.2 MBI

55,0002 5 ik AR AE AL R TR . AR SOR B
W, TAERFEA R 8 .

% 8 DDoS B F W%t [ 5 T R (E R 72

P B AR A5 BT PATHE

a Read_Write MNuml4, MNuml5 FE4E B0 DDoS 4% MNuml14, 5 A FiR 850 MNuml5.
b Read_Write MNum8, MNuml6 e P R 28 52 15 EHLE MNum8 .5 AR IC MNuml6.

MNuml15, MNuml7

A I MNuml5 rfa—A4 C 25 IP By IP. 5 A MNuml7,4 3 MNuml6 v [a]—4>
c Count_IP MNuml16, MNuml8
. CZIP B IP, 5 A MNuml8.

Field1(IP FB)
| c MNum5, MNumé6 , GGt MNwml7 F1 MNwm18 w0 1P BE#tie LU & A A 1P BEEC
C ount

MNum7, Field2(IP %) HL.ERE A MNuml9.
e Read_Write MNum7, MNum8 BB MNum19, 5 A %5 B350 MNum?20.

5.3.3 ﬁﬁiﬁﬁhfﬁ% F:{aabyc9deeaB};

KX TS5 19 3 A 3 FR A 5 fk. as b AN 25 3R
VA Gy A0 BRI A, I XA~ B[R]
SHREA LLFEN A £ 58 N=(K cde), Hf K FEiR
asb 8 ba. it N RIR X LR A 50T A 7
FFEp AR B S IE A5 FRER 3, X 5
FFER R RS S L. Bt (8] @8V Ak 1) 3 — UG
5 LE R M. REE WA 9 fros. B d g T
A BB 4 RS B bR

a—c, @C”d,R d—'c.R

Bl 9 DDoS 5 & )7 % 45 B 5] 43 Hr bk 45 &
XA S B R AL M BB AR
M= (QvaF?Qo s Qaccept » Qreject ’8) ’/H\:EP H

Q={q1+@2 95 » Q1 + Quccept + Treieet | 3
Zz{avbacvd’e}§

6:Q><F—6>Q><F><{L,R};

qo e IR

Gocer TEFEZ IR 5

qrejecl%*ﬁé@"j‘(?ﬁ?.
5.3.4  $MATE R

T U PRAT XA B AT 55 1 0 S AT 43 A
TLAT 3 g Y iy 1 O

(D) & 7 M 4% 1 DDoS Hl I3 4 | A £ 9 41
T PSS A R R L U] DDoS 2k R R A
XA I 2% 1) AT fg R K. T DDoS Mg i U H ik
HEEIMEES R EN, vTREREE TXAET ™
28T B A R I 2] 9 32 4 AL DR, XA P IR AT 55
s T IRATE BRE T W4 1 RE 1. A B IR AT E R
AT SR 0 45 HAE

*9 DDSHEREEEBPFMEESER

i % DDoSI¥ i i DDoS o fli )

1 ST TR ST ST 41 ok Y VL E 2 ]
1 122355 2196 656 29. 87 0. 05
2 93756 2818 809 28.7 0.09




2 PR T4« P 255 14 P ) B 3l A 7 227

(2) JLIK DDoS Yy F 44 1) Yot P4 5 [\ — 4>
MG AH EA. % 10 Gl T —4 134465 5245
FHLIYE T M4 5 3 4t DDoS Heifi i LAY & A 1%
UL, > DDoS ik 5 AR A 8 43 AL 5 18 W 4% %2
PEEHLBEE AL I, 31X 3 4t DDoS i ¥ Al fi #6 &
BB R 3R T AR R 4% FLAE

®10 —NMEFPNEKS 34 DDS HFEES
DDoS Jeifi U £ HLECRE IR EBUECRE i DDoS Ik b/ %

1 1156 342 29.58
2 1096 305 27.8
3 1655 822 49.7

(3) 1E[i]—Kk DDoS ¥ i v & B de i ok A A
R M 45, & 11 2 — A F 2696 & EHLAY
DDoS Wit 5 3 AN E 7 [ 2% 19 A 1 0. i T4
LA EALFEAR 5 [ — DDoS ¥l 5 A 8 4> F 4
YW B AT AT AE 2 W) — 3 7 19 2% 1) AN W] 3 4y A B T
AT dE ) U Z 18 A &

®11 —A DDSKHFREINMEFNEES

P ENHE MFE SR ST ELR XS
1 105636 445 0.042
2 96452 467 0.048
3 24556 946 0. 385

ML E 3 A WER 25 ] DL . CRS i3 17 1Y X
AT 55 R FATTH 4R 8 28 1) AR L 38 B 43
Brdet 7' 9 2 2 18] 1 O¢ R AR S 1t 1 A 50T B Bk,
CRS 0] SRy 43 B A [ B[] L A 7] 255 (] 22 4 3 04[] 11 56
RIS AS F RS R Z L R R A
I TAEFES.

6 % B

AR SCAEVT V8 43 BT AR 1) 28 22 4> A1 1y H B il
R EERE E AR T — A5 T A R R LAY B
BRI A IR S8 T U RS R G L A T Y
S RGAE E R IR WA S AT TR . 5
DA AR AR E 33 A58 78 8 TF 5 14 ) 4% 45 [ o 42 it
T MM RS A & (D RE% A S0
1B 5 KR A 1) 2% 22 4 = A S [) s ] BB ) 725 Ak 15
0. 38 3 v Ak S b VBB Bh AR L 4R T K e
(A Ab BEAL . (2) DA [R] 253 8] AN 5] B ) ) %2 42 =
PRA5 B b QIR W) — =500 O 20 17 s g0 1 LA A
SR LEBH O E SR () LA SE A
)2 G SRR 56 2R A B F IR A B & & 1
RN

B O ARAMTRBAAAIRENEZTEL!
AR CNERT/CC 4B £ TAEA R 2 AT 48
I H

[1] Snapp SR, Brentano J, Dias G V, Goan T L, Heberlein L
T, Ho C L, Levitt K N, Mukherjee B, Smaha S E, Grance
T, Teal D M, Mansur D. DIDS(distributed intrusion detec-
tion system) — Motivation, architecture, and an early proto-
type//Proceedings of the 14th National Computer Security
Conference. Washington D. C., 1991. 167-176

[2] White G B, Fisch E A, Pooch U W. Cooperating security
managers: A peer-based intrusion detection system. IEEE
Network, 1996, 10(1). 20-23

[3] Porras P A, Neumann P G. EMERALD: Event monitoring
enabling responses to anomalous live disturbances//Proceed-
ings of the 12th National Computer Information Systems Se-
curity Conference. Baltimore, Maryland, USA, 1997. 353-
365

[4] Asaka M, Taguchi A, Goto S. The implementation of IDA;
An intrusion detection agent system//Proceedings of the 11th
Annual FIRST Conference 1999. Brisbane, AU, 1999 146-
160

[5] Cuppens F. Cooperative intrusion detection//International
Symposium on Information Superiority: Tools for Crisis and
Conflict-Management. Paris, France, 2001; 262-274

[6] Cuppens F. Managing alerts in a multi-intrusion detection
environment//Proceedings of the 17th Annual Computer
Security Applications Conference. New Orleans, USA,
2001. 22

[7] Renaud Bidou. Security operation center concepts &. imple-
mentation. http: //www. iv2-technologies. com/~ rbidou/
SOC Concept And Implementation. pdf, August 1, 2005

[8] Dagon D, Zou C, Lee W, Modeling botnet propagation using
time zones//Proceedings of the 13th Annual Network and
Distributed System Security Symposium ( NDSS 2006). San
Diego, CA, 2006 235-249

[9] Turing A M. On computable numbers, with an application to
the Entscheidungsproblem. Proceedings of the L.ondon Math-
ematical Society, 1936, 42(2): 230-265

[10] Sipser M. Introduction to the Theory of Computation. 2nd
Edition. Boston MA USA: Course Technology, 1997

[11] Zhang Li-Ang. Introduction to Computability and Complexi-
ty of Computational. 2nd Edition. Beijing: Peking University
Press, 2004 (in Chinese)

GiRr g, AR SR R A S 51. 88 2 J. dent: dbnt
KA AL . 1996)

[12] Rajab M A, Zarfoss J, Monrose F, Terzis A. A multifaceted
approach to understanding the botnet phenomenon//Proceed-
ings of the 6th ACM SIGCOMM Conference on Internet
Measurement (IMC 2006). Rio de Janeiro, Brazil, 2006.
41-52



228 i " . 2 i 2011 4F
[13] Zhuge Jian-Wei, Han Xin-Hui, Zhou Yong-Lin, Ye Zhi- ence on First Workshop on Hot Topics in Understanding
Yuan, Zou Wei. Research and development of botnets. Jour- Botnets. Cambridge, MA, USA, 2007: 5-5
nal of Software, 2008, 19(3): 702-715(in Chinese) [16] National Computer Network Emergency Response Technical

GER A, S0, Tk, m, 44k 87 MY,
BA2E 4, 2008, 19(3): 702-715)
[14] Zou C, Cunningham R. Honeypot-aware advanced botnet
construction and maintenance//Proceedings of the 2006 In-
ternational Conference on Dependable Systems and Networks
(DSN’06). Philadelphia, PA, 2006: 199-208
[15] Rajab M A, Zarfoss J, Monrose F, Terzis A. My botnet is
bigger than yours (maybe, better than yours): Why size

estimates remain challenging//Proceedings of the 1st Confer-

ZANG Tian-Ning, born in 1978,
Ph. D. candidate. His research interests

include botnet and coordinative analysis.

YUN Xiao-Chun, born in 1971, Ph. D., professor,
Ph. D.

supervisor. His research interests include network

Background

With the fast development of information technology,
various network malicious behaviors are increasingly emer-
ging, such as DDoS, set up Botnet, etc. Critical IT systems
are still highly vulnerable to these computer-based attacks.
The attacks over the Internet may cause very serious damage
at any time. Therefore, the Internet security is regarded as
the most important thing, and a novel and effective solution
is required to handle the increasingly coming malicious
behaviors.

Some work proposed solutions by associate many net-
work devices, such as alert aggregation, alert correlation,
and so on. However, these work focused on the distributed
intrusion detection system. The concept of the Security Op-
erating Center (SOC) is introduced for the improvement of
network management and security management. The United
Threat Management (UTM) is also presented for protecting
the enterprise network. Most of these investigations were
based on the specific close network domain. The Internet
consists of huge amount of resources including computing,
storage and communications systems. It is serving as the un-
derlying infrastructure for various areas. The aim of our

work is to solve some critical problems about modeling and
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security, Internet model and Internet measurement.
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analyzing large-scale security events in the Internet.

In this paper, a model based on Universal Turing Ma-
chine for cooperatively analyzing the attacking events is pro-
posed. This model coordinate the detecting and monitoring
devices distributed in the back-bone network. and makes
them work together to cooperatively deal with the threatening
behaviors. The large-scale network security event can be
tracked and analyzed by using this method. Base on this
model, a collaborative running system is implemented for the
safety of the back-bone network. The analysis results of typ-
ical security incidents data show that this system is efficient
and effective to cooperatively analyze the large-scale security
events. Currently, the system is running steadily in the mo-
nitoring environment of the back-bone network.
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