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A Kind of Software Faults Diagnosing Framework
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Abstract  Software plays an important role in our society. The occurrence of software fault will
bring inconvenience to one’s work and life, even lead to severe disaster. However, the majority
of research on software faults diagnosis focuses on single diagnosing activity at present, and there
is little research on effective integration of the diagnosing activities yet. This paper analyzes the
mechanism of software failure and the cause of software faults, discusses software fault models.
A kind of integrated software fault diagnosing framework is proposed, which is composed of fault
detection, fault localization, fault removal, and software release. Then various kinds of methods
and corresponding process of fault detection, fault localization, and fault removal are studied.

The proposed framework is applied to real software fault diagnosis to validate its effectiveness.
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Software plays an important part in our everyday life.

And the demand one makes on software is becoming even
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higher.

Every phrase in software life cycle involves people’s
participation. Since the thoughts of people and communica-
tion between people are far from perfect, the mistake made
by people is inevitable. With the increasing of the complexity
degree of objects controlled by software and the strengthe-
ning of the software functions, the size of software is becom-
ing larger, and more bugs are left in the software. As a re-
sult, when the software with bugs gets running, software
fault occurs for sure. Software fault may bring about severe
disaster. For instance, one software fault led to the launch-
ing failure of Ariane 5 rocket of European Space Agency in
1996. Therefore it is of important significance to investigate
software faults diagnosis.

Some researches on software faults diagnosis have been
done at present. which includes software faults concepts.
software models, software faults description methods, soft-
ware faults detection methods, software faults localization
methods, software faults prevention methods, etc. However,

the majority of these researches focus on single pursuit in

software faults diagnosis, and there is hardly any research on
how to integrate various software diagnosis pursuits effec-
tively.

It has made rapid progress to research on the faults diag-
nosis of hardware systems. And faults diagnosis approaches
based on analytic models, signal processing, and artificial in-
telligence have been proposed. The faults diagnosis process
of hardware systems is made up of faults detection, fault iso-
lation, faults treatment, and faults prevention.

This paper draws on the faults diagnosis of hardware
systems to do research on that of software. To begin with,
this paper analyzes the mechanism of software failure and the
cause of software faults, discusses software fault models.
Then a kind of integrated software fault diagnosing frame-
work is proposed, which is composed of fault detection, fault
localization, fault removal, and software release. Further-
more various kinds of methods and corresponding process of
fault detection, fault localization, and fault removal are stud-
ied. Finally the proposed framework is applied to real soft-

ware fault diagnosis to validate its effectiveness.



