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Abstract  With the development of Cloud Computing, privacy has become the key problem of
cloud security. Encryption is a well established technology for protecting sensitive data. But it
makes effective data utilization a very challenging task. To solve the problem, we design a com-
putable encryption scheme based on vector and matrix calculations (CESVMC). Through a varie-
ty of vector and matrix operations, CESVMC realizes the encryption of data, and supports fuzzy
string search and basic arithmetic calculations (addition, subtraction, multiplication and division)
on encrypted data. Security analysis and performance evaluation show that CESVMC is IND-CCA

while realizing the goal of computations on encrypted cloud data effectively.
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PX(QT"=MXp" X (MXq")"=MXp” X (q")" XM"

=M X Cary +Fcrpsary, +crps -
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(1) VmEM, $iEB] Dec(Enc(msk)) =m.

. CESVMC H T ) 5 F 5 M iz 55 2% 9]
M 22— dXd Byl TG R B SCROHE m 5%
WX B d dEm g p. WAH Dec(Enc(m,k)) =
M "X (MXp)=p, HIL p TR E KB m J&En]
IR 1.

FrAVYm€E D, Dec(Enc(m,k))=m. JFEE.

2) Yi{my,my, »ym}, HHtp m, € D, IF H
Cal' (my sms 5+ ym,»0p) = Dec (Cal (Enc (m, s K),
Enc(m, ,K) ,++ s Enc(Gm, s K),op)).

WAL H AR R ) S T B S L R AT
U8 3 B 7 38 B W R Cal’ Gy iy s oo
op) = Dec (Cal (Enc (m,, K), Enc (m,, K), *-,
EncGn, »K)  op)). F I, A< UE B 5 05 43 A1 747 53 48
IR 1 I

MRS 4. 2. 1137 A AL AT R np ) Ml np,
SR R A (n— 1D 4 ) 1] 5 pr = ()15 vz s oes
Vi) F P = (s s s vie 1) s R BR B HL ng XF
T n— D HE Tl iy g = (ol yogsoeeso, )W JIPH
Q XP,—QXP,=rX(p;Xq—0.5X || p, || *—

P2 Xq+0.5X | po |9
=rX(p;Xqg—0.5X | py | *—p, Xq+

0.5X [ po [I7=0.5X [ g | *4+0.5x [ g *)

=—0.5XrX ([l pi [ *=2pig+lql*)—

Clpe 1" =2p.q+ [l g [l

s 1,

n—1 n—1
=—0.5XrX () (of,—uDH— D7 (of, =)
i=1 i=1

n—1

=—0.5Xrx > (v, —u)?— (v}, —v)*))
i=1

(18)
MFRBAFHFRME BEFHR. B FRETR
ol S % B 2H R T4 1 ASCIT s 48 1 o8, P9 i
R 3T 1) T4 =2 IR 4 22 R /DN, DT AR T T B b
(1 o (H2Z 22 M K/ANSCWE T 25 @ B B I AR DURE 2
it T AN 7] B AR 45 iy 25 DS JC D5 0] o o T 114y B
A ZZ(E Y 52 M LB K, R, TS BB C R R
vl = X 10" CREBE R 6 S FAFALR B FAFH 2
) ASCITE R 7R » NI SEHL T R VC L. ik 5.

5 CESVMCHIZE™
EE 1. CESVMC & B A nl & & 11 (dis-

tance-recoverable).

LA, AN CESVMC J& JE B nl WK 52 10 AR 4 gk

FAE—A BB [ A T Yoy omy € D f (EncGmy
M) EncCm, M) =d Gmy »m.) . 8B4 6 1 %
M, .M, fl x,,2, € D,CESVMC % /&

(1) a,=EncGm, ,M,)=Enc(x, .M;);

(2)a,=Enc(m, . M,)=EFEnc(x, M) ;

(3)dmy ymy) Fd(x, yx5).

MW F flarsa,) = f(EncCny s M) s EncCmy , M) =
dlm,,my), f(aisay) = f(Enc(x,M,),
Enc(axy ,My))=d(x,,25) 3

B LA dCmy ymy) =d(xy sx5).

Ph g5 540 ) nh o, I R B /B A
TR, BT L CESVMC J2 B A a] 1k 1) UEEE,

EXSOBAAR). ik P d 4w
BoM Oy dXdHEES TR f(PLM) =P R
g, MR CH VP, €P MIVYM, €M, £ 5
f(P,\M)=P,(P,EP, i,j . kEN)IH, ) FL LS H
IR FTCR B 510 F s, HARSF 51>,

EE2 MNFRPMBESHERMOME. (DY
T 07 M 3 9 S T RS S B 1% o % g
% Oracle 8915 . T, CESVMC & IND-CCA % 4>
(5 (2) 2438 I M 2L P %5 SO # RS TR R S 4L
W2 Oracle i, CESVMC &A% 421,

WL (D) 2S5 M G & A
HUIRAS A0 AL 5 48 19 %5 R R % Oracle B9IE O F
CESVMC /& IND-CCA % 4:11.

D A A LIl 3 CESVMC (4 b6, 55 i 2% 1 A
% Oracle K13 ¢ (¢ € N) Xt B /% SCxf, 7 i CES-
VMC ] d(dEe N,d=n-+k,n FRTBILEAN
ok RNHEHLITER DHO ) 5 F d X d AR R AR s
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JCER R T A R UEAR AL T AR R R 7 B 455
R RN BRI R RN dXd+1X2Xd>1X2X
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CESVMC KL% o — 2% 8 m, (b€ {0,1}),

FERE P B 3 ¢ IR 2y A (3) A dRSE e — 2t

W /%% 3 n) CESVMC #E A7 i/ figg % i 5] M — Y B

il S AN BE ZEK il % o, CESVMC ¥ Jin/ i %5 14 45

RiR |25 A, X i A — 83 ¢ 4 0 /% Rt
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(2) MiE N PR L E IR TRERSH
% Oracle J5 . CESVMC & R4 4 1.
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CESVMC &R %411, TEEE.

EIE 3. MWEUEBIE W s mEREHED
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AL (D) — N iE N e R TGl A Al
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BOAEm A d X d L ARYE 4.2, 2 AT 7 R
LS WD ARABEAN B KRR dXd+it X (d, +
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3.FFLA Y d, >3, CESVMC (146 [ )5 FE 4 2 A 7]
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() A REPITHGE O A 3 — 2B /% 3C 1)
CESVMC #:47 m/ fi# % i ] , CESVMC ¢ Jin /i %%
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1) B ) 39 A AN A oK fif %5 ¢, CESVMC ¥ Jin/ fift %
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FAHC LD A 95 B 2 T4 CESVMC f R, 3 b 07 % (0538 F
Ao Pr[b,:b]_;‘ OPES ™ 115 7 4 H WK %67 5 » % 3 9 5
509 unpadded_RSA F1 37 5 [7] 25 19 Paillier. 14
-3+ 3 |- 46 o 05 A A5 1 5 290 R )

L, d, >3 BF A B 2R 02 m] Z w1

OTEHATAARIBRET ARG 4.2.2.2 WE4.2.2.5
55 WL 32 5 T I VA R 2 SR 1) N e
EEAEHANELT A WRBMER2).

ZEA (1), (2) FC3) Al 5, 24 ik R i 4> Bk
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Ca) TN filt % PEREXS EE
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BITFE RN H =LK F4 3.0 B % FaRE— 13’
T Web (i [ £ bel #9 = 8 R85, LA KVM FI Ha-
doop ) HDFS J ik 2 S #EHAR IJEHETER 10 &
IR 55 45 440 B 1) SR L.
6.1 FHH

STES 1 R A K (len) 09 74 53 4T 1 0 fie
R R AR, b CESVMC (1 1) & 4 d =10,
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6 1 b, =4, 45 & 2 PR,

——CESVMCKI &
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cwbownon
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2218 25K s CESVMC (14 fifk 2 B[] RS 2 2 B30 %% 1)
42tk OPES /N, HBE & Len (3G, 25 15 5 35 1Y
T ARHEE 2(b) F1 2(c) » CESVMC 1 K6 2 15 7] F1 7
fits /385 7 2 W 5 b OPES k. A 5 BF 5 19 46 2% i
() 0 2 8 E AT — W LU A 4R AR T A B S [] T B OE 7Y
o 2% B[] 7 5 B84 T v R0 SRR O

5 2 YL T CESVMC 7 [ i 4t BE d HUAS [F]
B 15 B0 F XK BE Len = 200 9 44 53 0 A 255 F0 K
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AR 3Ca) Fl 3(h) ,CESVMC F4 i i 3% i (7]
Koz % I (] 0 A fith /A5 67 2B A B 8 i 3 A
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B PERE . H P, unpadded_RSA FlI Paillier 3% A 7
DT RBAR I E YL AR 1 R, L esp
PR M55 P ik _SP” 3RIR 1 IRk 55 $ ik 5 K

FHEIRE B AT B TR A U7 R R, ik

U378 7 3 i 55 42 41 25 i (R 1 ok a2 55 45 2R it

A7 TS ] H B R R

F 1 CESVMC M #EEIEMEZ i+ E %48
$6 45 /ms :D'e
I BRI BUE B e e op i e s s . KB
W fpm ums VVESPWGASP AU WOR U FGE_SP BRESP FGE U BREU (pspro
e
unpadded_RSA W%;%iﬁ 0.025 0.031 0.026 — — — 0.001 0.001 0.019 0.019 9
A~ V7 2 K
Paillier W{,IF;{;L%%E/M 0.066 0.047 0.065 0.003 0. 003 0.051 0.051 19
10 0.051 0.064 0.052 0.001 0.001 0.017 0.020 0.003 0. 003 0.053 0.045 42
20 0. 249 0. 255 0. 249 0. 001 0. 001 0.014 0.017 0. 008 0. 007 0.171 0.169 85
CESVMC ] 1 30 0.741 0.795 0.740 0.001 0.001 0.018 0.020 0.014 0.014 0.495 0.493 128
. e ¥d 50 3.277 3.171 3.166 0. 001 0. 001 0.029 0.030 0.036 0.035 2.098 2.097 214
80 12.929 12.736 12.790 0. 002 0.001 0.062 0.061 0.128 0.110 8. 680 8.680 343
100 24.745 24.690 24.664 0. 002 0.002 0.092 0.099 0. 206 0.264 17.341 17.218 429

RIEZE 1, (1) Y d<<10 i, CESVMC (1 il fif 5%
I [a] /N F Paillier, X F unpadded_RSA; CESVMC
A7 it /38 15 11 2K 4G 24 K F Paillier #1 unpadded_
RSA; I B 324 8 8 OWd®) , 17t/ (5 2
ZRBEH OCd). (2) CESVMC [y sk ¥k iz 54 iy s a] JL
F—HE 24 d=<<100 I}, CESVMC fy ik ik 12 5 i 1]
i/ T Paillier, fHJ& B T CESVMC 7£ #F 47 I s v
EEREHEE IR O LY d k35—
1B (4 B 23 1 53F Paillier; (3) CESVMC By s i2: iz
SR 0 % % I R L — AL 2 <780 B, HAH /N
F Paillier; Ny ik iz B 45 R 09 g % K422 M OWd).
(4) CESVMC ) 7 o 12 iz 53 1) 1t ) JL-F- — 4%, Hoiz
KT unpadded _RSA, it B E 28 H O(d>).
(5) CESVMC 17 B 74 32 150 45 5 1) fiff % 1) ) o JL
T2 —HE, HY KT unpadded _RSA, HATH5 52 7%
JiEH OWd?).

SRk, CESVMC B A LUF A0 (D I
R REARLS 5 (2) sk &% ZRAR & (5 T4 B DR A
FN IR 1 3 A 1 B R AH X A 5 (3) ik 32 32 55
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Background

Cloud computing provides on-demand, scalable and QoS
guaranteed storage and computation resources which are deliv-
ered as services, and users can visit those services anytime and
anywhere. Facing the powerful and appealing advantages of
cloud computing, however, a lot of people and companies are
hesitant to put their data or conduct computations in cloud.
The main reason is that people and companies are afraid of loss
of control on their data and computations. In order to protect
people’s privacy, encryption is a commonly used method. Un-
fortunately, encryption makes effective data utilization a very
challenging task, namely, it doesn’t support computations on
encrypted data. There have been some works on the subject,
but they have some disadvantages: (i) there is no any encryp-
tion scheme which can support string retrieval and arithmetic
calculations at the same time; (ii) there isn’t a practical solu-
tion to realize fuzzy string retrieval on encrypted data current-
ly; (iil) basic arithmetic calculations on encrypted numeric da-
ta, for example, addition, subtraction, multiplication and divi-
sion, have always be a challenge in cryptology; (iv) some ex-

isting schemes demands the owner to do too much preparation

work security, and wireless network.
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jobs before the data is outsourced, which would render cus-
tomer usage experiences very frustrated.

Therefore, how to enable an encryption scheme with sup-
port of secure computations over encrypted cloud data is a key
problem in cloud computing. In this paper, we propose a com-
putable encryption scheme based on vector and matrix calcula-
tions (CESVMC) which supports fuzzy retrieval on encrypted
strings and basic arithmetic calculations on encrypted numeric
data. Security analysis and performance evaluation show that
CESVMC is IND-CCA, which can protect the privacies of
owner and user well; and at the same time, it can realize fuzzy
string retrieval and numeric calculations correctly and effective-
ly, but the encryption and post-processing overheads in nu-
meric calculations are a little large.
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