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A Scheme for Protecting Confidentiality of No-volatile Main Memory Based on
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ZHAO Peng ZHU Long-Yun

(Department of Computer Science and Technology, Tsinghua University, Beijing 100084)

Abstract  Phase-Change Memory (PCM) is a computer architecture in the next-generation mem-
ory technology. As its high density, low power, nonvolatile, etc. , it has ability to replace the
existing DRAM memory. But the natural properties of non-volatile computer will bring a range of
potential data privacy risks, such as after power-down memory still retains a lot of sensitive data
in plain text, and phase-change memory storage unit has issues of limited number writing. Pro-
posed design based on encryption technology and reducing the number of phase-change memory
write can protect the data in the phase-change memory, even when the system power off, memo-
ry sensitive data can not be obtained by the attacker. While it can greatly extend the life of sys-
tem memory to enhance the confidentiality and reliability of the non-volatile memory. The results
show that increasing the processing unit, the overall system performance is only down 3.6%,
while adding the encryption operation on the phase-change memory, the life of whole memory can

be extended 2. 6 times the average, the proposed design can achieve the desired good.
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Background

Phase-change Memory is a emerging memory which has
stronger high density, low power consumption, non-volatile,
it has such advantages as replaces the existing DRAM Memo-
ry. Although have the strength of the numerous advantages,
it is still to be faced with many new challenges. An important
characteristic of PCM is volatile, stored in PCM storage unit
in the information without power supply can remain perma-
nently, like Flash disk with the same data such as non-vola-
tile characteristics. PCM is not only can replace DRAM, also
can replace the disk or currently mature Flash memory. As in
the modern computer system architecture, memory is the
possession of the core position. even if in the hard-disk or
network transmission of data encryption method such as the
protection, once the data to process, will be a memory,
when in data in memory to case from the protection of the
original will fall, for example, from cipher text into plaintext
participate in computing. This will give the attacker favor.
The attacker can directly on the memory scan data and data
analysis, looking for interesting data, such as users bank ac-
count and password, user’s personal privacy data, etc. Even

if the system after power off still can obtain data. When
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PCM become main memory, the attacker simply after power
off memory to insert PCM in the computer can do the rest of
the step-by-step data acquisition steps. This will give the
computer system caused tremendous security hidden danger.

Another challenge is because itself exists the problem of
limited number of writing. Each of the storage unit of the
current PCM can write about 10° times the number of memo-
ry storage unit, as the data update will be very frequently,
when writing to cap the number, the storage unit will failure
causing the loss of data in a certain degree, the lower the
memory of their own stability.

This paper analyzes the existing in PCM data protection
challenges faced, put forward a kind of based on encryption
technology and reduce the number of phase change memory
write method, this method not only can protect based on
phase change memory data in memory, even in the power
system under the condition of sensitive data in memory and
cannot be the attacker get, at the same time greatly extend
the service life of the memory system, strengthening the non-

volatile memory data confidentiality and reliable protection.



