4 11 it " HL =2 Eire Vol. 34 No. 11
2011 4 11 A CHINESE JOURNAL OF COMPUTERS Nov. 2011

MHNETENHNSERNEEREEAR
BiE EBE FER RRM EEA FHR

D0y % LR R AR R R R RSB PE%E 710071)
DPEEFRERFH AN SERL SR EHEMALEE I 71007D
DAL T R AR i 710072)

DO E AR R AF LB dERT 100024)

BOE AU SR T B0 ) 2 4RO B T T SR A AE I FR S B 07 i B A A RS 1 S AL SO AR e — AR R
A ALY LT B Oy 09 2 R CHE B A AT R % I8 TR RS W) H A 1 2 0 SE BB A P O (L RE AR R A
ZERBE AR AP B S R 0 ) AL T L LA 0 26 o A S T B A A 3 5 SR AT R B R R T 1 DA R 2
RPEREAT TIEW] I 5 B BT TIERE AL, T R Z T RE— D E AR LS HENE S % TR T U
TN L A AN TT I I 4% 3R 35 ) SR BT R

KR BN AV ZHIESEE T HOMNEE Bk HIiEE
hEESES TP309 DOI & : 10.3724/SP.J. 1016. 2011. 02104

A New Multi-Receiver ID-Based Anonymous Signcryption

PANG Liao-Jun”® CUI Jing-Jing” LI Hui-Xian” PEI Qing-Qi® JIANG Zheng-Tao” WANG Yu-Min”
D (School of Life Sciences and Technology . Xidian University, Xi'an 710071)
D (Key Laboratory of Computer Networks and In formation Security of Ministry of Education s Xidian University, Xi'an 710071)
9 (School o f Computer Science and Engineering » Northwestern Polytechnical University» Xi'an  710072)

Y (School of Computer Science . Communication University of China, Beijing 100024)

Abstract  Aiming at the receiver privacy exposure and de-signcryption unfairness problems that
exist in the existing multi-receiver ID-based signcryption schemes, a fair multi-receiver ID-based
anonymous signcryption scheme is proposed. The Lagrange interpolating polynomial is adopted to
achieve the anonymity, which can not only solve the problem that the existing schemes cannot
protect the privacy of receivers, but also meet the fairness of de-signcryption so that it can pre-
vent the possible cheating behavior of the sender effectively. Finally. the proof of correctness and
security is provided in details, and the performance comparison between the proposed scheme and
other correlative schemes are given in succession. Analysis results show that this scheme is a se-
cure and effective signcryption scheme and it can be used to broadcast sensitive information in un-

safe and open network environment.
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(1) Computational Diffie- Hellman (CDH) [r]
. B M(P.aP,bP) , Hitp a,bE Z; 318 abP.

(2) Decisional Bilinear Diffie- Hellman (DBDH)
B, ©<(P,aP.,bP,cP.2) , it a.b.cEZ , ZE
G JIWE Z=e(P, P)*" 45 f 3T

EX 1. CDH fiik. & L —A #2521 A
5L B, HMi it BE (0,1} fft g CDH ] 31 1
#E LK AdeDII:Pr[B(P,aP,/)P):abP:a,be
Z, 1 R FATA 22 300 5 o] 5 L A Adoy,” #B
S ] Z WY PR Z i 2 CDH k.

FEX 2. DBDH fRiK. & L —HE 3 2 51
[ B, Hbm iy pe (0,1}, Hiff th DBDH [a]
MG g L H AdvgBDH =Pr[B(P,aP,bP, P,
e(P,P)*)=1]|—Pr[B(P,aP,bP.,cP,2)=1],i%
Hoasbsc€Zz, HZeG,. MR FALAT 2 51 (i 1]
SRR AR Adoy™ HB & AT 20 L B 22k i R
DBDH fii%.

3.2 ETHMNEZEBEEEERZEEH R (MIBAS)

BT BUA 2 He W T 44 A T X L g
AR SO B FE R AL 4T 4 AN 0 S8
A E KeyGen, FASH 4 U 128 Extract, [E 4 %%
s Anony-signerypt FIff 25 85 801 De-signerypt. 48
SCOT FE AR B T AR AL 45 5 BT e IR TR X )
FOUFN 22 A BB %o 4 A S0 R A e g A7 BAR 1 it
S

KeyGen.: FA%H 4= il 0> (Private Key Genera-
tor, PKG)is IS i A il E# 9 50 LR ATF S5
params , o T8 05 A8 AT - S TFSHO AN A AL,

Extract: 580 THIBUH R, @A iy
BUr1D, . PKG WFAH so LA X RBLA TS B params .,
By AN A P AAE i, B d; = Extract (ID;, s, »
params). Fort ID AR 28X SN A TT . d; g H
FOG B 2 PR AT

Anony-signerypt: i A PKG B 2 7 2 ¥
params W] SCIH B M, Rk EHE R — S0 ES
L={ID\,ID, -, ID, }, e i 40 & & & & 0 & 1y
H8 IDs. /Il IDs€ L, LA R ARWCE B S 5 B4R S
L'={ID\,ID,, -, ID,} ., 3- 5 A A & M A4 ds,
BATZE D R MO R S A R UE
s A LT % 3¢ C. Bl C= Anony-signerypt
(params M,L",L.ds) i /& L' & C.

De-signerypt: #if A % 3¢ C, PKG A FF 25
params FEWH I FU ID/GE (1.2, .n}) KA
I HIFAGH ol GBATIZ L B S I ID) R 15 2 2 AL
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A E W . AR AN DU B L A5 DU BRA T R S
C W% b R SR %5 50 C 2 E B Y 28 %5 T 5 0
tBAH N ) B SCIE B M, BP M = De-signerypt (C,
])arams,l,,d;) A5 A |

3.3 ReEH

B A AT P R 22 e 42 T R P g Ak B I e )
Il A R FIT B T 58 28 4 Pk 6 AT J3 A FRAIE B AR S
BT LUT 22 AR A SR $2 07 38 1 & e 45
BEBL T 5 1 AN 1Y 22 4k B
3.3.1 JHEfREME

PR DR 5 IR )2 B 52 Y TR R S
T (CCA) B8 SO AT X 73 P 22 A WYL e ) J2 7 3C
BRLOTrh a2 th 9 Duan 56 AR HL 9 R 31 2 Hz 10
FH¥ B g, 7R HE O indistinguishability of cipher-
texts under selective multi-ID, chosen ciphertext
attack (IND-sMIBSC-CCA), J5 3£ Lal & A" X%
HAET 3 BE 44 28 % B, IR AR H R indistin-
guishable against chosen ciphertext attacks (IND-
sMIBAS-CCA2) . fli ik N F.

EX 3. IND-sMIBAS-CCA2 % #%. 5% A
B—1Widi#E (Attacker) . @ X O B2— 1M RT HHh
MW EBELET TR ZIEAS D HkiHE
(Challenger) B #47 VAT H.3) .

Setup: BizfTiZB % AWM EHH s LIRS
SR params, ¥ params 45 A, I T B R A £ %
so. AWE] params VLG Hith n S HARE G L =
{ID*,ID%", -, ID,"}.

Phase 1: A [n] B #4741 i 7).

ABAERIGAIE : Y B IR T8y ID(ID +#
ID "y i= 1,2, . n) f Fh 4 30 o) i), 528 17 55 0%
Extract 53] d,, =Extract(ID,s, , params) , 3 & ]
@ A

BEAREmAN: A — 1B EREELR L=
{ID\,ID,,++,ID,,} s — A HAR B 3L M, n A~ 00E
B g8 L' ={ID,,ID,,~,ID,}. B K HL ik % —
NMEBE R ID, € L, i+ 5 AW 4, IF 38 %
C= Anony-signerypt(params,M,L" ,L,d.) s 3R J5 %
CirIlZ A.

fiR 2w mm . A &N hHEEES L={ID.
ID, .+, ID, } . B WE N H O G BES L' ={1D],
ID; =+, ID), ) fl— />4 3¢ C. B B MLk £ — %2k
HID] €L GG d). IR C RA R % 3.
it % Y M= De-signerypt (C, params. L.,d’), 3 iR
Ml2g AL 75 4y L.

Challenge: A J& £ — X 4 1 196 & (M, » M)

M—AHHhES L ={ID/,ID,,--,ID,}, HH ik
AR ID; G=1,2, o) P47 R RG], 24 B
WeE (M, M) J5 - BERLIE£E fE (0.1} 35 H AR
X C* = Anony-signerypt(params, My, L' *,L".d;) .
R C Rl gy AL Herb d S L o BEPLIEFERY By
ID; Jrxt i) #AEH

Phase 2: A f§ Phase 1 HJSAE 1T 2 U ).
T 2 D B & B[] ik AN ] LUIR) ) Lo ) B A
B A ) ) IS AN AT DL [E) C s o S BT AR A #
WCE G B o5 C AN 6] B %3 SCIH S AT il 2 it ).
e At I E I 87 e (0,1, I
B'=B M A Ji 3 3x Hy i k.

W ERTR ) A #EFR 8 IND-sMIBSC-CCA2 1%
i AR E

AdU}]MJ—SMIBS(:—(‘(:/\z (A)=| Pr EB:B/] — % (1)

Guess:

U0 % AT 7 59 IND-sMIBSC-CCA2 1§ i %
ALTEREARIS ] ¢ N B RS A 3/ T e U 3RAT
Wiy % I & (2,6) - IND-sMIBSC-CCA2 % 4 ).
3.3.2 AwlfhiE

BT Rl B HA A D v A R R E A
B A A X2 T 25 44 1 41 52, Duan 48 AW i 42 11
L4 BT 9 FR O strong existential unforgeability
under selective multi-ID, chosen message attack
(SUF-sMIBSC-CMA). Lal % A\ H AT 3 B 4
W T, 3R H O existentially unforgeable against
adaptive chosen message attack ( EUF-MIBAS-
CMA)  #iiR I F.

EX 4. EUF-MIBAS-CMA g%, &% Flig—
it # (Forger) € X IT & — 5T B0 i 28210k
HEAEFITR. HE F 55— P#E (Challenger)
B AT 5.

Setup: B izfTiz 5% A EBEH s U RS
S params g params 45 F IF B AR F %W s,

Attack: F [r] B gE47— 50 A, g X3 ik
AREE.

Forgery: F 248l — N8 0% SCH & C* Al
n MEWCE W B GEE L ={ID\ ID,, -+, ID}}.
W C 2 IDS M E M XN FREESHES
L*={ID/,ID;, -, 1D, B % 4 . H 7] L # AT fa]
L v i 503 R o 5 0] C 2 30% 3CL F %
Xk, R FORREXT L Fn L il B 0y i AT
FAEHIRBUA R . H C* ANREH Anony-signerypt 5
A F RO S I B
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AR J5 R 418 KeyGen, Extract, Anony-signerypt
1 De-signerypt 4 8B PKG i3 KeyGen B 3
LRGN ISR IR X LB AR PRG R
TR 55 5 AE PKG B 51 CRL 46 & 26 3 A4 0E D 78
MEAT 28 5% AR 28 9 2 T 2 ) PKG iE 47 v, 9
it Extract BRI A C WY £ d:mmk
P H A LU Anony-signerypt 55 1% [n] — 21 2 BU3%
W Rk A B R B AS 2 B R 26 8 M2 II0CE 1
S By Uy s AL e W 8] De-signerypt 5532 7] LA
ik B O B A BB IFTE B O O BRI
ST IE o b A % 2 SC. LR AR Q.

S £ K E % (KeyGen)

PKG $447 LA T i 2 -

L& GiRl Go 4 BB g=2" (e & — KA HO 19 m
LRERITRIERE . P 2 Gy 19 A BUTT. 3 £ UL PR B 4 e B 2
e:G, XG—~>G,.

2. B AA¥wm Hash p%¥: H,:{0,1}" =G5 H,:
Go—>{0,1}" 5 Hy:{0.1}° X G, —~Z; 3 H,:{0.1}" —>2; ,
Lo 36 R WA SO0 SC R BEE

3. AL, € Z, N EHY R E P =5 PE
GiH RGN BHLE R P € G IF T B g=e(Puy - Po).

4 N RFESE params={(G,,Gy,q.e, P, P,y Pos g,
Hy\.H, . H; . Hy) %R AT E B 5.

FASAIR BXE i (Extract)

R PKG $UT. i AS 3L params, s, F1 &
By IDE (0,1} " EIEAFE LT P IR

1. H% ID A% Qi = H, (ID).

2. % EH ID WA dip =50 Qip.

% % & i% (Anony-signerypt)

AR A BE R R H AT A S B
params,{H§ & M. ¥ IDs J& B IE &% #H. L
{ID{, 1D}, ID, } L2 % F W B0 n A
IDs )% B R ANE -

LB —AHPHEL={ID,ID,, -
L.LNL' =d.

2. BEFLEFE w. € Z, i (1.2, m)\ (S}, FFiT &
R, =u,P.

.ID, }. H.IDs €

3. WL SRR us € Z, I HH =D u -U=aP 0=

g M W=H,(c)PDM.
4 E h=H;(W.R).i€{1,2,.m}\{S}. & Rs=

usQs— > (Ri+hQ)  Hd Qo IDs A4, 4 R=(R,

i=1.#S

Ry st R, .

5. & V="Cus+hs) *ds . H hs=H; (W.R,) .ds &
IDs R4,

6.4 x;=H,(ID)),y;=a(P,+Q),j=1,2,,n,1%
B o XEC ey s (o ye) e (s 3 s FE SIS BT H B
BOE (W R 2 & F, () =y, IR i QU ID] A 4.

7.8 F j=1,2,n,iI5&

fito= ] =—%

1<j#j <n

;H\:EP Aj1sQj2 s sljy EZq-

=a;1tajoxttaat T

X Xj

8. Xjﬂ:j:1927"'vn9i+% T;:Eaj'.jyj'- /?\ T:{Tl ’

j=1

TZ’...,T”}.

9. WK C=(U,V,W,T,R,L>.

fif % 22 & i% (De-signerypt)

PR A A A B R R OE AT . AR
Y C=<UuU,v,W,T,R,L) ,params,il%%%‘%ﬁj\ID;
B A a0 C HEAT AR RS R

Verify:

Lt K=D>) (R +hQ) X H h,=H,(W.R).i=
i=1

1,2’...

2. W4 eV, P)=e(K, Pou) & & 7. I3 ST,
M FHERES L P MRRAZ—, & NE .

Judge:

L AW SRV Q=K «d) J& & 7. iy, ID;A]
VLK B AT i %, 75 D) 3R

Decrypt:

LH#E =T +xT:+ -+ (x;" 'modg) T, , Hrf
x;=H,(ID)).

2. & o’ =e(P,0) e eU,d})" \M=H, (¢ YDOW,
M g i I BT AR B 9 T B B S

s N,

5 SH5IEH
5.1 EmESH
EI 1. Verify Bk IERME. % Bk Px &
168 B W Bk i B (Verify) J2& IE i 1.

Ik .
e(V.P)=e((us+hs)ds,P)=e(usQs+hsQssP,u)

—e( D) (R+hQ)+Rs+hsQs:P,u)

i=1.i#S
=e(D (R +hQ).P,y)
=1
—e(K.P,) (2)
Bl e(V,P)=e(K,P,u). JIEEE.

IR 2. Judge Bk IE B M A A 0 B
i B AL o A (Judge) 2 TE B 119
EW. WNTFH—AID L E(L.2,n) A
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\4 °Q]/':(us+hs>d5°Q]/':(MSQS+hSQS)'d]/'

=( > (R+hQ)+Rs+hsQs)d;

i=1.i#S
=> V(R +hQ)+d, =K +d] (3)
i=1
MV -Q =K -d,. HEEE.

EIE 3. Decrypt 53 IE B PE. 2% 815 09 f#
233 2 (Decrypt) J2& 1E # 19

lftaﬂ XﬂLﬂ:*/l\ ID,/9]€{192v977}’i+%:
8,‘11[]‘[\4:

O=T +a,T,++a) '"T,++x'T,
= (a1 a(Py+Q )+ +a, a(P,+Q,)+
(zjar,aPy+Q) ++++xa,,a(Py+Q,) +-+
"l a(PeQD 4l a2 (P Q)+
(2 'ar,a(Po+Q ) 442 'a,.,a(P,+Q,))
:(al_l+a1,21j+-"+a14,,1}'71)a(PoJrQ/])+
(ay,+as,x;+~a,,x" Ha(P,+Q)) +++
() Fasx; 4 +a;,a) Da(Py+Q) 4+
Capyta,x;+Fa,x! " DalP, +Q.)
=a(P,+Q)) 4
I, AT LA B o' = e (P, 0,) + e (U,
d) ' AR
o' =e(P,y,,0,)+eU,d)!
=e(Py-a(Py+Q)) se(aP.s5,Q)) !
=e(P,y.aPy)ve(P,y.aQ)) se(s,P,aQ)) !
=e(P,y, s P e e(P,y.aQ)) se(P,,,,aQ/) !

(x

=g'=o (5)
fiF Lk M=H, (¢") Pw. jE e,

5.2 REMIEMN

I TEFRATT 23 0 T S R PR I A T A A
PEZ AL TS AT Y 22 Ak B

B4 HEREE BB, R A
1E— 1 IND-sMIBSC-CCA2 % F A BE % 7£ i} 7] ¢
s PL— A n] Z0ms A 3 e A5 5 S 3 FP A 3l XK
AL i i 22 REHEAT g IR FAEH $& BB 1] 4 g, IR 25 %% 1)
7] o g IR AE W IR F G oy o qu, » qury > g, IRXT Hash
BRECHy o He o Hy s Hopg D WA7 72 — 5005 B

BEWE LRI ] ¢/ <<t + 4q,0 (e 1 5 DA 3 e’ze—"z%

fifg e DBDH [a] 8 (Hirp ¢ J& SR PR X2 5 e 138 5
B a]).

IEB. P HEIRATS BB B i F A A fERT
] ¢" Py LAHE S ¢ it ¥k DBDH [n] £31.

¥ 4. B 48] —4 DBDH [a] #5245 (P,aP,06P,
P2 JLHWNHE Z=e(P,P)" BB B

A=Ak & e L3 R TR ISR AT B — 20
.Ut R A Gy B R AT 2 9 ), i %% IR ) DL %
X Hi=1,2,3,4 Byif[a), ook H, (%98 [a) 45 8 4
TERAE H - list .

Setup: B E Po=0P f1 P,y=cP,i4 g=
e(Py,P,,) =e(bP,cP)=e(P,P)" ., ¥ params=
(G,,Gy,qse,P,P,,,Py.g-H ,H, ,Hs ,JHOEN R
BSHA A WBIRESE)G At o A Bis S H
L' =D\, ID%",--+,ID")".

Phase 1: A [a] B #E47 407K i [A].

H, -query: ] Hlﬁ/\—'/l\%{fj\ ID, . i H, -
list FAEFE(ID o 1 s Q) s MR [T Q. A W, 4T PATR
5?’;‘%:

LR ID, =ID ", j € (1.2, ,n}  BEHL B — BB
U e€Z B Q =UP—P,. ZMFENL S — DN L €
Z; M5 Qo =1LP.

2. ¥ (UDy s L QO AFA Hy-list, 3R o] Q..

Hr-query,i€{2,3,4}: JBZXLEH N ,B H
S RAI N R H) F H ~list,i € {2,3,4}, i FiAR H
bR A AE AR 0] AH D7 1Y) [ 250 25 AL 5 0], B BEAL
GBI RAE MR g5 R 45 AL 4
0] ) A5 SN 30 AH N 3 2 .

R EGAIR . X4 B B X F 54 ID, (It
4b ID, = ID") W9 FL 813 o) BF, 6 H -list o 548
(IDy 0 s Q) 3T dy =1, Py = clu P 4% d, 3R W]
@A,

V4 25 h) [n) . B YR B BE 4 28 % k) [a] (M, L,
L)Y(Hrh L=1{ID,,ID,,,ID,},L = {ID",
ID; -+ 1D, ) B, LA A7 2 1 Pl AR 350 4t A 4 F

1. BBl #: IDs € L. RN FAEE j€ (1.2, ,n)
H IDs=~1ID'. W B 7] LL7E H, -list & #6338 0 IDs iy
B ds=1sP o =clsP. BLL(M,ds,L,L')VEKEL%%HE
BT R S COIME R 45 AL

2. BHEMLIEEEIDs € L. WRf X FHRA je (1,2, 0 4
IDs=1ID';" . W4 Qs=1sP —P,. BEWLIEFF wivuo s vus s,

U, € Z; HFE a=> u o= UL Jt W= H, () DM. X F
i=1

i€ (1,2, m\{S}, A R =w, P, 13 %) h, = H; (M,
R VHARAER H;-list. i1 U=aP fl x; = H,(ID}), y,=
a(Po+Q)) s j=1,2, % n ¥y & BrAs W H G & 2L F, (20
W o el F, (=3 MR T j=1,2,n, 35
fio= 1] TN g g, R F

1<j#j'<n X

ajnsdj.2 9“"“,}.7162(1’ﬁi+% TJ :Ea,’,,‘y,. XTJ-:J: l:S,l;,@

j=1

BLEERE hs € Z, o Rs = usP —hsQ5— D) (R, +hQ ) H

i=1,i#S

V=usP 45 (W.Rs . hs ) RAF B Hy -list. 528, B i % 3C
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C.ItH HHR E 4 A.
fig 2 imm . At — 1% C=(WU,V. W,
T.R,L)F—"8WE B0 ID) . j € (1,2, ,n} . [
B A7 il % % it 1)
WE ID;e L’ . B AN%I5E ID I FAET . HfE
IR SC C TR IR % S0 C A B R A 8. B 1E
%4 C MR AZ T n/28 MR ID €L, H B B

e(VoP)=e (D) (RA4hQ) Py ) iz W B i it

i=1
H,-list f43) ID R o BT R 0, 18 o =
e(Poy+0,)e(U.,d) " \M=H,(c)DOW g[8l M %
AL TS C IR L.

Challenge: A #ii i — X 55 K 0934 8 (M, , M)
M—DGhESR L ={ID;,ID; . ID,}. &
By & L' = {ID",ID"; -, ID"} J& ¥l ¥ < it
%. BREPLESE B€ (0,1} X THE M iEfT 2%, B
J.B4 U =aP.o=Z.#4k H,-list 745 ID'",
PEL, 2, A I Oy, =1 U
MAFE] T €{1,2,n). BIEAA R —4 Hirs
X C =W,V W, T",R*, L"), 34 C* g A
7 A.

Phase 2: A 1% Phase 1 W —FE3E4T 2 WKM7,
T T R B B B ) B S B LA ) Lo B fE
B A ) B R AT LU R) C AN BT A A 2
B MR BB 4r5 C R IR Y 2 SO B A T i 2% it ).

Guess: 2, A fi i HAEm 8 € (0, 1), Wi
B’ =B, B it DBDH [ 8 f) it , K

Z =e(P,y .y DeU" .d;") !
=e(cPLUDYeU"\d; )}
=e(cP,laP)e(aP,l['cP —cdP) ™!
=e(cP.l'aP)e(aP,l;'cP) 'e(aP,—chP) '

=e¢(P,P)™ (6)

0T FIEIFIR 0T B AR X T g0 K %%
] B 424 A 0 SO MES R L A A
IND-sMIBAS-CCA2 Ji# %, W B 1y fit $ ke’ =
| Pr(B(aP.bP,cP,Z)=1]— Pr[B(aP,bP,cP,

abey — 1 nge 1 _ nqu
e(PaP) )—1]‘2 €+2 Zk 2 2"’

<t 4q0 ) CHi ¢ 2 WUZR Pk X bR B e 1152 3
]

EES. Al fhil k. LR, R
£ — > EUF-MIBAS-CMA & F F G4 & I 8] ¢
P L ANT] Z0m F A 3 e A 0 SC 4 T Y 3 K
UG AL At e 22 REHEAT g U B 42 BT[] 5 g, 25 % )
I‘ET‘I%DQHI »qH, »qH, ’QH4\{5_'\X‘T Hash g% H,,H,,H,,

—=¢€

H i) WA A8 — 4503 B G 45 15 i il
P L & =e— i e CDH i .

. N EIAS A B i F AR
] " N AR ¢ i gle CDH ] 1.

W45, B 155 —4 CDH [a) @ 52| (P,aP,bP),
HH R E H abP. B B — APk & e 4
rh TR AR R AT R — 2P R

Setup: B & E P =0P % params=<(G, .G, ,
qse,P,P,w.Py.g.H .H, ,H ,H)E N Z G S
G FWBIRESHG.F il Bis &4 IDs . Hrp
Xt Hy o H, s Hy f1H B[R] a0 g B8 3 o BT k.

Attack: F [1] B #E4707F i [A].

FASEBGAIN . 2 B RS T By ID(ID#
IDs ) W FABHI Il B g 7E H, -list W F48 (1D, 1, Q) s
TERE d=0b(P, I 6 HIR F 4 F.

s . dF—4N%F n. L' L.IDs)
(Hh IDs€ L={ID,,ID,,+,ID, },L = {ID,
ID; -+, ID; ) W25, B BLE R 2, € Z, Lic
(1,2, sm} it B R,=x,P.i€ {1,2,,m}\{S},

a=> r0=g" MRs=2:Qs— >, (R, +hQ). H
i=1 i=1,i%5

HE U=aP il W=H, (w)PM. £ H,-list T
(W.Rs) . 13 3] hs. WRATFAE 5L BEHL £ s €
Z, It ¥ (WL Rss h) PR AEAE Hs-list P B V=
(xs+hs)ds=(xs+hs)IsbP. B #£ H, -list P& 3k
IDXF R M85 R 2 A 3, = (P + Q) j =
L2, sm  HIKARE] T, 05 € (1,2, un}. &, B 15
I C IR R M 25 F.
Forgery: F 2 fli— 1M HI®E X C =U", V",
W T R L) AR XA D i i i A Tl A
e(Z P)=e (P> (Ri+hQD). & XL Qs =
P
LsP=aP, WAV =(xi+h)ds=(x5+h5) 0P =
(xs+h$)abP, XAEHARE H B CDH A #fY
it abP=V"(x5+hs) .
TR ATE & BRI AL b T 5 ) A

F L B A I 2 2R D R R T T L AR
A IR & =e — 2 H /<0, E .
5.3 HEELLBSHESH

5.3.1 PEREHE

S50AEXTFHEMNZRHICELSE T ENITH
EBLIRATH T BEREE A, R 1 BT G Ar TR BE 4>
Wiz 5. 3.2 /NFD).
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Rl AXFTEESREAROMERER

R BHAL T s B
7 BT S
Duan % AJ7i%0 5005 PR H A Bt 2 AR T S RL B
R AT
Lal % AJ7 3% T % WA $ A Bt 55 A
NEIS BT B 0% SR A Wi s oz R H VMR S b
AR AT
Sharmila % J5ET T RG9S I E T A 3 i SRR H R R 5 5
AR AT
Elkamehouchi 4 AJri% 36T 5 3 1045 85 WL PR 3 A AFEHD R AT A
Qin % AFr %) T H AT WA R £ TR A BT R % %ﬁﬁfjgﬁﬁﬁ%%m;
B S MCH B 52
Zhang % A 7507 BT 0% L HE R A R R AT % 4 b S UCH 19 515
R AT
. R R R E
W% e T e e A Sl AT 553CHRC1-6. 15 4 H 4 %
: S L 2

Xt 1R

(D W 5 iy 51 4. X2 BUAT J5 S8 4R a0 A4
TR B T cE A4k A O T 0 S
A S5 58 o B & H o8 B 5 32 T4 43 1
WCE E A

SCHRLL, 15 rp gl /b R 7 (28 53 A7 W RE A 5
E 2 FEHRO TG NP AR B O T
915 JEL B TE I X T S AT IE A A . O L s B
T BRI S SUBEAT 4 B CE AR B 72, & 8K
AR 7 AT AN A 2 1 i 2 T 5.

@) el k. B — ARl X T 8ok &
AR HE e Wi R Ul AT 2 B 44 Y.

H T 28 ORI S AT L I U A
AT DLW R 8 SO R TR VE 2 BUA SCER R I SOk
[1-6,15], % 30/ B & — e a5 B Lk 1. 15]
AR B R T 2D A RE R R R SO kBN A O
o PR 5 R X B S AT i S TR R A S R
A BARENCE 19 5 00 5 RS S o i B &
LR AR Ok TS B B R PR (ER AR AT 7
ZErp n v T A BT A6 R eR ICHS BT A AL
BB 1) B (5 B IDRATE— ik JF RUKTEE S
T={T,  Tyoeee s T, B AR NCE WA A S E
RN AT AT 5 S T A i B 44 1.

) Kk F k. B — A 0oE RRE Rk
SR T — A4 b 19— B3, T G B 7 &k & 1Y
HI G .

SCHRLL, 3-6 TR J7 S8 i 4 3 & 19 31 ik 4 1Y
FHICH ) ML — SERFER I DL & 10K 47 S ik 5 R

) B T S D N i A BB A AT R D
R4 A C R4 2. SCHRL2, 15 8907 28 L Je AR SO %
FIRAE B B 0y BORAE — AL 5y L={ID, . ID, .-+
ID,, } X 21 B 3 349 2 SO PO 5 A 19 e i Bk
FRAE T B IR A5 OGRS TH BRI

() R P, — HH S TE A 7 b il B
BRI T A7 W R A5 A 21 I8 1 3 S S

WA TG e A T B 3
H O eI 7 815 4R B1H 8% 30 A © B 2R 5
SEAE B A AT LG I B A7 i 5 SR T — EL AL i ad e
HE ST B AR A B R 2 LR T EOH 0 e Wi TR IE X
T REAT g 5 10 HC At e Wi 20 T DL 2L WO oA
PPE TSR AT R p L OO C= (UL VLW,
T.R.L) . fif % 72 b Ay B s 300 T A 1k
M AR A BT o AT AT — > D0 3R B BT A 4k
B HRICIE IEH R 0 DA T X P A AL 2 A T 5 i
EBUR P /A OB

(5) SRR W7 k. R CE) ) #E T S A 7 Al L
TE 4 AT S UE A O 2 AR B A 4 0 B S A
SR gk 2 T

AR J5 58 T R B Wb 45 AR AU OE 1 B
) 2 AHR A — > H Wi 30 2 4 0 B B P AT Lod
ae 2 iy B W D 5 DR E A Y A BCRR. A
REXV Q=K «d i W 1D AL 2
Wi 3 75 D] G 8 oF S ik 5
5.3.2 BT

o L 2 A % e R O R A R A
7 T K FLBC AT JE T B 1y 1 2 4 MO 26 7 SRR
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SRR 58 HAR BT an R -

(D FEALFTERHEL C=W.V.W,T,R.L)
R n+n+2) |G |+ |M|+m|ID|. 7£ ¢
BRL1S IR 7 2 v 4% SUM5 B B b T 308 5 b i
QRGN 3 WOE B O b A 8 S S B Y I
Hn+n+2) |G |+ M|+ Gn+n) | ID|, KT 7
SCHTHR 7 58 SCRRL2 T/ O 28 v s 2% SO B TR R
RPASCERL 2. CHk[L,3-6 ], BAR % UK
R AR E AT I A IR 3 R OE Y B
e —ThRE. B2 5HAEA T ET Y M, A
SCHE Y 7 A SR TE AR ok AR R —
E P T . RE T 58

() ARICTTZE fi o) R T 1 Dy g2 T B e
M 19 B 5 R PR O B B A ELAEAS i
HA NG f oM T 2—E R
B2 R B E 1 40 -t il KUBE AT X £ G A T,
BEATTHR LAl 20 25 5 I /Y 1130 4. SR 1S i
SR Ty WIARGETH X WA (Y 153 i A SO 7 &
0fF 1 AR BOTHE  3m—2 Whis 5. 2m +1 Wokis
B m+1 K Hash ia 5, TRg MEMEX 2 5. B T
UL AEXT iz B F0 45 H0z B0 H 5B A I R T iz
B 5 A Hash dg 580, B LA D7 R 115 &5 30
BRLL-6,15 19 A J7 58 Fe B0 o L B AT AR R A9 A0 %
HAR B RN 2 s,

R2 ANFTEEREFARNEFTLELE

VES WX B B8R miEH Fiz®  Hashizfy XK SR
Duan 2 A J5 M 1 n+4 0 6 3 (n+3D |G [+ 11D+ |M]| 10
Lal % \ J7 12 0 1 3m+n—2 2m+n+1 m-+1 (m+n+2) |Gy |+ M|+ Gn+n) | ID| 11
Yu % A gy pts] 1 1 n+1 n+5 2 n+2) |G|+ |G |+ M| +n|ID| 10
Sharmila 2§ A Jy gt 0 1 n+1 n+3 2 3Gy |+ | M| +nlID] n+9
Elkamchouchi 28 A J7 3:05] 2 2 n+1 n+4 2 n+2) |G|+ M| +n|ID|+Z,] 8
Qin 5 A7 300 1 1 2n—1 dnta 2 (n+3) |G|+ M|+ -1 | ID] 9
Zhang %5 A\ Jy p:L15] 1 2m-+n-+3 0 m+n+1 2 (m+n+2) |G|+ |M|+m|ID| 13
BES 0 1 3m—2 2m—+1 m-+1 (m+n+2) |G|+ | M| +m|ID| 12
[3] YuY. Yang B, Huang X, Zhang M. Efficient identity-based

6 ZRiF

2 K 2 NG B N N & 44 TR B E AT,
JE T T 4R IR S5 o DL RO AT O o v Y 7R L LA
B4 HANUE W 5 s 2 BAUH T 46 B A
EEXTBUAG 22 B3 25 O 8 T I 44 25 8 O 48 v 1Y) 1
R I | NN Y [ B e
BT B0 10 Z B UK VE 44 5 8 O 58 B O 8 R
W B 4 P DA R N . SO R A T B L
WE R AR ST £ 1 IND-sMIBSC-CCA2 I
EUF-MIBSC-CMA 2 £ iE B , L R MR LR 5 5%
RO AR RIAR T R E — D Z AU Z I
HEE TS AT LA T R 4 4 R T 4 S BE R
O NSYE N

%
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Background

Secure broadcasting service become more and more at-
tractive, and it has become a hot research topic in the field of
information security. The multi-receiver signcryption tech-
nology is considered as one of the most efficient methods to
implement secure broadcasting, and it has become a new
branch of information security. In the recent years, some
multi-receiver ID-based signcryption schemes have been pub-
lished. but none of them has taken the privacy of the receiv-
ers into account. Although some anonymous schemes have
already been proposed, they aim only at the anonymity of the
sender. Actually, it can be found that there are the receiver
privacy exposure and decryption unfairness problems in all
the existing multi-receiver ID-based signcryption schemes.

This paper focuses on how to design a secure and fair
multi-receiver ID-based signcryption scheme to support the
development and application of the secure broadcasting. It
proposes a new multi-receiver ID-based anonymous signcryp-
tion scheme, which can not only solve the problem that the

existing schemes cannot protect the privacy of receivers, but
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also meet the fairness of decryption to prevent the possible
cheating behavior of the sender effectively. The theoretical
analyses about the security and the computation performance
show that this scheme is more secure and effective than the
existing ones. And thus, it can be used to broadcast sensitive
information in unsafe and open network environment.
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