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CoPrivacy: A Collaborative Location Privacy-Preserving Method without
Cloaking Region
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Abstract  Serious location privacy problems arise with extensive application of location-based
services. Nowadays, location k-anonymity is the one of the most popular location privacy-preser-
ving methods, it requires a trusted third party as an anonymity server which is proved to be the
performance bottleneck and aim point of attacks. In addition, it complicates the query processing
by requiring an anonymity region instead of a point. This paper proposes a collaborative location
privacy-preserving method without anonymity server and cloaking region. Anonymity groups are
formed through user’s collaboration, members in the group regard density center as their loca-
tions when requiring for LBS, and acquire #NN results incrementally from the service provider.
At last, group members get the precise results through computing distances between their loca-
tions and the #NN results. The proposed method achieves k-anonymity without cloaking region,
the efficiency of anonymity is improved, and query processing is simplified. Extensive experimen-

tal results show advantages of the proposed method.
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Recent years, Location based services (LBS) develop
fast based on the pervasive of location-aware devices, such
as, GPS-enabled cell phones and PDAs, location sensors and
RFID cards. Although development of LBS brings conven-
ience to people’s everyday life, it causes serious location pri-
vacy leakage, which may expose users’ whereabouts or other
privacy information. In order to protect LLBS users’ location
privacy, researchers have proposed several techniques, such
as dummy locations, location k-anonymity and spatio-tempo-
ral encryption. Among these techniques, location k-anonymi-
ty is the most popular one. Several techniques are proposed

to achieve location k-anonymity. Most of the existing meth-
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ods are based on the central server architecture, it requires a
trusted third party as an anonymity server which is proved to
be the performance bottleneck and aim point of attacks. In
addition, it complicates the query processing by requiring an
anonymity region instead of a point. In this paper, we pro-
pose a collaborative location privacy-preserving method with-
out anonymity server and cloaking region. Anonymity groups
are formed through user’s collaboration, members in the
group regard density center as their locations when requiring
for LBS, and acquire ANN results incrementally from the
service provider. At last, group members get the precise re-
sults through computing distances between their locations
and the £NN results.

Location privacy-preserving is a rather young research
area that has received lots of concerns recent years. We have
studied location privacy-preserving since 2006, during our
study, several key problems have been solved, such as loca-
tion privacy-preserving against location dependence attack;
location privacy-preserving for continuous query; location
privacy-preserving for semi-honest users. Related research
findings are published in DASFAA, CIKM, SIGSPATIAL
GIS and TKDE.



