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Abstract TPM/TCM-Based platform identity management is the base to construct TNC (trus-
ted network connect). However there are two problems when managing platform identity of the
network terminals using privacy-CA and DAA (direct anonymous attestation) approaches. The
first one is that it is hard to manage EK certificate of TPM/TCM, especially in large scale net-
works. Secondly traditional administrator-based terminal management can not be combined with
the approaches based on TPM/TCM. The paper proposes an improved approach to manage termi-
nal platform identity based on TPM/TCM. It defines the protocols to issue EK, establish plat-
form anonymous identity, revoke platform identity, and authenticate platform identity. Moreover

the security of this approach is proven under RO (random oracle) model.
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Background
In this paper how to manage the terminal’s anonymous
TPM or

TCM) is studied, as the base to construct a trusted network.

platform identity based on a trusted chip (i. e.

The basic idea of existing solutions is that the trusted vendor
binds each terminal with a trusted chip. And an unique key
pair which is called endorsement key (EK) is embed in the
chip. When a platform identity is needed, the terminal gener-
ates a key pair called an Attestation Identity Key (AIK),
sends the public part of AIK to the identity authority (i. e.
Privacy CA), and authenticates this public key w. r. t. the
EK. The identity authority will check whether it finds the
EK in its list and, if so, issues a certificate on the TPM’s
AIK. Then the certificate is the identity of the terminal.
This solution has the obvious drawback that if the identity
authority and the verifier collude, the verifier will be able to
uniquely identify a terminal in a transaction. Thus the priva-
cy of the terminal may be violated. To solve the above prob-
lem, Brickell, Camenisch, and Chen introduced a crypto-
graphic scheme called Direct Anonymous Attestation(DAA).
It utilized zero-knowledge proof, so the terminal can attest its
identity without presenting the platform certificate.

However there are still two problems when managing
platform identity of the terminal using these approaches men-
tioned above. The first one is that it is hard to manage EK
certificate of TPM/TCM, especially in large scale networks.

Secondly traditional user-based terminal management can not

be combined with the approaches based on TPM/TCM.

Aiming at these problems, in this paper an improved ap-
proach is proposed to manage terminal platform identity
based on TPM/TCM. It made use of zero-knowledge proof
and ID-based cryptography and defined the protocols to issue
EK., establish platform anonymous identity, revoke platform
identity, and authenticate platform identity. Moreover the
security of this approach is proved under RO (random oracle)
model.
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National High Technology Research and Development Pro-
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the National Science &. Technology Pillar Program of China
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Currently the team has proposed multiple platform
anonymous identity protocol and developed a trusted network
prototype. Some of them were published in papers and tech-
nical reports. The work of this paper is one of the latest pro-
gresses and it resolves the terminal identity management
problems incurred when developing the trusted work proto-

type.



