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Abstract  Mitigating Distributed Denial-of-Service (DDoS) attacks becomes more challenging
with increasing available resources and techniques for attackers. Current network-layer security
devices fail to counter application-layer DDoS ( App-DDoS) attacks for the normal traffic feature
on the network layer. In this paper, to handle App-DDoS attacks, a novel defense model is pro-
posed. App-DDoS attack is divided into 5 types based on the attack URL generating way. Based
on the differences between normal sessions and attack sessions, the paper proposes the session
behavior suspicion parameters and the session suspicion model, which can be used to differentiate
normal sessions from App-DDoS sessions accurately. The model is combined with 3 forwarding
policies, including First-Come First-Serve (FCFS), Low Suspicion First (LSF) and Round Robin
respectively to defend against 5 types of App-DDoS attacks. Simulation result with real Web trace
shows that these forwarding policies perform well when the forwarding rate equals to the maxi-
mum normal request arrival rate, and FCFS and Round Robin perform better than LLSF on the

normal request response delay.

Keywords DDoS; filter; suspicion; application-layer; forwarding policy

Wk H 191 :2010-04-19 5 e ZAE BURS IS E) H 91 : 2010-08-09. A< PB4 3 [E 8 [ SR B 2% 36 42 (60703021 E K NN =" m H AR W58 K e i1 %1
T H 42 (2007AA010501,2007AA01Z474,2007AA01Z46TO BE B, B F. 55,1979 4R WL BFSE A . EEWESEJ5 1)y DDoS Bk 4
DDoS ¥+ i €. E-mail: jjjunxiao@hotmail. com. ZEE&, 5 . 1971 4 4 2082 8 428 500, 3 S 5T S0 88 O I 2 42 4 L T K ) A A
R 4 00 . Sk 8. B, 1978 ARk Tl R #EE L 32 B OT SR I 45 27 4 R 4% 2 AT



1714 it =N Bl 2 il 2010 4F
B F B URL GE R AR B 2, A8 SOBE L
1 51 T FJE DDoS I il 4+ 5 2%, 4 4% Single-URL

A3 A6 oFE 44 R 55 (Distributed Denial-of-Service s
DDoS) ¥ it & B Bk P % 42 (1) = 2 i 2 — , 7T 7E
28 )2 BV )2 S 2 i R 2% 2 DDoS Bt 1 6
DAL e 5T BUAR T AH 25 A A 5 R 2 T I 4%
JE W SR 7 Kk R S N 2% 2 4 1 A RE S A ARG
FNHE A8 M 45 )2 DDoS ¥ ifi » i SYN Flood, ICMP
Flood X iliZ%. i F )2 DDoS X ifi 14 5648 28 IF #
S OR IR R T S ) H AR IR 55 e R 2SR
S5 R IHFE IR 55 v 1SR v IR, TAEM 2 247 R
BLIE R )2 DDoS X it G 98 A 20k 3 1 )2 9
) K6 0 A0 3k 8. 7E SYN Flood Bk It 25 RS 4 119 1
A ROR I Bk # AT Sk F ] )2 DDoS Yty ik 21 4
HEE.

N 12 DDoS ¥ 7] 5k F B 55 URL i 5K 5l £h
# URL K. B 5 & 6 R iE K i HTTP flood
ik 7y b Yodi B T4 S 40 R 5K L 52 BRI 55 2
BRI A ROH AR . (1) $& 38 5K 1 38 3K 1 #E IR 55 2
G v DX A R S R 3 SR TG 1k kN ol X e 2
Fe. N T IRV B ROR  Bod E R b i —
AW URL 35K 258 2 IRk 55 4. (2) T # R,
XA Bk 7 AT DA SO B A B e (3) i
SRS R B ST A R B 1 R DT S U2 i RE 6%
AROHFEW R B TF A AR N AT A B H TR (4) 42
LRI BE IR ARG A b AR G
fil B V1A B B2 2% B PR R A L A J 1 1) d
KAE A, 00 28 Yo 5B A %0 8 CPU 38504 A Ik
R IS RE 1. SR A LR JLAN S R 3 oK, o R
Y T A R Mo nT SO R S5 A A s
R SRy 7 3K BB b 1 B R8O » Boai # ml 4 Moy
T SR By A3k A

A SCE X 2 DDoS #4171 4325 R 5 4
Hr DDoS Yris 5 1 # 17 [al 47y W9 AS [] 6, 32 1 17 ]
S B SR G AR SOt — B R R g5 R P S Y
N )2 DDoS Bty session P57 i, Jofg 1 f#iE K
FLARPIZS AT DL s W R #E , AR IRILE K URL
gV E Be RN ST = S A T =2V o DIV 2 i = M o6
session [A7 A AT BE FE REAT 30 X 43 B ili session Al F
ViR session, oAy Wik o U8 BRI A SR AR M BT
session £7 2y Al B FE 3155 I (8] &2 = 2 O (1), \f DA
SEPLRT N )2 DDoS Y ity i 52 B ik . A ey TAE
HARIT

Flood, Multi-URL Flood, Random-URL Flood.
Session Flood il Forged-URL Flood ¥ 5. i )2
DDoS ¥+ 5 1E % U5 [ 47 M A £ » 7€ thinking time,
main page 15K F . N & £ %8 H . URL KB,
main page 1§ 3K £ H FE 5K Fr 9 16 R 5055 J5 T A7 7
Z A X, 52T AR JUAS DRI AR SCHE S D 1Rl A7
N m e IR T e R M R session S
TR, X B SE W 3k H & 19 43 7 3R W, session R
R B B B U B T T Z DDoS
Wi session EAKE W FHE ., A AE® 54574
session 7R IX 73, BT session 5 & #E 47 1 5K H%
% 31 B First-Come First-serve (FCFS) . Low Sus-
picion First (LSF) il Round Robin 3 fh4 & S T
A VT SRR 1] B A2 Bl (] 7 AR fh DG 3R S R SR W)L A
R T ARy G VA SR B AR T SR AT B Y e K
PHE . 3f H Round Robin Fil FCFS [ LSF 71, B
A AR B 75 37 SR AR [ 4E.

ASCE 2 A A O AR 5 3 W X E
DDoS #4732 45 4 75 R My session FIE Ui
7] session AYANIA] 3 H D5 1] 47 g 5 5 J& ML session
S BE R Y JF AR A A A e EAT I UE 5 55 5 W O
Wi e 38 g 8] B SRS 5 25 6 1 0 — L ] 3T ik
FIVTie s 26 7 95 B4 250

2 HXIE

N2 DDoS ¥ i 5 2oy a) Ui it W B2 5,
5 Flash Crowd"™ #% Jy AL, K it 7 /2 DDoS I i
{8 A6 T 0F 9 B 2 AT X X T . Jung™™ 48 AIA
A Flash Crowd & A, & ) Hiu ik cluster F 42 H
.M DDoS Y iy i, 23 8K &8 A bk cluster;
7 Flash Crowd i, 5 IF 3 P I He » 654 34
A3 R 20728 /I, 1 DDoS i W 2% K ; Flash Crowd )
Vi 1) 31k 43 A AN 57 L 1 DDoS ki i), 1 ) b ik 43
At ORI 5] 5 A SR 5K J7 TS Flash Crowd & Az i
B SR SCPE R Zipflike 525, 5 DDoS % A i 11 4
AR ES. XieH 2 A KT document populairty
F X 4y E DDoS 3 i #il Flash Crowd, Flash
Crowd Xt I [ aggregate access behavior 4# JG B i
A5 Ak, 1 DDoS %f i 1Y) aggregate access behavior ff)
WEAE R T . Lit 2 A ) variation metric F
Bheattacharyya metric, 5% 1 B %0 i 9 97 1 o X



A KT 2 e AR Y B g TR o A A 4 R 55 Tk o g 1715

4y DDoS ¥ i #1 Flash Crowd.

B v N D Y R B AR S i A 1 VY i R
Tt it 22 ) 5 B0 Y 0 0 A B S Y ut) A AR X —
R, SE X DDoS IX 7 3 Al Flash Crowd i Y X
O3 FEFIER M B A Ak I 3K 0 SR £ 6 AT
Xt G AR BRRE 14 3 AN 1E V5 FRAE , Oikonomou ™
SE K HET IE R AT N BORL, K X 4 By bot FHIE
CRZIGE R

N T X431 Vi a4 A8 robot, Park™ 45 A
K L R K5 AT R TR DU AR T 4% B P i » 43 A A2
A BUbR RS 3 S5 18 H P AT s ) 0 i P B U5
(7] 375 K A5 A 1E B D0 B A AT A R B T O R
FH P ik 5 robot. Ranjan™ 28 A #2 session 5
B, AL TG session FE A7 AR IF 2R RN R HFE L 10
M 2 DDoS X i 43 & Request Flooding I 5.
Asymmetric Workload I 7 #1 Repeated one-shot
Wi BT ax 3 Fpldrily . $2 M T —Fh session A BE
TR K Y session 7T S8 L, JEAT IR 5 . Mt
B P AT N BT ] system log 2 35 B 5K X
CPU 4 58 L S e £ A9 1 #E » {5 system log If A 5
A IF HAEMR ST a8 64T BOBS L ok B I 4R A 5 i
SR TR IR FE. B R MER BB AE A RIX S Yot &
IEH Ui & . a2 BES 1E A 3t 52 i, T
Bt F A H 45 58 O 4 58 7 AT LAME ) b X 53
PR H R B R 7 A 25 T 4 U [0) 38 % R 45 4 19
IEH Vi la). Walfish™ 28 A$& H 17 — Bl speak-up J7
PR AR B FH 2 DDoS, 55 DL AT yal 48 5 1 55 Bty &
{14 3k 8 J5 1 A B s speak-up J7 51k BN A & i 4 5
KAk R AT T IR BT B o ROR
R BOUR fie KRE ) Bk J ) o A By T i Il 25 5%
I R R 3R AR T LS & ik ORI S Ak P
A R TR B 4 0 T . Kruegel ' 28 A 4545 £ Fb
SRR A, SE X Web IR 55 #% X AR, X
Mz 55 4% H & A A 35 request inquiry ) 53 % 18
B WO E AN X query FEATHESE, X CC Bl A —
FE RN RO, A BT X 2 DDoS Y if i 17 £
D 3 HL A H 3 A A TG 55 B0 T 1 S5 B A )
Yul* 25 A 45 4 K-means Clutering 5 % | J7 2
1 Offense J7 % - U B b i » 58 38 B FH J2 DDoS 1§
i AB TG Bk A CHE 18 Y 1 T 2 DDoS It .
Xiel" AE NI T —Fp B F H P W S AT O B Se it 5
R AR Al Web BT Y £ 42 45 1 FTAS X cache X
PP SR Y R B, SR F T B D 2R AT R R A il i iR
55t i WL 8¢ 1 P U IR0 AT s 2R — AN U

[F) 7 D fi B 1 I H R P B9 AT O R AE L A O g
J o B . e 7 i R AE T NGRS R L
BB

3 KA DDoS W72

Gavrilis"'™ % A ¥ Web DDoS I 54/ 3 2,
TE M EE A 1 A SO i 2 DDoS Yok 19 43 28 47
TS Ml Tt LR A SR B LS, N R
DDoS ¥y ul 732 #1.5¢ URL 35K B iy # {3 URL
R ¥ iy (Forged-URL Flood). ¥ 52 URL I§ # i
SRATHE— 25 43 hy E 52 B — URL 35K (Single-
URL Flood ) Bty \HE & i il 24> URL 352K (Multi-
URL Flood ) ¥y 7 b 55 4% pEHL 16 % URL i
3R (Random-URL Flood) Bt ii LA K 8 T B8 - b i 5%
Wi & R E A G session (iR , 7 R session
PPN KA 8] B B ) I SR Y R A8 i SR
(Session Flood) #E17X <. [RIES . Sy T 1k 3] 5 47 1 W
T+ %R , 7 Forged-URL Flood, Single- URL Flood.
Multi-URL Flood, Random-URL Flood 3 i B} »
dr F AR S G I oK S 6 .

thig URL Il O7 02 — 28 % Wi B =
DDoS Hifi J5 2. SR H il i A A 1 28 oty iy i
BAESE PR A A DB R T X R BT T 2L
RKUH AAEFARS (D EHk®RES FE.
B URL A 5 20, AT X AT ] Web 9 3l J ke g
s (2) Phig i URL TEAEEAC, v LUA R0 A8 IR 55
A X, FECE R R L T

Single- URL Flood #iI Multi-URL Flood X 7
sed H 0L H 5 1 940 i 2 J5 XL Bl T e 2 g
A8 AN BB DU 3 5K B0E S A SR — A EULA
RFATX G Q& R 508 2R 55 5 38 38 B IR 55 4 9% R
M H Y. TR R B W S TR A
FR B IF IR L H Mod_evasive® s H 25 £ I 1t
KBk #e

T AR B A 2 B0k # TR A Random-
URL Flood Hrfi J5 50, A b —4> 15 [l 1 52 1 H BE AL
PEFE— DB N — 1K B T O SR B
BILE B, 30 7 A A A M B Tk AT SR A Y
A AU S A I i

NTHEIFH B B & . Xt & 7T % A Session

@  http: //www. zdziarski. com/blog/wp-content/uploads/2010/
02/mod_evasive_1. 10. 1. tar. gz



1716 it "

Bl

e 2010 4E

L
&

Flood % 5 5 ., F| Hl — > B 5 session (seed ses-
sion) s K8 I session By 3K URL 3 3R i 7 F1 54>
T 3R 4 [ B B[R] 47 R B A8 3 SRk AT Mok il Tk
dr R T H 5L session 3K . 5 E SV 4T AN
Fz 3k o 35 oK ] B B[R] 4 6 TS 0 R U i e ity
ARG K. Session Flood ¥y &4 K WAR & , {H 3£
PRI T M BN K Bk A T A AR — A IR U
[a] session RIW], Mo FEE 2 0] LIAIH B X B sk
558 1 IE #3710 session 26 ST HL I 5.

4 Session E EEE

4.1 EFEHEITA vs. LEITA

55 SCHRET4 T2 AR s AR 3T 2 — PR 25 2 o 1l 4
WIE 95 0147 K . &% REQUEST, VIEW #l SES-
SION OVER 3 R E 1 fros. 2% 5 b I 4G
I A 55 % 3% 3 R B, i A REQUEST R 45, H 5
FIEAT 10 3R 1m0 3 5K 34 4 % P i 2. 76 F P JT 16 0 0E
5K T I BE A VIEW AR VIEW R 4509 #7258
Bk ] B Sy P ) 352 OO T A B ). BRS¢ thinking
time”. Ffl J1 45 &35, A SESSION OVER R .

K1 i ad Bk A A

IE VIR AT o 5 B AT A R JLA A A

(1) REQUEST #f #2 o, J1 /7 3 5K (9 3 00 i iR
8] J5 0 B e AR A0 32 0 T A9 PN 4 6 48 (embedded ob-
jecOFEFE AN 45 R B0 AR A5 ) il 55 A% R 5E
T A 6 G 3 SR L TE IR 55 A i LS S DA o6 R 4R
it & . —> main page il # X W 2 AT A
TR 55 a2 A3 BT . AT LA 78 — 8 B 8] N B
A~ main page X I (9 Ptk 6T 5 802 — 8 1 s UIE 3K
PR F F » N 6 G238 5K 23 76 main page 155K Z
J W B A B MR 55 4 i s AR B B5F 5] o AR R R 18 5K
SXTE 3 VUM K J5 B I ] oA 2 5 3 iz 55 44 it »
W AR 1s.2s N. Single-URL Flood I fE 13 H
P25 main page., BT N fix XF 2 5CH R 0, 80F TG
main page, HA A0 4. H o 5 H # a1
IEH RO 52 %0 Multi-URL Flood B #1415 H 42

REQUEST I
embedded : VIEW
object 1 |,
embedded |!
object 2 :

| thinking ]

embedded |l time
objectn |l

main
page

i} i

2 main page BUUA R4 8 main page 15 A%
X REAAT.

(2) —A> T Y thinking time B 5 5T A9 N
BA K AN ) 5T X W A [A] ) thinking time )
fii. Thinking time 8 ¥ 73 A 76 0R> 2= + #0 Z [1].
Bk & 1 3B BB 0 Yo ROR S AR R3S 035 K &
A ANTE 1 B R R 2B A, AV thinking
time {H /)N,

(3) JI /1l 25 4% FROG BB $F main page, $E I
i) main page TE1EJ& T [F] — 35 & . M0 A 2 B Bl 3%
—ANTE AT VIR — AR TR A BT fS
PR S — A~ [F) J& T2 A f D0 Te A 3R v S
AN B U R BN IR H I P AR S RE 2R
B 3 — 4> 8 JL 4> 5. Single- URL Flood , Multi-
URL Flood #1 Random-URL Flood I i # 52 19
main page 5 FLI [ 32 A AN AT

() X6 — A~ 9 3 T 286 I TR O A 2 i BOK &
URL (3% I 596 2% . - URL K B2 43 A B 02
(. S T A SO FE IR 55 4% 22w DXL MOl B OR R 4K
K DhiE URL, AHN M, Bk #3258 19 URL K
i 7 T 1E % 3 A

(5) IEH M P 3 KRB0 H 7E — E B Z N,
TEARAT TR RA(5 RJ5  H JlH 2 45 R U5 ). T
Bk & 0 1 IR BT 0 Yo ROR TR AR Kk ik KT
KB A 55 4 M A K £ b IE % session Y
R AL

(6) 1EH F A 23 i 52 Vi o] — A S080A DT
i Session Flood ¥ i . Single- URL Flood #1 Multi-
URL Flood Yifi ;e S FR 4255 — R 13K
4.2 Session R E EEE

BT FERIEE VI RAT N S BGEAT N 2E S AR
TSGR session S & VAN E M 2k 05 0k AR ) R
H session S35 JE A (session suspicion model).
4.2.1 Session BH &

(D) W 7% F (main page transition sus-
picion). IEF P 5 2K B AH 4B W6 A~ DU I 8 5 & T [
— 3% . 1M Single-URL Flood, Multi-URL Flood
Fl Random-URL Flood Bifi A4F £ 3% — BLAE. X —
/™~ main page URL,, F —> main page j URL ; FJIKX
Bk X B OB die AR Sl ML e LT e 7 5
MR Ey R W] R A XN URL 3% %% 3 URL ; 1) 5
W

<<

Fomeit (10j)=1—22.



A KT 2 e AR Y B g TR o A A 4 R 55 Tk o g 1717

(2) WX 35 R B 55 % & (embedded objects
number suspicion). i T AR5 #8 A 250 Z W . 7] LU
AN —> main page £ 2 (1 N % 0 G807 — 7€ I 7]
(IR 61 SRR E 1. 4% cache 3l 23 %) #2517 Rk
HEATAF MR ik HARTE cache A A7, WIIE KA
23 B 3K IR 55 s i » T — 1 main page X B P ik X
RRAE—EILHE N 4. BT Single- URL Flood I
i . Multi-URL Flood I i 8% Random-URL Flood
Tt X IO B PR T 5K DR 0 B30 B A 1 Y L TR
3 A B R B AT DA X A3 S R R U )L X — A
main page URL ;. X I n 4> k0 GBI B X,
AN [) AR R R B B RAEL A M, € SCURL X n
ARG G 10 S B R

[ Xn
Sy () =1—

M-

(3) Thinking time % & ( Thinking time sus-
picion). Jy T ARAF B Y MOl ROR Mol F AR
T R R 1 A, AH N ML, B0t 3 SR 19 thinking time
A4 IE % 155K i) thinking time 43 ff. — > main
page URL,;, thinking time % F n #MHRECH X, . R
[ B2 /Y thinking time W& KE K M, E X
URL, X%} i/ thinking time & n P 55 & H

fum=1-2r.

(4) URL K J& % B (URL length suspicion).
Xof A I 3l T R ] YOS 2 B R URL Y
B 2k, H URL B 73790 e 2 £8 % 1. Forged-
URL Flood Hrifi >k F#K URL I #6 2% ot X, Bk T
URL KB AT DU It 28 e b KREE R @ 1Y)
URL W Hh X AR EE URL WA & KA H
Mg LKy @ 9 URL KB S B oy

X

furllc‘n(i)::l_Mi~

(5) Main page g >R 8 5 % & (main page num-
ber suspicion). i & i 23 & 3% ) 0] BE 22 1934 5K
eI A H A, B IR 55 & 3 R fe S U0k
oK% H B IE He. Main page ¥t 0l I F X 4 3 i
session Al 11/ 0] session. SR RN 1 6 50 E X
main page 5 K& H B € X7 MER I 575 BN

i N
fnxrcq(i)ZXz/Zva ZgN (1)
t=1 t=1

Hoop, N il b 41 session (938 3K B Rl X, %
™R RECH ¢ 1Y session %%

(6) T KRG IR B R [ (request repeat times
suspicion). 1E# M A 2 Je B3 5K — A S8 A it

m Ak Z F » Single- URL Flood X 5 . Multi-URL
Flood X i #il Session-URL Flood X i 2 & & ¥ 4
SEAE R PRI 37 SR A B UCECAT A Sy — > F8 bn PR 1
i session.

B e S SRAIG PR EL. W — > session BY1H
RIFH s th— DR FIFIVIER " A, K5 A s
AT SR B s A | s™ s 35 SR AR 2R ok Bk || /57
BN, — A4~ % session HiER)FH N a,b,c.d,a,
b.c,d.a,b,c.d, AHNHL T 5 a.b.e.d, [s[ =12,
5" =3 3 RAGHKEL c=3.

K 1200 43 A1 R BT 5 35 SR A BR OB W
E e A TESRAE I BT B N

c T
frc})cat((>ZX//2X/’ c<T (2)
t=0 t=0

Hor, T Rl 25 b & ¥ session 93 3R B K A6 Rk
B X ONPEINRBCN ¢ 1) session £
4.2.2 Session 5HE g

AT Yo 4yt main page 5 H IR T kL R
Ja eI I 44 session A S BT k.

(1) Main page &% &

TEMCENHT ) main page URL ;I o 3155 H i — 4
main page URL , iY 55 .

M URL, 2| URL ; B ¥ 535 LN [ vanse (i) 5
thinking time intv )y URL; M1 URL, & Jg — 1~ W
{006 G298 K A B3k B[R] ] B s URL A BE S £ A
i URL AQJE S W N f e (1 s URL B ARG 52
TR ECh s AH R N R N G R B e W R
Seon () BT 3R 4 A5 B2 IS URL 1 53 2

Froage (D =aX futien (D +BX f Gintv) +
YR feos (0 F0X frranac (i9)
atpt+y+o=1.

T ZHOT T — A A A 250 1 RO
T4 AT R RN A BB S R AR T
HA R B RCE. B an, A URL K B 55 B 8K
(Sfuten (0 =>0.95) , W[ 4> B=y=06=0. 02,¢=0. 94. 4N
RANFEEEB N H=0.95) . W4 a=p=y=
0=0.25.

(2) Session FH FEitH&

1YL E| — > session s Y% r +1 > main page
RIS A AT ~ 4> main page B9 5 B I s
B S . W5 s 119 main page iER B /N TEEZE T
k& ik session A 3K i KAE N 4% R0 (D
HE farea O BN f g (1) = 1. 0. 35 SR AE PR IR AL
c NTEET N Zhh & 75 session B 3K fie KA 2K



1718 i (= . 2 Eitd 2010 4
BT, WF RO TR f e (O s B [ (0 = Pz

c—TH1. s &
FER Prage. 1L s

i M(0<<i<<N) main page [ 5%
SHE R
D7 Foe (D

f‘:cssion (.S) - f‘repeal ((') >< f‘mreq (7") >< %.

WER flion (D>10% fln (D=1
4.3 Session RE EITEF %

Session [ 5 # FEITF S B ANE 2 om0 & W
ASRZS. Sy XFRL main page A B RR L FUCENES 0 A
(i>1) main page iERJGHEA S, ,ﬂ‘%:ﬁ i— 14
main page B &, 311 & session B JE. S, % [

RS IE LB BUN MR S =BTy 3/ I

WeE] A R R R

fﬁi# S,: Process N
‘ip embedded %] 5
> objects 7oK

K F] N main pageiii =Rk
|| (eObj_num>(1+a)*xEOBJ_MAXNUM)
|| CeObj_intv~EOBJ_INTV_THD)
R

1. B — 43k @ F 37 session UIER . 3EA SCRA. W

& 2 Session S

Rl s — W) 5% 4 SR R MR N
S« (NULL,URL ) , B JU B %% 8% 5 %5 B8 O URL 1R Jy 58 — A~
main page B 5% . IR ¥ G W E] main page 1fif ELIEUE] T
X 4 4> it main page 2 NULL, # 4 55 BEAE % 4
S« (NULL,NULL) , BI 8§ — 4~ i& 3K N & main page ) 5 %
B FF H4 main page KR 0,855 AR S, W&l 3(a)

main page

(NULL)

/>~ main page URL,,

embedded
[¢] ](_LTS

HHH

(a) Jomain pageih !

embedded maln page embedded
objects NULL) objects

llms

thmklng time

(>EOBJ_INTV_THI

QR0

Cc) FHADR P ik 0 % 18] Bg B IS EOBJ_INTV_HTDAb 2

main
page

)

Kl 3 Session

2. 00 F S BN R R R JE L 5EAGIRES Sa 5 WUERAE Syl
F|—~ main page, | /8 I —4> main page JC N X %, %
A~ main page 19 $ 35 B [ [A] 7 Jy thinking time, {75 40 TR &
Sy, A 3(b) s,

3. 7E S; 1, HF W B — > main page, ¥ A S. B i
AT PR WE S, A S ARG H SiFEA S .

3. 1. AH &R P R 6 4 i Bt 1E] ) B K T EOBJ _INTV
THD(EOBJ_INTV_THD J 8 J5 P 4> A ik Xk 52 19 18] b i
] F{E) ¥ A S W 3(ce) if /8. 4 main page 4 NULL,
thinking time Ay )t P4~ A 4B P ¢ X5 52 14 B[R] 8] Bs , 4 2R E—
A~ main page Jy URL;, W % % 5 % B A% % Jy f (URL;,
NULL). 75 R #IR &0 R & 89 1% 88 T 5 [/ — 1~ main page B N
R R K B 3K defense proxy Y I [A] 45 35, 40 R AH 48 B4
PN % 42 1) 1] 8] B K F EOBJ_INTV_THD, WA A 4 & F
P main page. H55 2 > main page 2y NULL. 7£ ## 2% main
page % 2% cache Gt A7 Y, 25 T Ik 55 &% Hii o 19 proxy #:3%
AF] main page, 3 2 PR 409 )8 R R . 51 A EOB]
INTV_THD ] DARFEAKIR 22, EOB] INTV_HTD /) K /N 5
22 2] B E .

3.2. — > main page W X" 2 BB K T (1 +a) X
EOBJ]_MAXNUM(0<<a<<D), 5 AS; , W& 3(d fir. EOBJ_
MAXNUM 2 Il 4Rl —A> main page [ 5 K B9 PR X 548
4> main page i NULL, thinking time 24 it % /> 48 48 4 & X
S I [R] ) B, 2R B — > X 4 19 mian page Jy URL;,
W% S5 BEERE AR f (URL, , NULL). Bt # 7] LR F 36
SRR 6T %3 5k #E AT B0k . 51 A EOB]_ MAXNUM 1 L)
PR X 42 43 B 3] 224> R 25 () main page, 88 J5 Bl A session 53
%V*&":’*”lﬂ%ﬂ&ﬁlﬂ} session.

CBR B 3 RS TE S, IR AR R AR LTS,
W& »?ﬁl‘l’ﬁ‘ﬂ main page P 4t G 4L

main page main page

URL, URL,

1)

l«— thinking time —3|

(b) % %main pageih
embedded

objects

main
page

main page

(NULL)

L.

thinking time

(d) &8 Wi % 5B TEOBI_MAXNUMAL B

S T ROR S e a1



9 1 H

=

%

&

T2 e AR Y Y g T o A A 4 AR 55 Tk o

1719

4.4 REEREIELE

KBS H &% EPA-HTTPO, 3k 15 /e 21 43
52 B i B ARy U R 4R L BEAT S BE R AL I 5. R
Y 8h37min58s H & AF O IE H I oK B Ik R W
JiE RN (¥ A 00 L 3 e — A S 1R 1 I R X )

0.6

10

‘ I 2I0

30
main page ™%
() YIZRAE 1 session dpe 28 4 JiE O A

50

Yidi session Ml ik session, QISR — > session 54
BEE T B, WA O = I i session. I 4
session W i 54 BE UL 4Ca) /8. 9 T W/ B AR
RSO R R N 0. 7. 4 B session [
L5 AN ACh) TR R RO 1. 2.

+ +
0.81Suspicio TR
Threshol®,+* Tify .+ 1 B
Wit s
e e
0.6 ? +§+$ I +
a " +§ +$+¢$+* +*
ez L ;i £$+ +f +
045 2R 2
iy o +
Fet
0.2 +E+
0.0k 1 ! ! ! ! L
0 5 10 15 20 25 30 35

main page > #t
(b) 59215 SR session g 28 5 JE 43 AT

Kl 4 Session g & 78 E

441 R REE

Sy MrIEH session f1_E IR 5 Fp iy session Xt
R S U = R N LTV

(1) Single-URL Flood % I Il 4k 4 119 fif &5
main page URL fE 24 ¥ 5 3 K. i+ 8 B A W
session By 1 55 B

(2) Multi-URL Flood Ff #L % B Il 2k 4 Y
URL %3k (345 main page URL FI P % 4 URL)
L i 7 41

(3) Random-URL Flood A4 BF A i 3K #13& B VIl

GRAE AR YR S T 5K 19 main page Y55 L, BEAL
e — N main page 1 B # BUdi 3 5K - % 48 2
i session FEA R Bk 1] B R[] T 08 °F- 359 58 .

(4) Session Flood B filf & seed session Y3 H
INGREE R T A& 7 AN K. 23 AN SR 37
ANE R BY session 2 seed session.

(5) Forged-URL Flood W fFr & thi URL K &
800 FAT, KT &k URL K.

Bk session M FP I session (734 558 B
B main page NEY K RAWE 5 o, o] LAY

1.0 BHENERS 1.0 10
—8— L
0.9t § o Single-URL Flood (05) 0.9¢ 0:9
0 0.8 —+— Single-URL Flood (3s) 0.8+ _0.8F
Y —— Single-URL Flood (7s o X 0.7k
0.7 | =07t e - e
i R —- 5 o6k e
2 0.6 E 0514
5050 5 05rg ol
0.4F —&— Multi-URL Flood (3/Mif K, 0s .
0.4F ! . A 3t —8— Radom-URL Flood (0s)
RIS N -t ViR e ol —>Radom-URL Flood (33)
0.3 . . . . . . —— Multi-URL Flood (114i#§ 3K, 55 0.2¢ ——Radom-URL Flood (7s)
0 5 10 15 20 2 30 3 %70 20 30 40 50 60 0 20 10
main page ™4 i SRk $ main page M4
(a) Single-URL Flood V-4 5 ¥ J& (b) Multi-URL Flood V-3 55 ¥ & (¢) Random-URL Flood -3 57 % &
1.0 1.0
09 0.9t
., 0.8}
= = 0.8}
doe 0.7F i
5 0.6F ok 0.7
T ost =
= 5 061
047 —&— Session Flood (114™5K)
0.3k —o6— Session Flood (234" 2R ) 0.51
0.2 B —+— Session Flood (374N 3K)
0 10 20 30 40 50 0'40 10 20 30 40 50 60
main page ™ # main page M5

(d) Session FloodV-#) 5 i /i
& 5

(e) Forged-URL Flood ] 57 & J&

IE % /i a] session Fl 5 2K i session 34 4 B

@ http: //ita. ee. Ibl. gov/html/contrib/EPA-HTTP. html



1720 £2 - U VI A ! 2010 4
FANF 4598 T AE s A b, seed session 37 23 iR, 11 A4

(D N 5Ca) AT LLF Y, H5E session 34 74
FEAR T 5 B2 (R R B o S5 i B 180 e 6% R0 BT
1 It session, AT s i %4 0.

(2) A [A) T i 45 % 9 Single- URL Flood I f
TEW A~ main page 5 ¥ 3 57 5 B K T B (A ; Multi-
URL Flood i # £ 1 18 4~ request J5 (F1FF main
page T K T A0 G35 KD 7 1 58 B8 K T 4 5
Random-URL Flood #il Forged-URL Flood ¥ i; 7£
6 I~ main page ZJi . V-3 7 H B K T B,

() FAHALE 7 4 request [ seed session #HFT
Session Flood, fE 6 4~ main page J5 ¥ % % & X

40

—&— HsMM
—>— SSM

03515 80 80 100 120 140 160
1H R %
(a) BIRHE

main page 53 T H B KT H{H ; seed session 175
37 AR S 12 A~ main page J& . V-3 5 B2 A 15 {8
Seed session R, S H FE 1S Bk , 5 2 4R 0 H
B Z A main page 551 session fH X 7).
4.4.2 PUIRZE

30T R 2 B T SR B 2 A O &R (5 S0k
CI4] T AE AR 8O i 6 FrR. 43 7 Single- URL
Flood F1 Session Flood I i F Y% 4t X, Multi-
URL Flood, Random-URL Flood #1 Forged-URL
Flood M i i 4 % &5 Single- URL Flood 2§ (SSM
g A SC TRy e s HsMM S SCiik[ 14 9 (9 580,

70r

60+

5ol —& Single—URL Flood, HsMM
< ——Single—URL Flood, SSM
540k —— Session Flood, HsMM
i —e— Session Flood, SSM
= 30
® 20t

10

0 L 1 1 1 1 1 1 1
20 40 60 80 100 120 140 160
i K
(b) TR #

Bl 6 Session P Y 1R 4R A F R 4%

5 CHRC14 A Ll AR SCIT 48 07 vk 1 15 i 3 A U
AR B, HOCHR[ 14 107 sl H IR 2% 2 1
T SR A B R 15 41 28 I 4 2 5 R I 4% S 428 07 1%
TE4 32 B3 0 (13 SR B 50 AT DR B e i session,
AR T e & B 2. [m) B, Sk [14 178 2 4 &0 51
Session Flood I i i ¥ i session.

5 HxiE

KI5 SCERLO TR ARL 0% % A BILTI  an &1 7 F s
B session X R — A5 K BAF L e e W B R %
—~ session BYIE K BAF 55 A H Sk B E SR . n 51 BA
G DU 2% Fi A L B R AE SR AT B R ML IR
T ) A TR R JRE R S R e i S

session 1

:

e X ‘ session 2
w | — L] i
;(> SR — | s i
iR i '
session N
R T
5.1 HEFAEFRR

R 2 375 oK &% A R AR YR session 547 E HEAT i

KGR FEEANT 3 Bl K SR -

(D) f /N5 % BEAL e % & (Lowest Suspicion
First (LSF) Scheduler)

BRERESHERT 0, Hi/MY session, 55 &
Fo B 3R B K. R ANAAAE R IR — A 5 B 4
T 0 1Y session, §% J& H a7 2R 1 3 oKL R E 3,
P32 A5 © ) main page B}, 315 i — 1 main page
)5 B SR B 0 SR I session & A 12 %2 5
% 2 4> main page, JCiHI BTt session &5 5%
T B A VAT SR TR R BRI OUR L
R TCE TR A K

(2) First-Come First-Serve (FCFS)

T R T A S B /N TR B E L SR R R
T 0 19 session [ e P K. WA ANFTE L B— A
SRR O 1Y session, 5 & H A LB OR A 3 5K.

(3) Round Robin

B R T AT S B /N T B LSRR
T 0 Y session B I L iE K. Q1R AEAE B I— 4>
SR 0 1Y session, e & Hod i BRI K.
5.2 XWiIgE

5 F Sk 388 IR EPA-HTTP H i #E 17
B AR SO Y session S BERBIR 43 5 25 45
IR 3 A e SR XA SO 5 B TR B i ik



91 B OHEAE T 2 R A R A N TR A AR A IR 55 B i 1721

M fE. & — 1> session X W f) queue B £ fiE 7 ik
50 4> request, IR % % B9 AL FERE J1 S 20MB/s, Ik 55
g X B Z e /74 1000 4~ requests.

FH 15h21min52s 1Y H 25 1 Jy Il 5 4 ik 17 45 Y
Y%, 8h37min58s [y H & AE R 1E % 18 3K » 1E % 18 3K
V)4 W, 2227 4 session, M) i F ik session . A
% session £ H1 B B BE B session ¥4 B A % Ui 7]
session, & FP IF 4 15 4> session, & K iF K #H K K
103 4> /s. A 200 4>ty session, A LT 4 & 3%
T oK A B L BR Session flood Bk .
Wit session sk % #HE I 1 A/s. BERIMY
% R R W& TE A Wk U SR GR [ B A B B ] Y A2 Al
KR,

TE LA session R H S A 74 i [A] session, i€
SCIEH session iy 5 BE /N T U0 B E Y session.
5.3 EBESHT

A5 2 5% Session Flood B}, LSF.FCFS #1 Round
Robin [ 4% & A, 3 B K R T fie K% & 8 0)
IR R AR [l i HE f 82 i 23 ) P8 (a) ~ (o) BT
N AT DA RN R 4598 -

(1) 5 205 3 i 42 W A6 [ 6 22 1 F o

N7 P 3R ] B 9E 35T R B AR E B W) 5% R dR T,
A oK AR (8] B ZEAH ). g, By session E IR
Al B IGE session AR BT 78 BA S o 4 75 19 & 1%
HRC L2k k.

(2) 7E3R 9] B %€ T [ 1) £ {117 - LSF X R 11
B VR AE K AR 7] ) S Bt A & A0 38 1) 185 0 i 3G . A€ B
FEIR B F2 A J5 . LSF 758K 4 +5 7 8 & 19 ) i) 4E
(25 1. 4s).

(3) FE IR 1] B ZE T i 2 2 (B AT » FCFS X )i 3R
[i] s 40 i A 2 A AL 38 (%) B4 0 T B 0. AE B A G )
FE 5 FCFS i Ff 1 B8R P 1 B 42 (<20. 25).

(4) FE3R [a] i SiE T [ 21 £ %2 {EL AT » Round Robin
X I ) 2 1 2 AR (] ) S i e KB e 3R ) 8
/)N, FE I A8 35 B £2 % 5 - Round Robin 4 4F T A%
1) - 25 B J2E (<20. 2).

(5) Ay Mo B 8 6 1 1 oK B R N AR T
BRAERERHER. KRR ERS SRS &
B Iy — T R AR RN IR AR SRR G A
T KA LB A PR G , 2 ke T R 5 vk T R B R L%
AL AR AT B 1 5 R R

4 12 8
w —a—rate-100 —a—rate-100 —a-rate-100
~ —e—rate-110 210t 10 Kz —o—rate-110
<l ——rate-120 €] 20 ) 6 —¢rate-120
Z 3l ——rate-150 Z st 50 b ——rate-150
= gl 4
A % )
. * 4p %
£ 2 i e 2
e £ ool - - g 410

¢ 15 18 21 30 36 0 4 8 12 16 20 21 28 32 36 0 6 1z 18 21 30 36

1) /s
(a) LSFA 20 3K IR [l 1] 4E

iR /s
(b) FCEFSH ¥4 2K IR 1] i} %E

)/ s
(¢) Round Robin % 1# 3K iR 1] I 4E

K] 8 LSF.FCFS il Round Robin %1% T 4 1% 3R iR 1] i 4E

Single-URL Flood, Multi-URL Flood, Ran-
dom-URL Flood #ll Forged-URL Flood X5 T~ 0443
Br5 Session Flood 2Bl , X I E F 1 [A] B 4E T F&
F R ME I E] HE Session Flood 4.

6 i #

ECE % App-DDoS M i session [ 5 5| Fi 15k
UEIEAT TR B IA R DS LS AR DG TR AT e
6.1 REERMEHR

K B SCRT IR 7 3k g 7 i A T SR R ST L )
il A B SR R P U TR0 AT SR B S L 23 S B0 )
TR 22 BTG N AT B TR A A R TR kL A
9 iR,

T TR T 2 0 T Rk

L 5B IR ST session 53 BERIAL

2. FE S HE FE Tanomary R BT IS B A 5

3. il A ik session WA BEE S 4L

4. WHEALIE 3, HBIBAIE BT BR A 45

5. FES7 HH A update-model , BT session A] B AR
6. HBiX BRI RIATBR A E L 3~5.

B9 S BEAE R Ak

HT T 0 3t A 2 0 B BT AP 2 FP A A Y B (]
b A Jo T B E I A 10min. 17 5 B A
T svomaty BI R 3.4 75 T 42 (9 R 51 B AE , W1 2R — 4> ses-
sion I8 5 5 FEBE/NT Tanomaty » WA G 15 ses-
sion.

R 24 Fif i (8] A1t session #% J5 — N 18 3R B9 I
[&] 18] B » IR 26 3 ) inactive session, Y15 B} [a] [&] f&



1722 iH+o;

Bl

e 2010 4E

L
&

KFBME Tiacive » WA K I session B & 455, N H
15K MKIE— > session Fx & W B, HI W — 1> ses-
ST AR 0 R B & S R R T U A
session N5 1%, B session 4E R — B 45 . i
sE I session fi) main page, main page [ N #x % 2
%7, thinking time. 1 H 4t i+ 7F — 4> model update
interval ]J ) URL K JF 4 fii 4t 11 {f . main page i
RYGHA LA K 4% main page X N /Y 5% B8 0010 48 1
B R XS REGETHE AN thinking time GEiTHH.

e 5 A B3R A 2% g i & S update-
model, @57 J5 vk 5 SR BE AR N 7 A )L AR S
FIJH update-model FlI T A S BERLAL, Xf 57 JBE A5
BUGEAT BB SR 7k R

URL K JE 3 4 5% % JZ Al main page 1 3K £ 5+
WO R H O AR . DA URL K578 1 4. R
SRR KR LI URL B9S8R [ s
update-model K B F [ ) URL ) B % & N
S obien T

Fustien =X Futien T (1 =) X f%0 s 0<Za<<1.

— > main page. H 00T 8 5 0 B N AR A R
B H LA thinking time 53 B BB T ARRL, LA 5L
T B S 2 D 91, A S BE AR R, — > main page
URL, % #% 3] URL; {9 5 % & N [ (s 7D 1E
update-model X I ) 4% B 5 8 ME 2Ky 10, (iaj)s
ny
Froansie (G =X frmc (G5 ) H (=) X fi20Gaj) s

0<<a<<l,
a W R/INDRGE 1 A5 B 1 B0 I R AR . o B L AR
TR 7 R ERAS RARE . o DS R R R R B
AFAE.
6.2 HHEHESFMESH
6.2.1 S EEREAL A ST 1Y S 2R M

TELRF ) BB 4R 2 ) T TR S 4y
Praa ol Rl e defo & N A ER Kb A M AR
[ /) main page. Xf i 5K #9 4L B2y W5 A4~ o 2.
(1) 2 4R A R X B [ session, [R] 0, o T 35 58 &
PEAEL WPR AT K B /2 main page. 5 X4 88 5T 10 Z0H
% thinking time fi #F 7 42 71 2 0, W28 52 P i xF
2 5 R ik R BCHEAT e B e A R
URL K B A R B A7 25 (20 18 & 7% &
PEME.

R CD A, X g K TR TP Hb ik i Hash, Fi
Hash A $AHN A session, I [8] &2 Z 5 OCD) . 3o
22 H, % main page ) URL fi Hash, #] ] Hash
fE A 60 7 1Y main page , B [B] &2 Z2 £y OCD) . fir

sion

ST S AR R ) I ) B2 A Sl OCD).

i N i X % e K%L H 4 E, thinking time %
KREKEH T, 44 main page 4EFRF— > Wik X 4 0
A R/ANVE I thinking time 73 A R/NECAL. SR A
MEORAE S RO R A5 . W N A TR AR O(M +M X
E+MXT) ,@i% M>E,M>T, Ak, R & )5,
PRAE ERFE R WAETHAEN OM®). 55 —J7 T, it
TER AR g ST B, — B 2 &2/ S A%
session, W NFEIHAE R OCS). Br LT3 57 5 B A5 Y
125 18] 42 2 ME o O(ME +S). AW —1> session J& 75
S8 B session J& 751 BR . A 24 i I ) F1H s —
AN R A I R] R B AT DL DI S A X A I R
Ko S BRI FH I 1 I AETH FERCK.

6.2.2 session S EIFEE M

W B — AN 3K, T8 2 6 % N 1Y session F1 main
page, i oK 19 J5 TP #b 3k #1 main page URL [
Hash {H i $8 A0 0 11 H 852 2= v OCD).

WL HBEA S, W #E4T main page 5 BT &
FRAH R 0 S8 S A R 5R session S H BE A B )
BRMERI N O R #E AR S, 75 #E47 P %
GURCEIN KR B ) B 2P O, AL, session
SR EETHRLE A & 22 M OCD).

Xfas 6] &2 2% Pk Y 4 B 5B A g N7 M R R
OM*+S) ,H i M JATE B main page £1.S Jy A
G BRI session f KA H .

6.3 XTI

AR SCHRLY JH 52 Y — A session 172 ] B
TR AR 5 MR 4l T B B AT R kL (B A R
JLEASIA]

(1) 7% 3C iy 45 S5 BB 0 5 1 33 SR KB L1 oK
KL | DU B R 3 SRR B U 7 K ) B I )
Hl main page [ AR X R EM G . EIR(E B TTE R
55 A AN RAT R AS SC BT 4 Rl B8 JE A 1Y ] DA IR 55 4
N ST IR 2 ST 5 SCHRL9 1P session A %E JE 465 7
T system log HE7 . 35 session [& 8 I [8] L i 5K
1% 38 B5] [8] R session WE Y611 #E 56 8 PR G . AS B 52 2
XoF 1k 55 i 1) 325 HH RN AR 4 5 R

(2) A 338 33 5 00k 0 76 B Rl R O e KA
18 R e R BRI 3 AT ARAT A A 1 e M 5 1T S
BRLO ISR T T — ol B PT 588 i 22 R A8 A 1) 3 e T AR
SCHY B KB T T B A S B

(3) XERL9 JFE T session FI-& £/ 7] session
[F] Bf 4 B[R] 9 BR A FI 4 R 4 A A [ B 5K w1
PERE M AR SCHE i session 42 £ 16 8K, & ¥ 1)
session 1E— & I [A] J5 45 1E B9 HT 9 R 2 B 5% K M e



9 1 B OHEAE T 2 R A R A N TR A AR A IR 55 B i

1723

PRI T AR S S 6 B 4 0T L S DL

(4) CHR[9] 3% B Proportional to Suspicion
Share(PSS) 1 HA U7 197 K Mk RE A 1535 K 1R (0]
it ZE 5 FCEFS #il Round Robin $2iF. 48 )5 ., B T 0%k
TEBH TIN5 BR session (8L » K i 1Y F% & i 3853 Tic
BUEAFIEER M session, 5 2 4 K A KR 9%
Single-URL Flood Hifi T . & 21 R % & i R 2900
FCFS #1 Round Robin 4 74 %.

SCHRL 14 4 i 1S 5 AR SCRT 2 1 session 47
by A B SRR Y AT S N IR 55 A A L B AR
AT ;

(1) SCHRL T4 DA SR 3 0% ] 18] 11 5K Fe
G NI L T AR SCRE R HE— A T R i I
SR B A1 RN SRAE PR SR B R IE S R

(2) A SCHY 3 S [ &2 2% 4 2 O (L), T STk
(14 18 & 24t MN'+N'D.

(3) SCHRL 14 1TC A RARAE Session Flood i fif
B ) Bk

ARICE K App-DDoS Hibi 43y 5 2K /i 1
5 KU S IERE VI RAT AR X 5], 4 1) T session
S0 PR S g R R T R R T R T
session 5 B B LRI Al session S i T E AR, 4
BT T S5 FE A T ) e 26 TR 15 25 RN 1) 15 2 B 1 5K
AL R L HL3E T &1k session F1 5 28 App-DDoS
ili session [ 55 B IR UE T session S8 i A5 A
(A M. R B SE 2% H A R AT A 40 o 5 R A
U5 3 R RO 25 G A B & R ROR IS T A
A SRR ] B 2 Bl sf B] 0 A8 A G R 25 IR R
AR e KA A SR 38 L AT B I 5 4 154 5K
TR 5 H ¥ iF session Ji5 , FCFS il Round Robin [
A 3 SRR [ I SE A AR (<20. 255) , BAT 8 0 i 5
PERE  LSF X B (193 [0 B ZE A7 SR 45 v (24 1. 4.

Session S8 BERE AL I T A% 35 5K XAl 55 4% 1Y
YRR RE . H KA ok URL LA K i ok B 1a] 45 15
B AT TENR 55 4 AP IR E . (Rl B L session S B TS B
[E] 52 2 Pk O, BA B iy 5 5 B2 L ml 5 30 )
session 7 H BE I TR LT 5E.

Z £ x #

[1] MyDoom virus [ online ].
techalerts/ta04-028a. html

http://www. us-cert. gov/cas/

(2]

[3]

[4]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

Chen X, Heidemann J. Flash crowd mitigation via adaptive
admission control based on application-level observations.
ACM Transactions on Internet Technology, 2005, 5(3):
532-569

Jung J, Krishnamurthy B, Rabinovich M. Flash crowds and
denial of service attacks: Characterization and implications
for CDNs and web sites//Proceedings of the 11th IEEE In-
ternational World Wide Web Conference. Honolulu, Hawaii,
USA, ACM, 2002. 252-262

Xie Y, Yu S. Monitoring the application-layer DDoS attacks
for popular websites., IEEE/ACM Transactions on Networ-
king. 2009, 17(1): 15-25

Li K, Zhou W, Li P, Hai J, LiuJ. Distinguishing DDoS at-
tacks from flash Crowds using probability metrics//Proceed-
ings of the 3rd International Conference on Network and Sys-
tem Security., Gold Coast, Queensland, Australia, 2009.
9-17

Yu S, Thapngam T, LiuJ, Wei S, Zhou W. Discriminating
DDoS flows from flash crowds using information distance//
Proceedings of the 3rd International Conference on Network
and System Security. Gold Coast, Queensland, Australia,
2009: 351-356

Oikonomou G, Mirkovic J. Modeling human behavior of de-
fense against flash-crowd attacks//Proceedings of the IEEE
International Conference on Communications. Dresden, Ger-
many, 2009; 14-18

Park K, Pai V, Lee K, Calo S. Securing Web service by au-
tomatic robot detection//Proceedings of the Annual Confer-
ence on USENIX’06 Annual Technical Conference. Boston,
USA, 2006. 23-28

Ranjan S, Swaminathan R, Uysal M, Knightly E. DDoS-
Shield: DDoS-resilient scheduling to counter application layer
attacks. IEEE/ACM Transactions on Networking, 2009, 17
(1): 26-39

Kandula S, Katabi D, Jacob M, Berger A. Botz-4-scale:
Surviving organized DDoS attacks that mimic flash crowds//
Proceedings of the 2nd Conference on Symposium on Net-
worked Systems Design &. Implementation. Kyoto, Japan,
2005 287-300

Walfish M, Vutukuru M, Balakrishnan H, Karger D, Shen-
ker S. DDoS defense by offense//Proceedings of the Confer-
ence on Applications, Technologies, Architectures, and Pro-
tocols for Computer Communications. Pisa, Italy, 2006:
303-314

Kruegel C, Vigna G. Anomaly detection of Web-based at-
tacks//Proceedings of the 10th ACM Conference on Comput-
er and Communications Security. Washington, DC, USA,
2003: 251-261

Yu J, Chen H, Chen X. A detection and offense mechanism
to defense against application layer DDoS attacks//Proceed-
ings of the 3rd International Conference on Networking and

Services. Athens, Greece, 2007: 251-261



1724 i "

¥ 1 2010 4F

[14] XieY, YuS. A large-scale hidden semi-Markov model for
anomaly detection on user browsing behaviors. IEEE/ACM
Transactions on Networking, 2009, 17(1). 54-65

[15] Gavrilis D, Chatzis I, Dermatas E. Flash crowd detection

XIAO Jun, born in 1979, Ph. D.
candidate. His research interests include

network security and overload control.

Background

Distributed Denial-of-Service (DDoS) attack is a major
threat to the current cyber system. Current defense based on
network-layer traffic feature is effective to detect network-
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defense methods are not useful for DDoS attacks based on ap-
plication layer, because the network-layer traffic feature
seems normal when App-DDoS attacks happen. Turing tests
can differentiate normal users from bots, however, these
methods may annoy users. Speak-up method is not feasible
for its more overload impact to the server. Other methods are
not workable because the detection model can not be updated
online or their computational complexities are very high,
which make their real time application unpractical.

In order to defend against App-DDoS attacks, the au-
thors propose a session suspicion model and analyze the per-
formances of 3 different forwarding policies. This suspicion
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sions accurately. The computational complexity of this model
is O(1), which makes the online identification practical. Be-
sides, this model is independent of Web servers. In addition,
the proper forwarding rate and policy are also analyzed. So,
the work is practical and can be implemented in an application
firewall or a defense proxy.
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