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A Controllable and Trusted Anonymous Communication Scheme

WU Zhen-Qiang ZHOU Yan-Wei QIAO Zi-Rui
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Abstract  Encryption technology can only carry on the protection to the correspondence data
content, but in some special application fields, such as e-voting, e-health, e-commerce and e-
cash, the protection degree of private information, like user’s identity, behavior, geographical
location and so on, is one of important attributes to assess the overall system security. The anon-
ymous communication technology that is strongly resistant to both eavesdropping and traffic anal-
ysis is the commonly used privacy protection method, but this technology can not only enhance an
user’s identity information but also protect a malicious user’s identity and behavior. How to pro-
tect an authorized user’s privacy and prevent malicious attacks is the key of promote the large-
scale application of anonymous communication technology. A controllable and trusted anonymous
communication architecture that build up the computer security with trusted computing based on
the trusted platform module is proposed. The architecture realizes the sender’ s anonymity
through a group communication technology, and achieves the protection of privacy information in
user behavior, user geographical position by encapsulating package with nested encryptions in
communication link. The anonymous communication scheme based on the architecture consists of

four functional modules, such as getting group information by the user register for authentication
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management center (AMC), trusted user node list that was downloaded from the server after the

user have passed the trusted evaluation, established anonymous communication link by randomly

selected node, and traceable service of malicious behavior to services provider. This paper has

carried on the systematization design to these modules, and gives each module a corresponding

protocol. It is shown that the scheme has good security, controllability and credibility by analysis

and simulation of safety, dependability, anonymity, and efficiency. The scheme can meet the de-

mand of the large scale deployment of anonymous communication system in the future Internet.
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Alice £ H 15 4% A Dave 7 5¢ i I i P [ B . B
Alice HITEIRRF Certpan iE 15, HF 42 A 2 72 1 5 3iE
Certpan UEA5 19 512 M.

Sign B, Alice B2 4 ith i TPM ¥ H AIK
(2B DAA GE B2 4 5 K 4 B E# Dave.
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Verify frBt. Dave Xif $ U 1] B9 11 B K 16 25 4
(A 0 1 o o 6 IE 38 L, U A A Alice 24 A E 5K
TPM & 5.

(2) 33 8] 56 1iF

24 Alice 5 Dave 43 )& A 7] (4 15 AT 3 s, 0 38 ot
P 50 44 A TIE 7 8 52 IR Alice - & 14 2L 52 1 56 3iF
EARBUE S FEAE 5 frs.

fHAEDO0, fEAEDO,,
@ AliceilF 155Uk i 5k
< K, S
K, o
) ® Alicei 155 i 057 X
DAAIET IMQ%%ﬁ&iFD
ﬁmk%’ls\ hé T H}E
@ IS Bl Alice % =
UE P51 2 9 %KNKyﬁ
D £ 205 P 5 IE 05 17
N
K >
< DF£ 2L LT R s
Alice
5 B F A ST R L R

R A5 T4 DO, FI DO, 9 DAA FIE 45 % %
A Y A 5 A A Kpua ~ Kpaoa t AT { Kpun
Ky |5 Alice 5 Dave 521 5 3iF 2 /i . 38 43 B #
Dave 5 Alice [ 215 % 4] N Kg; Dave 5 IS, [H]
MG %0 Ky ISy IS, &G % 40 Ko,

@ Alice 1] Dave &%V & B 5C M 56 U iF K . x5 K
138 Alice 1Y 58 5 P B S B4 F1H BT s 1) 38044 5

Alice— Dave: AutRequest=Ks{ DO, | DOy | Time, |

Nonce || Certa | PCRsaee )

Alice ¥4 BT 76 38 09 K5 18 DO, 30 3F % F7 76 38 19 47 38
DOy, i 3R K% B} [8] Time, \BEHLEL Nonce, AIK {IE - Certax
V-6 58 B B fH PCRsaie. J1 5 Dave BB <15 %8 Ks
N JG k% % Dave;

@ Dave #2453 Alice FIIEIE K J5 , 143 H 5 DAA
WEAR A & & 1So K 2% 30E 45 B UL oK, [F B % 3% Dave H & 1)
SEAEVERE RAE B4 IS

Dave— ISy, : CertRequest= Ky { Kpyp { DO, || Time, ||

Certai || PCRspjee || PCRspuve || Nonce, || TS,

Dave ¥ W 3 /) Alice [ 35 3K 14 & {DOs || Certax |
PCRsppee | SUE T30 UE T 5K &3 BT 8] Time, (B[] #E TS, | FfiHL
$ Nonce, i Dave -5 19 58 8 M B 1 PCRspo H ISp A
%2 IRIGH Dave 5 IS, [ 1) & i % 4 K % G & 4
ISy B ] 8 FH LBy 1k B i it » B AL RO DA 3 i % 3% AV 5
BB EE  AEINERE XA ISy A % L.

@ ISyl ISy &% Alice AIK I 45 2T 52 1 86 9 3% 5K » [
W44 Dave V& ELMEIEE A5 R B 5 RIEL 1Sy

1Sy — 1Sy : CertAuthRequest= K { Kpup { DO, | DO ||
Certa || PCRs e || Times || Nonce, || TS, || Resultpae b}

ISpfs i 2 1y Alice 1 58 % ¥k & 5 B PCRs e « AIK
WEAS Certaw B[R] B TS, . BE AL &L Nonce, . 7 3K & 3% B} [7]
Time; Xt Dave ) B 52 P 5 4F 45 B Resultp.. A ISo 1 FA %A
B REHEN IS, 5 IS i %3 Ko I 5 K% 4
IS FAEHAE 22 W AR %0 B = TS0 BT 4.

@ ISABHE ISu %44 15 R 92 . 4R 4% Dave 9 924
B UEAR B 0 A5 TSy IR IETE 5K, 58 BN Alice F- & (1
SR Sk 5

@ ISA %5 Alice F 5 B MR UL R Resultni B4 )5 K
45 ISp;

IS\ —>1Sy, : CertAuthReplay= K1 { Kpgea { ID4 || Nonce, ||

Time, || Result e } }

IS,y Alice W ¥ — A0t — 1 ID 5, 3% ID 5404 T 1
FUH) — R 45 IS B Alice AT 5 2 P il 45 B Resultspiice «
Alice ffy ID 5 IDy KL S B UE W (6] Time, FIEEHLEL Nonce,
FH IS\ RNV 4 ARG T ISA 5 ISy [ I 235 % 4 Ko fin %
Ja K4y ISa.

© ISp B S22 24 B 92 L 3R 4% Alice - 5 B 5K
PEIRHESS R [So 4 LB IE S R & 4 5 K 47 Dave;

Nonce, || Times } }

ISp ¥ Alice 1 ID 5. Alice V- & B 52 1 B i 25
Result e WEHLEL Nonce, S H BN & B 8] Times F 1Sp 19 Fh
P2 IR M Dave 5 ISy [H] ) 235 2591 Ky N G & 3% 45
Dave.

@ Dave il 33 % iE ISy 5 4 {5 B B9 B s2 ¥, B Al 48 0
Alice - & B PEIE S 5 Resultane » 58 A Alice - & 19 85
IR UE L B) Dave 78 ISy Fl IS 1B B F 52 B Alice
VB 1SRRI,

4.3.2 FHEEEERIE

F T I PEUE A 58 O F P - 6 1 58 #E P g ik i
FEE 6 s,

DOF G BYERIEER. Alice & 2% 58 B E B IE 175 5K 1
BB HiEfSRAAHE

@& 2B I AE g K. 2Y3E 4 & AR F Uk B Alice k&
Y IE 53 5K I B L BRI Alice (4 14, 1 SR H A s, )
R A e E B B RN & Alice & 2% BBk K 15 B
¢ 45 Alice;

@ Alice W BHIE A3 & i 35 & A 11 & 58 % 1 56 1E Pk A%
HEJG ik TPM #17 PCR {H 1 4K B 5

@ F- & TPM 33K K45 48 W 19 PCR {A , I 1 1 Fh 5
%t PCR M BEPLEL ¢ 472544 5

© T & WA IE RS b 50 Bk B S F AR AR AL S
S %M E 8 1 55 L Quote B AR A B DAAR UE 1 58 % M 4 5 4%
KR BB LA H

© P R AT FWCEN - & KRR BB BT R
B RS PEAE L IEX X L M B AT B 7 A AR AHIE S 5
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XU 5 )

tem A Platorm Ja P E T A 4 1 4 2 Dave

'/
(4

(4

(» Challenge ¢

\

2 Response ¢, ¢’

A

@ ¢, AIK

-

@ Quo, e:=Sign, (PCRJlc"
|-
>

B i
® Confyp(log, Quote)

@ Authy,(Creds, ¢")

® verify log
derive properties from config
Make Credentials Creds

A

(® Challenge ¢"

.
|

Verify Credentials Creds

A

© Auth(Creds, ")

B 6 JH G SR PR IR

@ ¥ A FE R B VB LU i) 7 XK %4 Alice.

Ph b2 B AE Alice B # A Dave i 58 %, B
Alice H i Jg M iE 35 . 78 Alice $2 A Dave 33 2 58 Ji%,
AR A BRI UE JE PR R Y A s .

® Alice 375 HhE 5 % A & 4 & 04 8 M 13 5, 15 1% 0E
F518] Dave % 3% 5¢ 2 P 56 IE T B, 5

© Dave Y ] Alice % 3% 1) J& ¥ 1iE 13 )5 » 3% F 1 B (4 5K
W Xt S8 M AE 5 HR BT S A S £ 58 B M R AT 58 IE.

Alice 5 5 5 P 2 105 50 L7 B 85 5 2 26 48 8 P IE
B &AL IFIRAG EL K 19 JE P UE 33, Dave i 3 & I 45 56
WE Alice 1) 58 5 1.

4.4 TBERENIES
4.4.1 IEH 45

M43 TR DUE - B R 50 R P 5k i R L
AR AR P E M E g H# A CTACS, & %5
CTACS Y TAF R A B AR TR 2% 759 s IR 55 4 10 3 58
ey RIBTEE M TPM R se 8 m g v T
$tm CTACS 19 TAERCER, ) IR A AGE 5 L)
AEAE I o AR A AT A Pk 5 R U Bk E A 45 R
B 7 BEos s 2R RS 1A O B ) Py P BRI 45
BIAT 5 Dave #5717 55T 2k 2.

IETEECITEE T TR
K7 BEdEAGESR

K7 b A RO Rk 1A B AU (8] 5 9 A
ISF [61) 38 715 UL 15 P9 400 A I [0 5 32 AR G R ik A5 #5242
X ID 55 45 44 78 1 iU 55 4% X I S 19 4 4
fHE.
4.4.2 GEBAIEERIE

TE B AL A A3 B A BB ] A 7 1 12
TEF F AR A AT A5 R 2% iz 55 45 38 ik 46 ik 45 AUIE 43

(5 vk Tk ok ) I R P B AT A PR Y R B ]
Txow 3832 LATT 25 BRI UEGIE A5 19 & 15 1k

@ 17 SR 55 45 B e IR 4 44 15 B0 A BOPE S iR U A
B IEE 5 A% & 0 B 403 TR B 4G 25 1E 5 PN 2 7 B

@ B Trow <7 R0 410 A& B[] 2 75 B A7 i T A 25
B TEGIE 45 75 24 Hi B[R] 75 A %L

@ WAEA A IDFE SIE Mg a ID 28/ — 3, %MW
o A5 B UEAIE 5 15 A R R IE T R R A

A b AR B IE A A, B2 A AGUE A5 7E 2 i A
6] %0 R W P S 0 95 125 0T B AT 5.
4.5 ENFEFEHNERER

AP R 8 CTACS 45 gi i Bl 2 )5 - il 5 i 88
W ST — 25 BIEA H AR AL AT 0] B 44 i I

JP Alice [d] g% 42 (9 B A4S 35 50 BB T — 4> %
BA. R T R B e o RN BT 8 PR L TR fR
73 {7 5 B Alice 0B EEE WA 1R GE R
Node,) B EBVEA request B3R Node, &5 563 H &
(2 VAT T TPM 2 40k Jr (1) 56 B 1k i &
Node, ¥4 5¢ % V£ B 5 {1 8 33 808 A0 requested K%
2% Alice, Alice %45 & Node, il {5 - 5 BEAT ] {5 24
VAL #5198 Nodey b T AL 2R A Alice i £ £
T3 — A ML 4R W Node, 2 F AT FRES
Alice ¥ % % — > create 048 £ 45 Node, (JH 3 1
circID EFRiRE B Node, 5538 . Create 535 3
(1 4 3 & R —2F 1Y Differ- Hellman 8 (5 H g,
2 Node, W B create B8 )5, FH Node, B & 2
HIm#. Node i& [Bl—A> created ¥4 £, H 1%
FH—FMREFEE @ MEiGEEY K=g" ) Hash
{H. — H4% #% 8 57 , Alice #1 Node, 7] L) K& 3% F 55
R AL 5 R A AT A ATT B R 4 B Y 23 3 % 4
HEAT I
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Alice Node Node, Node, Bob
N £ F P S
Request N
—_— ") oy | | |
- A | iy | |
¥ QI Response(F)) I
ﬂ‘ Created C,, E(g™) ~ I I Regend E(x)-RSA I
1 =4 1 I I encryption{x}-AES I
Createded C,,E(g"),H(k)) I I I encryption CN-a circID I
i Relay C,{Extend,Node,,E(g™), FLI Request I I
i | TPM 1f
# | N s | I
e I CIEFER 3 Response(F,) I I I
AL L Answer v | I I
™
IRLlay( {Extend,Node, ,E(g" ), FJ
I > Request J I
| ' 0 cpem |
1 Response(F,) , TPM {5 i i I
(ny
e ot s ) ™~
I RACH AL Q Created C,E(g") N
| < 1 |
Relay C {Extended E(g"),H(k)}™ Createded C,,E(g "), H(k,) | |
1=
|
I Relay C,{{Begin (website):80}) . . I
»| Relay C,{{Begin (website):80}}
l - > TCP handshake
I =: I" """"""""" '>I
|« Relay C,{Connected
% | Relay C,{Connected } | elay Cy{Connected) I I
ol > | I
| Relay C,{Date, HTTP GET...) - T g T T TP GETonr) bememmesssseseeeeeenes »l
A HTTP GET
it | | [
=: (Response ) I
I Relay C,{Date,(Response ) } I
I Relay C,{Date,(Response) } I I
I

P8 L Al B A K Y L A R

PR, S 7YX SR B Alice K1k —
A relay extend B8 4145 Node, » H i A1 5 N2
BFEE ¢ T — B R GEA Node,) 1 3 ik
ST A5 PEPPAL B AUAE B W Node, 18] Node, % 3% %
it request BRI S X B B 104 4 P 0] {5
ity Node, J 5¢ & P B 4 22 (8 T 200 60 r?quested
K52 Node, s Node, %t Node, [5G #4705
PEVEAL 4 Node, W AR PEPEAL BEA 38 i 5 Node, K 1%
BPntd answer 45 Alice, 45 81 Alice iZ 7] {5 15 & 4k
TR W Alice $E#E 55 — A fF 1 9
Je 345 s 1 ) Node, b T 0] {5 AR S AT DL o H 2t
SEAE B T2 Node, B Hfilix — 2K 198 T15 £ 3]
— create JARAL T IR IE R H KX 4 Node,. T
Node, ## T — A8 circID I FARIH Node., ()
B, Alice JC B M 18 iZ circID. 24 Node, Y& 3|
Node, i)W i 15 85 » Node, FI'E 5 Alice Z ] i) £
WE YN — > Relay Extended B4 . S8 5 H &
Y4 Alice. BAE , X &5 I8 85323 T Node, , Alice

H Node, R 26 % B 0 Ko = g% % BE % G ff 2
53 R ECHE 2 A, Alice HAF 4R ZE Bk,
A0 YA do JE — Y SN B B AR S A R O FLRZ AR
AAEVEVEAR B9 R ) . 3 ol B G 48 T R AT DA S
IR BRL [0 B 3 DA UE R ) 25 B IAUE. H ) B £ A UE 2
8 Alice H13iE A & 5% 4~ Node 48 F,1H Node A
’ﬁli_%”ﬂl‘/\ﬂﬂ}i'@jﬂ@lttk%% B ) % A UE &
2 Alice f1 Node Bh i 7 — P % 4, Alice X F1iE

Node &334~ % 15 2.

Wt R Tk Alice #0571 — %3] H AR 4L
Bob Iy AT 45 W {5 1) & 44 3% #2 AR N i R i ok AR
U 38 3 w] {5 P TTAS 0 v (BT a5 AR I L
A0 FRI% 1 s BB RT UL Alice g 37 193X 2% AT 45
IR LR S N D SR E I 1Y s Rl ol K =B N7
HETARIE T34 CTACS 1y 0] {35 M F1 % 4 1.

%?ﬁ%ﬁiiﬁﬁi)‘ Alice AR 3 16 A% i 1K
o7 25 B e L T 38 A 1 A5 R A JE A2 2
B AEAR AT AR 0 IS R B e e — Y R
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ﬁg%ﬂ»#ﬁ( Eiu%}:—ﬁ\%‘lﬁﬁ]ﬁ%ﬁ%éﬁg%ﬁ% Nodew, = Node, : Send [ Enoaereys) L*** [ Exodekesn— 1)

S BN E B i AT TE AR R ] I AT SR S 4R A A
SRR € R ON SN 7S S N AN B e e T o LU
w0 2% Bt Bt N H Y Sk [l g #g b, A e ad —
TR — UK, BIIA Alice J5 PR ¥ 2 2
il 5 R EE R 4y Alice 1INV FHAR .
4.5.1  GREEEST
Alice— Node(,,: Request [ Trusted-Metric-Notice ];
Node,— Alice:
Response [ TPM-Metric-In formation (Fy)];
Alice— Node,: Create [C,[|E(g"")];
Node,— Alice: Createded [C, | E(g”") || H(ky) ;s
Alice— Node,: Relay C,[ Extend || Node, | ECg**) || F; 3
Node, — Node, : Request [ Trusted-Metric-Notice |;
Nodei,— Node,
Response [ TPM-Metric-In formation(F,) ];
Noden,— Node, : Create [C, || E(g™?)];
Node,— Node, : Createded [C, | E(g”*) || H(ky) 13
Node,— Alice:Relay C, [ Extended | E(g**) || H(k,) ].

Alice; CTACS i /7. Node, (i=1,2,3,+);
CTACS % i Nul {75 &, Trusted-Metric -Notice
A E R, TPM-Metric-Information (F,) (i=
L2 i MR EERER. ¢ G=1,
2,): Alice 555 ¢ A G000 R % B AT — 2
Diffe- Hellmanig F{E B, g (i=1,2,+): Alice 5§

BT AR EHMNE — 2 Diffe-Hellman 18 F
==

4.5.2 Bttt
(1) Alice & 1% $ ¥

Alice— Node, : SendEE\wpmm [EA\«WAAK@(;U
[ [E.\"Mm\wm 5 EE\'od«Kry(n) [ Data]]]---]1]];
Node,—> Node ), : Send [ Dxodeskey 1) LE Nodekes (1)

[ Envderes L+ LENoaerietn—1 [ Exodgercey o [ Data1]-++ 11175
Nodeq, ¥ HEWCENF R TS Alice 192375 % 4]
fifk 5 5 R LR K BN — A Il A S T
Node,— Node), : Send[ Expacices2) [ *** L E Nodekevin— 1)
[ Exvtereson [ Data 11+ 11175

Bob Dave
&
(S Eiy

SRR PTATC SO
- ®[Nonce,|| PCRsy,)|| ESvucll’:()levy(l]AL )]

P

X BobEAT ] A5 TE VA

[EN,.J,‘K@m) [Data]]] ]:l H

Node,,—> Bob: Send[ Data].

Bob: H#5 F#L. NodeKey (i) (i=1,2,3,):
Alice 5% i T3 B2 1E %, Data: Alice & £
Bob (1) % 4.

(2) Bob KX EE

Bob— Node, :

Node(,, —>

Node,—1, : Response [ Expgckeyon [ Reply-Data]];

Node¢,—1,—> Node, ) :

Response [ Exuerevin— 1 LENoaekesw [Reply-Data J1]3

Response [ Reply-Data |;

Node,— Alice: Response [ Exekeyy LE Nodekey 2>
[+ LEnweresn—1> LENoaekeron [Reply-Data 1]+ 111,

Reply-Data : Bob & Alice A4 5 #4E.
4.6 BIEWLE

2 HARHL Bob K HLIE £t Alice A% 1Y BE
AT AT R fil 2 a9 B s 38 BR AL BObJ‘E
ICSE R T 5 E L 4 Alice B9 7 0] H 75 4H 1B
1M A& %4 Dave, 1] Dave $& i 8 B¢ Alice i H1 i .
Dave B J6XF Bob B A] {5 PE AT PFAL AL 480 5 B A5
FHLRYAETE 8 B il o 7] A5 P AL S . Dave 4% Bob
(38 B3 A5 B 3% [F] Dave PR A7 I T (5 B — &5 & 4
AMC.,AMC Llﬁz@ﬁ)‘il‘:ﬂEIMF,%????@T{*FEM
WA 44 P Alice BT IRIAT A BEAT AT A5 1L VAl 3k
73 Alice W17 A HFAEAE , 24 Alice J2 0% E M 4 M
FL B Alice BAT RFREME /N T R L 2T TRIERT
AMC ﬁ?& Alice WM 2 2415 B B Alice By EEA
By 5 B8 i Dave % 3% 45 Bob, Dave it %% & H
J1 Alice H‘J*Hﬂﬁﬁm’ﬁ Bob #i ) i fix 1 [ 4% 36 B
TR AMC 23 76 R85 1Y 8008 1 Hhid 5% Bob (1)1
HAT N KR L RS 1T O IR B R g B IR B H AR
FHLIY BE 24 P38 BRI K.

AMC

&

@[Nonce, || UAL || Equpoie (UALD] || pz 4r gy o
AT s
- P g B

@ [Inform|| Nonce,]

Ko Ml fR B

A
4

® [Inform|| Nonce,]

BRI
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BB RAIR T
@ Bob— Dave: Request] Nonce, || PCRsp ||
Escererobkes (UAL) 5
@ Dave— AMC: Authentication [ Nonce, |[UAL ||
Esccreorkey (UALD T3
® AMC— Dave: AuthResponse [ Inform | Nonce, ];

@ Dave— Bob: Response [ Inform || Nonce, ].

UAL K Alice B350 H 7%, Inform ; Alice
FEATEMHE K » Nonce : FEHLEUH T80 B & 715
FI)AH L 9 [l 52

CTACS 1 AMC 3 3o 17 4y 7] 5 1 B 5 B 3R
WO 2 P AT S FRAE(E, W o AT N FRIEE 5
CTACS B 24T ] FRAA ] Y L A8 R 2 2 75 Wil g
H AR EHLIE B ] A4 i oK.

W 10 firzs i94T Ry ol 45 R AL b S
J3E A S A I AR 7 [R) BACHE 0 BCRR L O X
PRERAE 1 B2 1 5 AT A 3R S A F5 h has 3 A5 A
He B 58 F AR B AR 5 AR AR O R R R AT
(B 22 A PEVEAS O 5 ] 38000 32 0K Bir A 48 AE AT S 1
A PRVl 2 5 45 ] o 38 0 3 25 A5 e A S A B
XF EARAT A Y B S AT B Sy — D AUE .
AAE R Ry E AR B9 AT Ry R AR A I A i b o 2 o 4
AR B B XF T AR AR 1Y 22 A PRV (R

AL AR 45
AU S (UAL).

Vi AT A

Bl 10 A7 al {5 il B e LA
AMC #R4s Bob 2521915 H &, 3k 4% Alice 1
JEEREAT R AR R A X (D) B

DT

Trust(Bob— Alice) : T\ Xa+ T, Xg+| i= X7,

n

T,,T,, Tyy€[0,1] (D
H o, Trust(Bob— Alice) F /5~ 5& Bob X} Alice 191)f
) 4 1 H 1 R BB I AMC % Alice B47 R #E47 Al {5
PEPEAL 11+ S AUE s T 27 0 2485 BE s A Xt Alice
T B EE R AGATAR ;s T, 2R s B JE m BT Alice
11 B BE AR ATAR s Torn RN PN Alice 55 ¢

KERAE W 2 2 PEVEAS(H . n 2 Alice U5 0] #24F &
Boapoy HMFERESS, H a+p+7y=1. CTACS
BRI, 2 AMC 282 B 4R 15 19 2047 0 R AE
Trust(Bob— Alice) /NFZ¢ 4 TR S B, 0 1 H br
FEHLBE A8 B IE K . Ho Trust (Bob — Alice) |
Se[0,1].

5 CTACS IEZE 4

5.1 CTACS AI{EEZZENNER NS

IR 55 Ak HE A R4 B A IR 5 R e  R]
15 B 24 4 ADUE BRSO H gk A7 5 PE PP A
5.1 BhSCE Atk

Bellare % AAE 1998 4F 5] A I ik W] 4 42 PB4
AL i AR, J5 5k B Canettd 88 AT 2001 48
— Y PR Al F R A 4 (UC) AL A S
R FHZ A A RADE 73 M IERA 4. 2 75 vhoa] {7 TE 44
ATAE PP ISCHY 22 4P AR 56 SCHR X UC R IE B 3
TR 38 o] 41 6 % 4 \DDH iR 15 F1 2 5 X B[]
N X 3 A5 2 A R AT T PRI A

AL fE B A4 B AAIEDPLSE R Dave X Alice 19 5
5 Bk SOV & A5 R B B AiE o Authentication
J& Alice Z1E Dave 1y & 7 4 15V JOF- & 7T E PE5S
UEVH &, » Dave il i 20K B 56 A Alice B 3 & 1
LoV & G R B UE. X T Dave 11 5 5 2 2 AR AIE
B Authentication B2 B Alice H 1F A% %y 1 72
FEARBEEL W, 30 AT DL AR X Alice B iy & 1 7k &
IR R N R iRy S R BSSINTR TR
B ) fd A 0] DUARIE Authentication 5 B 0 F &
PEJT.

N T A B SCIE B 3t 72 78 HEAT 42 4 1 43 B e )
ZHT S AT AE B 4 AR B IR Bl S A iR
PRI R WA R 45 b (5 B AR B P IUAE TR
AR T AR T ST BRI R R

R— 1. SessionID,Nonce,Secret-Value s PK yj..

I—>R: SessionID,Nonce,Rp,u » PKpae

R—1I. M, ,SIG, ,MAC,

I—-R:. M,,SIG, ,MAC,

Hrp,
M, = Nonce, || Certai || Certay || Ratice 3
M, = Nonce, || Certae 3
SI1G, =SIG(Rpue)
MAC, = Hash(AliceWriteMacSecret | M, ) ;
SI1G; =SIG(R pjiee ) 5
MAC, = Hash(DaveWriteMacSecret | M,).
B L AESEEAN P I e T
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S — AT A AE B A4 WA 7 R 1697

FRAE pR B Fes B X AT 7 35 58 HL Z, 2 X
REALp..;~IDEALy,__ k., 857 BPERY IT & UC
LA,

WAL PRI U B B e i — R
BARTIE L WAL R AL Fs,, M Pss HIR 45
H 22 A A A 4 1) FRAR BR B Fce [ B A 385 — 4> By
WL FFUEW IL AR TR A 855K Fs,-hybrid 42 42 52
BT Fuoos I Ps 5 I EATA 5 @ UC L4
HEE M AEM A G F S T 56, HAEB S
BT Z AT Fre. HEEE.

SCHRL20 J1 3R S BL A5 44 1 AR R B Fs, 1 PR
P By 3 20 B L A A R

5|3 1. Sig=(gen,ID,ver)& k[ 19 Jh
WL AT H TR T L Ps Al LA 42 52
W F s s M HALY S 2ol e B AR FETE DA .

5138 2. 4R DDH BB - HAH BN IES
Pede %A, W B IT AE Fs-hybrid F % 43 52
EIJFKE-

WAL I N R TR B A 4 B AR R R P 1 DB
WAL 2 TR IR G B Fs,,-hybrid & B BRI,
H Oy Brab A R0 op (i e ol 2. 4 3 — > BEAE BR B T 1Y
Wit SUFEAD AL AFATAT B EEAL Z #7512 B
S®5H kI # Fg,-hybrid Ti#f7 8 H, I8 &5
S F FrefE Ideal-life "~ gEA7 19 52 5., B R AE o] 25 58
Bl Z.% R REALy i, ~IDEALy <, ¥IRL.

filf FSCHR 20 Jr Al 3 i 0 Hof S, RBAEDT 5
WS AT T AFFE A IRBEHL 27 R HE S H
NI fE Fs-hybrid F #4728 H 5 S & Fye fE
Ideal-life & # 17 2¢ H 0 9 A 7 Z g, H
prob(REALy  H.Z#IDEALy__.s.2) N 1/2 Jil I —
AT Z 0 (AL e IR 2 feE T SCRRL20 ] 4 325 1
X5r4% DA FHEREEHL Z k% DDH [] 3, 3JF 1 6L
A Ep

IS X g D AT AR Y 2 A O AR 4 X
AR UL A D S XA f A Qo M Q1 (Q
QN X438 D [ A B3R5 F 0L Z o 3
S| BRAR AR & PR PR R ME AL B D REAE LA 1/2 in
AT 2 A e P X Qo N Qu L T IX
DDH &7 J& » Fr LA IE. UkEE.

glfﬂ 3. é\ﬂli% Fsz'g‘hybl’id TEI/‘JW}DZ»st?
LRI E s TERSC IR 20 TAL I ik & A #3047
E—A Y H AT AT RN Z K, X
REALHPS.A.Z = IDEALH, oz Y ST, B4 A B i
OPs%&Afi T Fs,-hybrid T I1.

. MR DDH fiik BV AT k] 51 8 3 57,

5|32 4.
L.

. EIRA B Fs,-hybrid T PRSI X
A AL R B Fs, V7 0] 3585 40 S % DR P s i 15 (]
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Anonymity and identity management technologies are
powerful tools to protect privacy. Nevertheless, their poten-
tial for abuse is a factor that hinders the development and im-
plementation of privacy enhancing systems at a large scale.
The past two decades have seen a growing interest in meth-
ods for anonymous communication on the Internet, both from
the academic community and the general public. Several sys-
tem designs have been proposed in the literature, of which a
number have been implemented and are used by diverse
groups, such as journalists, human rights workers, the mili-
tary, and ordinary citizens, to protect their identities on the
Internet.

This paper discusses the requirements of a controllable
and trusted anonymous communication that a large scale ano-
nymity infrastructure should comply with in order to be ac-
ceptable for all parties. The authors survey the Trusted
Computing Platform that is the industrial initiative to imple-
ment computer security. However, privacy protection is a
critical problem that must be solved in Trusted Computing

Platform. Two solutions have been proposed in the specifica-

tion of TPM. TPM vl. 1 is based on a trusted third party,

called Privacy CA. Obviously, this is not satisfactory solu-
tion, since each transaction needs the involvement of Privacy
CA, and the compromise of CA will disclose all mapping be-
tween AIK’s and EK. The solution in TPM vl. 2 is called di-
rect anonymous attestation (DAA) in which TPM can direct-
ly proves its authenticity to a remote server with the help of
Privacy CA. But so far this specification would not hide a
sender’s (or recipient’s) network address (IP address, email
address, etc.) on the Internet anonymous communication
system.

This paper presents a controllable and trusted anony-
mous communication architecure that consists of four func-
like

(AMC), trusted user node list that was downloaded from the

tional modules, authentication management center

server, established anonymous communication link, and
traceable service of malicious behavior. The paper has carried
on the systematization design to these modules, and has giv-
en each module a corresponding protocol. The architecture
can meet the demand of the large scale deployment of anony-

mous communication system in the future Internet.



