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Analysis for Network Attack-Defense Based on Stochastic Game Model

WANG Yuan-Zhuo” LIN Chuang” CHENG Xue-Qi” FANG Bin-Xing"
U (Institute of Computing Technology . Chinese Academy of Sciences, Beijing 100190)
D (Department of Computer Science and Technology . Tsinghua University . Beijing 100084)

Abstract Network ranges can be provided for network attack and defense experiments to simu-
late real network in a virtual environment, and deduct the process of network threats. This paper
presents an overall framework of the network range based on security attack and defense model.
In the model, the stochastic models and game model are used, and a series of security attack and
defense model algorithm and the security analysis techniques are proposed. Finally, the applica-
tion of network attack and defense modeling approach on a typical enterprise network attack and
defense process of analysis and inference. The results show that the model and analysis approach

above proposed is feasible and effective.
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ABRITE s FEICT — A~ W 2% 4L, H A2 1w 3 72
TERS AT 7 3 F ALY 3 72 b K 5T AL R 2% F2 4L
H 2 TE A ORT IR ST A K AL AR AR fin
A4 EPLF) K. BIEHGAR T,

Bkl Wl A EE.

A B IRIRAS  EHOC R B M L BGE R R

- B I

1. MR 24 P8 BUR A BAF 5

2. HERAWIIRARAS Y A

3. While( 28 %% %5 BA B A g 55)

4. WKV AT 1AM A

While (FLBR B8 Ay %5)

BB BAF 11 1 A~ F P AR 5

A LB ) 3 2 1 4 BA A 5

MR AT o5 44 FRAT MR A T He R R 19 5K

WA I T A T 45 150 4% 44 FR OB 0 m A 4 iR

% BAF 5

9. TG A 2 FRAAE M 45 15 4 BA S L)

10. AL W 2 158 BA B 11 3% e 1 & 4 PR
T 9 25 35 %% BR 51 5

11.  WhileGE# & & BAIIA Ry %)

12. BOEBER AT A 1A AL, 4R &I

550 BA 5 5

13, AR B 45 4 2T 0% 45 e 59 M A B E L 18 81 i
TR T A T 55 M O 8 L i A iR A% e 5 R BA
51

14, While G 4% I 55 ¥ BA S Al 5)

15. TR 45 e 55 PR BA B B 1A e 55 5

16. AR I 555 4 44 Bk At 10 T 0 PR L A5 3 e 5

oo ~ » (2]

R T7 245 5
17, TOCHESS 17T A D
18. A BB Y SRR ST £
19. HEH U T RURDR ST R

20, TCHE 25 R AR ATERCER BAF1 B

21. S5 AL IR AR BA B 5

22, g5,

TEYGE B AR ST VR i R Al B AR T 4 BE AL
Petri [0 X o 455 50 14 A iRk 12580 10 2 B8 ol ]
B A N BEDL Petri [, IR Bk 5 10 Mot H bp GRg +
RO MMAZIEERL L T 1T 50l H AR 4 2%
i WA Tl A SO E FE X0l H A B A Ak
Xof H B I 4% FE AL A M

Sk F R R AR AR ST R A R
e Ueite H AR A DU IS5 e AR 3% A BT AT B T
N GETE I B MR A S RS ROR I i I
H R A B R R T 1 WA s o A A
BRI BATA 1A BER AR IE A T DM IEFORAS. Bk
R E.

ik 2 BEYL Petri b Xali LR AR p 5512

AR & PP & T E R

Bt 5L T REAL Petri [ 4 2 7 465 1

1. #IR ks

2. While(Hg it & AR 2855 s BRI Sy 25)

3. BRI
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4. HGE FE B D

5. T 3% T A 32 1 it T

6. Else

7. Gt H L B ks

8. if(e>1)

9. While(k!=0)

10. W1 5ot 43 B, A IR B A8 T 9 A

11. RS AU BRI AR AT 5

12. A R BEIR AT

13. T 2 IR I AR TR e RS

14, TR PR RS Y SR BOIR A A T
A BT T R

15. ks

16. BF—DREW A
17. A G PR R AR S T F0H AR 8
18. AR AT A T
19. AR T MGG A

20, 5.
4.2.3 BB

ik B A m 6 EIEF . BEEREA
n et BERFRZAE m—1 GERAMIE.
B 55 T 4 2k B9 G 55 1 S0 Gm— 1) X,
L A B I 55 PSR Gn— 1) Xom X, R 31
A WG 55 PE A AL B[R] A £, DU 1 RIS IE) AR R
OCm® nt) MG LR BB, W28 B4 BRI Ry m s %
BRI N m— 1, M55 PE AN N . (B3
G EVA k FREACR N 25 08 A B 1 £E it 25
(] BUDPR 28545 s8R mm X ke Bk 5 B (m— 1) X
m X AR 2 m X kX Gn—1) Xm X n; N
FE 1 R B AR OGn’nk) . B2 AT
FRIE— A T EIE RSB B AR ST s Bh ks
BMRETREEZAH w DI A R 2 /)
RIRFE R OCkew) . B 2 B A 25 B2 22Xk X
w, H TEOHT 1S A4 25 18], 0 3500 2 119 &5 R A 2% &
N OCkw). d1 7387 A L B A58 3% 19 52 2% B2 ] LG
4.3 WPEFERMKEER

T4 T BEHL Petri P B B89 (1 JE Al |, F AT
2 H A T 98 2 SR A TR ) [ ML 2 B R
T 7 I B 1 2 O A5 A5 %) R 8 0 43 T O ik
4.3.1 TP BEAL 5 RO 4

EX 3. BEHLIHZE M (Stochastic Game Net,
SGN). —A~FEHLIHZE Petri AT LA —A4> 9 Judl 3
~+sSGN=(N,P,T.F.7z.A,R,U.M,), H

(DN={1.2,.n} £mFP NES. XT]

n<cos X F k€ N, AR o Ak 917 Rhrid
£4 00 A:ﬁg\,Ak,ﬁH ATRREGAMZEE
BES;

(2)P=P'UP*U--UP I BES, EnRIT
RN LR BT N RS PR R AT o N i By ) R
WAT HREES

GO T=T"UT*U---UT" HI7THES . H, T
TR N R AT HES

WDFeTUO BIRMES, Hip ISP XT,0=
(TXP)T, [l PNT=CT HPUT#Z,T H
BR=EE. NF Toe TPUTT, TH 2={y|(y,
D EFFR x MATEES FE. 2 ={yl(y. o€
F}3FRR x MEakES

(5) 7 T—[0, 1 0] DA/ 16 45 5 A~ 5 A a2k
PERWE s F>A YR AL R AL, s A8 3 & A I
B A AR IC A BT 2

(6)A= (A1 Ao =05 A,) 378 A8 3T Wi 1 3 Y
4

(DR:T—> (R, Ro s+ RO T B AU 4
HRE(—oo, feo)ie N HRERENRF A
RIAT R G 255

QU G IR R N b AERDS s, 85 B 250 o8
B0, AR XA R FR AT DLk BRI R AT 5

(DM HPRiRES. X TARiR M e M, ] M, (p)
FREARINTALE p P RFRIC B H H M, R
—~ SGN 41 bR

EX 4. Ehvsk. BPLIZE M SGN= (N,
S.ALF. . AR U M) i, JRy i N kAR 50 66 %L
I AE B B o € A FRIESA YL oK.

EX 5. RuE. X T4 E LT ZE N SGN =
(N,P,T,F.n, 2, R,U M), ¥ T RPN k.ot =
(r(t}) sm(ts) see s (i ) R HHE WS, o 2 () Oy
BN k SEREAT R AR R D) x(P) =

Feipnrhy
1, 1<<|T'. & IN|=n, Bk o= (" s’ s ) K
AL IR A s o 2t R N kB SR

X F ARG Petri I, 38 3 40 535 1 0] 45 3F &
A (1 I TR 38 Ay B ML AR e 30 Ao e 0 R A T LA
AN BUE AR B, BT 3R W& 278 O BB R AT 1Y
WE L IRt AT DL A R I R AR Sk R
i BB BIL 17 2% 1) 2 300 5y 067 0t FRAVT R T 3fe ik S B
L 5 A S WS %t B A7 Sy 1 B i) A S v

EX 6. ZLH R X FREPLEZE SGN =
(N,P,T.F.x. 2, R U. M), i A k (1455 T bR %L
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Ef[)/(%:z/j—'\‘ﬂf] Uk(MosT[):fk(M()ny):fk<M();T[19
e ) HR Lt RN R RS, SR
n+1J0 KB 5 M, o [ 5E 78 A 51 TR 16 191 50
LU M) AT R O Ut (o).

g 7 5 L A AL B S R A B FRAT]
B SGN AR FOAT Ky B 45 o 1 53 20T e £R. 52 PR
B FRATET LA I AR SR T A 1] L T LA R R
Jay e NAR TFZIR 2 mT LA SR AS I 55 (AR Jmy b 3RS
U7 IR AR A B 15 S 2= 55 . i1 TR N2 38
FiE PR SR 2055 28 T A0 B8 5 — 25 19 92 it 4R
W Ry T A — o A s R FRATT AT A X
B — AR T T — AT 6 ) i RO R R A T
Fr i A4S H B AC

ENX 7. F i E 4 LT 25 W (Unilaterally
Competitive Stochastic Game Net, UCSGN). %} F
HBENEALEZERN SGN=(N,P,T,F,z,A.R,U,
M) AR 51 4% 4 6 2 X FAT R SR o o R
iJENHj#i, U GHZ=ZU D B4, bF
U (D =U” (27 B ATTAR A 1 5 4 1 9 1

EX 8. B bEL1E ZE R (Attack-Defense
Stochastic Game Net, ASGN). Xt T 25 & i) F T 75 4+
FENLEZE N SGN= (N,P,T.F,7,A,. R, U,M,) ., %
W2 | N | =2, WIFRZ BB LI ZE 9 T Bis Bl HL 2 ™).

TE 7T SGN i fErp, FA MR — D PR R
 NER SR s i KA B SR 1. X T SGN i) 4
—NALE p AT LR N — DR G ik S
ZE 0 Jay o N Bt 5 B AR 6 BTy, HL B R B A
BT RHEG AT LI RIERR g A= {ar az s sax )
D= {d vdy e ody ) X T B IR — ATk
FTRTENLE p B E b, JF B dod sl B B A Il
RGO SRR EAE p; . IF H IR
TENLE p, QRS EAT. fa 45 R T LA Ry KXL
PRE B S 0 — 25 v ME AT AT Cay s d)) B B

JrszrZ(S_,U(p_,), i

-
o FR I B G R B b 3
PEFT I a0 I ELWT B R . B S S R A
T NTTF UCpo) e 7 46 (0 B p, 10 00 302 PR )
R 0, € L0115k 275 B 41 7 8. Fi LR B 7 T
(1T A R Bk e fr B po g — A | A | % | D, | 4
R I LV R R

(D

dy - d,
Up )= 61.1 7.11 71,71
: : Y
a, Ym ot 7

FAT A B2 1 25 U7 0 RE 4% BRI A7 25 11 Y S mg
= (! (a) s Caz) s Cax ) Al 7 = (i (d1)
mi (dy) ool (d ) REFEAT Ry AR MG R 8 op i M iy
HWRH N E(xl vni) = Z Z miCa) i (d)ry.

Va, €A, Y4, €D,
FATH % AR A A ik Bl -5 B 4 2 2 ) B B
A BUdi AT 75 A O 537 0 SR AT A 7
HEAES Bl A AR A SR N BB A H
Rl foe /ME B G el 4. P Ak B Y SR e AL
SRS R EL X RO (9 97 60 SR s T LA 3o SR A e e X1
R

maxmin E (7} ,7?) (2)

1 2
T T

XSG T LA Bl R S ol Rt R TR

T AR AT AR 7R 0 U (po) s B R AR TR R

T3 53 )R P AR o) A o B %) 300 22 e
U(p,»):m?xman(n} ) (3)

ks T

Wi L 195 28 ) % A AR 55 0 A 1 H B 2 — A2 T
D83 ey 3 SR s A3 1) i 1t = (DA B AR
BB R Q.

m AL S O3 R AT AR T
Shapley 5331 1) 349 i 3 w153 530 1%

Bk 3. HRm R

N BE LT 2 AR Y

R R T = ()

1. WE U={U(p) )5

2. MEAMLE po€ Pl AR DI RHEREU(p) =
LruJs

3. XEAALE p€ PRI RS R MER 1 EE N D
LN < Value[U(p:) 15

4. XA p, € P < Solve U (p) ], HE| T H
N <Value[U(p) ], ¥ p, € P H 1k

5.8t =ar s /KSR A R 2 R R R
Ja N m BT R R g

XETENY R o= (x4 SGN AR
18 Hh AR 3 S AR 23 1) A o B A Al
4.3.2 WP BENLIGIE W AL G 5 ik

A8 5 B Bt AL 1R 2% 0 11 5 SCRRASE Y 5 vk FRAT
AT L3 1 €6 b 3 ST 5 B T 1 B AL 1R 2 T RS AR,
TR R SR 55 S 40 (AR Z i 3R AT A B2 43 BT AE
KA TEZE TR BE T BB AT R XA W 4% R GE 1 R
AT FRATHG HE S A o B B 40 Ty vk DT S R 3K
B T8 2% SR B AL X H A I 25 AR BB 5 A . B
FeFATT A I 5T B By Bl B 12 I 1 A O R

EE 1 A DHEHLEIE N SGN 2 B B Al
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IR X T i € N PR P/ 23 5 3RR s i il Bk 4 AU TR R AR R,

J AT EES 4. PNP#D.

. ARIEEREY. @& PNP =, T
IRZS P oo Tl BERIAT A, Ik, X F Vp, €
P, p, € P IRATHE

[cUpHucU »oInlcU pHU

p,EP p,E€P pJGP’

« U p1I=

P

H TR v O 25T R R ke T G ¢ BT A ) R
&5 H TR A T A AR A R &
ARSI T M 1 £, Rt FATT AT AAR 2 R b A
MO RS HoR IR S A OC. X T b N 1 o
FnHEm  H 7= (' 7t ) F R SGN 3R , Hodp
s by e 7Y F R SGN 1 5
HN @ Z AR R N B SR ] 6 TR A TR
=" 7" ) 7= O U H=U ().
R TR N G B "= 77D 7V =
G ) AR U7 (") = U7 (e ) b 3 1 5
MF.x" =G 27, ), 2" =z, n’lv , %),
U'(xzH =0, U (") ZU (#), 5 SGN H K
I 5% G 2R 9 )& L IR PPV PP~ D

#ER 1. % SGN Jy By BEAL I 3R M, I8 4 =
PHETEE—A p €EP R TIEAM:ps NTV AT H
pi NT,#4J.

IEE. MRPEE R 1w H .

2. MNTHHFENIEFHREM NPT, F.x,
AR UM, | P|<lco, | T|<co,l84 1% SGN 17
TETR A SR T 1 20 - 2 7 SR gt

WL RS BEAL I ZE R E S AT AR
H s M Xf R BERLIEZE (0 T A6 R3S Ty X Ty X eee X
TR Nk BT RS AR P AT LA 3 AL
FH R E, DI AEAE S SGN X7 1y B AL 2% . 1 T 3%
JH BRI B A T pR B AR AR SCHER (33 s 3% BE ML I 95 A7 AE
1B R Mg 1Y Nash S, [F )t i 8 3% Nash 34 5 #J
DA 3] SGN X R S T 1 40 A 14 4.

M ok e BN R AT AR A [6) B 1 e Bl
BEAIL 15 2% P A A e b A 1 3R A ) 5 S0 oL ¥ A A
[Fi) IR 75 G SR AR Y vh A R TR 5 SR T 1 4 A 24 A AR
i bR S5 e AT AT LAy i) A S e B A 5 7 1 A
R BEAL 2R WS RY , 5 3 2 T AY S B AR R 20
B A 4 3R 5 R Tk B D 3 R ) B0 1R R A
AL RS MBS 28

4

= (" n*,

WA T REHL Petri W B0 BERL, B BAT A
Yk W7 AT S 520 5 A [ 4 30 Al 3k

0t < BB BT T 2 SR g A A

1. fm B 1.2 A B B AL Petr 19 /% B0k 152 80 1
ASFE 51 ABCEAT A AT 0 1A 7 B0k A AR 0 BE B 1 g
o AT 5

2. FRAE AT SR A 7 48 AT Ay A ST B A R A Y E L T g
o A2 5

3. NG 3 IR bk B AL R ) A B e gy 2 A S
o IR 7 SR 4 S 5 AR

4. JH A I B AR A A 0 AL AR A AL, AR
SCHE LA 43 BT 1 D) By b 2 R B

5 ETUMEENRESNEAR

(D Bk s
T 1 SR 38 2 Tty 5 0 e — > H AR S it i
WA U MR MOl F AR L B R BB FEAT N 4 B9 AL
IR AT LLR IR R P naae Cal ) PRI X R 28 546 g A5
R 4 — AL ks BT A R RE SO AT O A B A
Ly ] AR 2 40 Ao A 6 o] i
Pk (@) = (Paacc (@1 s+ s Paiaci (@, ) ) s

"
;H\:EFI ’Zpauack(a?)zl’ ltb s Dattack — {pauack (ak) ‘ 1=
=1

Loeeeon ) RE 22 W0 T 12 SRS A5 8L w4 phe 54 1) 119
BB N TN E kAR AR SR KT ATy B0 AN
B MR JE T IO AT Ry 45 bl ok 1Y [l 4 5K [
It 2 MRS AT Ry 2 Y BT RE R BE R iR R T
o LR AR G — s M B HTEALE kAL T
F 3K Fe 2 H bR A B3 ) B AT Ay ) A % AT
LA (535
Panek (@) =P[M(p,)70]=1—P[M(p,)=0]
(5)
Horp  MLp, JFRRTEALE p AL BB IREL p, TR Bl
T NGB E . B P (o) Fm Wi A7 T 25 B 1)
A AR RECR = IR
(2) ¥t Az
X LA T Bk AR R AR TE B AR 25 by
H 7T RE 8 3 B 1 IE T BRI TR SR E SO 28 i
TR AR TEAS SO IRATTRE B0k AR AT H bR N 4
T root ALFRAE Jy BUts 25 i e RS R O i
I E 28 R Ty w] ARG e S 1. X LR I
AR — R Y HA % O AR Y P 2% B L )
B AR A ity B S B R AT T DL =K (6)
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T T R 1 4 4 R
Phi= > Poa(d) X o, (6)
k=1

Fop, P 78 Ui # N B 28 @ BOBER . n 3R
INEA AR T L2 1 R o RN BR AR R A &

AEEEREERE, B o, = 1. Bl B AR 1R 5T

.
kS WlhBAaARA R
A BOBT T2 SR s AL ek B AR R R 1
L BT B GRIGIR& Tl A AR - (H
FRBEA > Bk & 3 root AUPR) ) Ol Zh 52 3 f4 7]
ReE)
1. EuGE B &R A
2. R JH R T AE L ORG 1b BB 1 58 SR s A A
3. MAFLEIRCpi s ) (2s pisr ) s HBE A IAFTE 1 U5 T AN 7T
DL R IR A M BR IR o o) (o i) s 75 MU, A 4R S A8 5 388 Ty
BT WAL 3T, I I R IR S7 19 28 5T 5
4 MERHFEBEHAEMNEFERRWLEITN a5
AL B Y6 R FI W BAFFEBCE KR 47 B AT A W LAE
AT po B op T E A AR S WX AT & 54 b iy
HARIT G INARAC a3 I BT A 5088 % BT A A2 3T AR T . I B 1%
A B c A AE T B 5 A 5 56 IR, I AR ST 4 L D A
KAk i LY
5. BEE p KB H bR AL E L WOk A IRk 8 R B

6. B EFRIN p MG AR NC . p RU0" IR A
& D HWGME R D={p}Up" ;

7. WFALE b€ {blb€ DAb=0},%F b N {M\D} ¥ it
FARI bR 617

8. WA T R BB B R AR b,

9. MFIEE ¢, € {c|c€EDAe=1}4F¥ ", N (M\D} #h
TEECHHRIR ¢ “B 7. D="b,U "5 UD;

10, T AE 9 iRl T BB P A S 1E 0 ¢ s

1. EHE L 6~10 ik . H5] DE D;

12. Bl d, €{d|dEDN d= ) Jyite 5 AR A T 1 b5
PURSFED ] A5 8 2L P O ik B A 60 B 6 BT A AT AR I
AT

13, %} BF A AT RE R Tty BAR B B ARAT 4 1~5 AR,
AT LA F) AR 46 A7 7 10 T RE T B

(3) T o isf i)

Yk B X — A B AR 500 1 RO B AT
Sk Jr s BEFE 2 0 B Rl FR AT AT LA (D &
SGN 5 7Y v AR 1T ) 4 i
TH, =2, PIM A N

MeH

Hob o H Bl 25 A AR IC 2B B » Awa 2 BUT 2 3T 19

ST 3 AR ke ek e R ] T L GE e 5 C8) 35
1
TH ek

B BV FRAT A @, o 02ROty 2 AN 22 %
RGURE RAEARAT B, B, 78 SGN KR 2 ik
BN B M AT O Y R B AR G AT O B Bl
HBE AR B AR AR DL AR T AL LR PR B 4 H) SGN A5 7Y
A LA b S e B A A AT O L — OO A
i RE & il id 2R B AT o R 2 A MR B
e & BIR BT 9 H AR, SO T S i i, 255
ANTR R Bt F AR BT i o 18 A [ Mool i L R 1 A
PRI A R BT B AR 19 20 7 3 - 4 BT X — H
WA n ARG 2 BRI R R 2 LR 2 m
Wi A7 o B ATT AT A58 3k 3 58— H b -7 1
Ty 1 1) Ay

Tana(‘k - ( 8 )

2 ZTﬁnack
T:iflkfl (9)
n
Hr e RREEME EAFBEATH 1 RRAH
14 il s 22
(4) JfE 55 775 1

TR 842 b JATTAT LLAS 3] — R A 56 H AR
ARG VLA 3 Wty i 0T BB . — O TR T B A
A B W BERERE L o5 — 7 TR T 5 % 0 A
RAMILE R F I EZ R, AT LUE S5 4
— A 119 32 B BT R HE R I 4% 1 A A g 5 7

JE BRI IE T
Bk 6. WG R HE Y

A - SO IR SR AL, Bk AR

B T RE R AR T 1 P 2% S B HL G S M A

1o T 53 e By 17 2 5 o A Y e RS R A I 45
BRI B m

2. 57l BTl B AR P B T AR G (1P

3. bR TE R Bl B AR R Y TR — 1 R (TP (L, e
n) s/ /P ] — 5 AR RS A AR i R 4

b AT = >

5. e 5 P AT X R 21 T T

W PR B AT IR AT A T A B AL
8 5 K — A 3L 50 H bR W25 H 1) g 55

6 NMAXRBIESH

T FRATT A R Al 1 2 A D S H A BT
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AT T4 Hh AR Y 55 03 A7 7 3 92 B 22 Bl 0 AT R 1E
LRI T IEAT . HARMI A A4 A5 F Cn e 2
JIE 7 ) T 53 Shy A1 1 245 60 DA 758 1) 2% 7 AT 4 ik
A LA 2 S X P % R Y A S it ok X B
AP T Web i35 i B0 R0 AL 1 28 3 1Y A
L B AT Sy 52 L A 0 2% T A LA B
e o [7) I Aol 19 265 m s 2 3 He Bl i AR I i 4

HFRRRE.
8 S
% Hostl (IP3) Host2 (1P4)

Attacker (1P0) I

<

Webservgr (IP1)

“ nternet ’

Firewall (1P2)
Bl 2 SEE0 H bR 4 ST Al
HR A 25 2 5 v o0 15 A 55 3 4 D45 A8 55 Y 1) 4
R S W 48 A AR B A IR IR 1~3 Fiw.

®1 RERBEER

WA A MR 55 Jifa 555
1PO Unknown Unknown Unknown
ServUS5. 0,
1P1 Linux {tp, database
Dvbbs7. 0 sp2
1P2 Linux telnet Linux7. Otelnet
sshd buffer overflow,
1P3 Linux ftp, ssh
ftp. rhost overwrite
ftp. rhost overwrite,
P4 Windows ftp, xterm

local buffer overflow

x2 REBFERER

w1 W 2 Ik %5 AR
1PO 1PO any 0
1PO 1P1 ftp 1
1PO 1P1 database 1
1PO 1P2 telnet 1
1P1 1P1 any 0
1P1 1P2 any 2
1P2 1P1 ftp 1
1P2 1P1 database 1
1P2 1P3 ftp 2
1P2 1P3 ssh 2
1P2 1P4 ftp 2
1P2 1P4 xterm 2
1P3 1P3 any 0
1P3 1P4 ftp 2
1P4 1P4 any 0
1P4 1P3 ftp 2
1P4 1P3 ssh 2

2 i 2010 4F
*x3 WHER

} uik K RN

Hesite fin T T
ServU5. 0, Overflow ¥y 1PO 1 3
Dvbbs7. 0 sp2 Injection X i 1PO 1 2
Linux7. 0 telnet Overflow ¥  1P0,IP1 1 3
sshd buffer overflow Overflow Zd;  1P2,1P3,1P4 2 3
ftp. rhost overwrite Exploit I iff 1P2,1P3,1P4 2 2
local buffer overflow Overflow ¥l  1P2,1P3,1P4 1 3

AR RS B s 1 M 2 AT LIS
S AL Petri [0 B ALY, JEAR 4 4 X155 S 80004 T
P A B A& 3 i 2 A A BE B 2%
B, Hoop PO R UG 7 B Pios Poss Pus 40 B R R
IP1,1P3 1 IP4 B root A FR A Yr i 25 4R 15 A 45 sl s
B S IE AR AR root AR G At T LA #EAT A
5 57 WS HE W 48 W T . DoS I i 25 4 Fh I B s
HefERRmeE 4 prs. B b a2 T RoR —
ATCEAT R T AR FRATTRE IR B AR A 5 %)
{18 B[] A 3 R 455 A — A B ) A8 5 R R K AR I i
MR AT e ) A KL & g WKAE MR PR
i 4 TEREAL Petri P2 AR b g | A 14 250 F 1Y) 4
i IERI L 3 R R E RS AT
Bt R . FLARKHE WL 5.

P03 o U A BE AL T 28 ) A5 2

R4 WENABNEEMENPEENS X

& B

Py ity #F AL F PO, W 48 4k F IE %R &
Py Uik #H B 1P, 3543 guest AR
Py Ui # B 1P, 343 root AR

Pas Yo # WA 1P2, 3543 root AR
P, iy F A 1P3, 3545 guest BLFR
Py, Yo B WA TP, 3K A% guest AR
P B # WA TIP3, 3543 root AR
Py Wi F A P4, 3K 4% root ALKR
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RS HEANABNEZFMELGTINS X

R6 BEAAENEEMELTTING X

E3is (R RS fThJiEm A q

AR i (LB A q

r T r us

tw1  Overflow i  IP0—>IP1 1 0.6 3 0.1827 tan 4 93 1.0 0.4 2 0.0001
tooz  Overflow Wi IP0O—1P2 1 0.6 3 0.1827 taz1 R BuR 1.5 0.6 3 0. 9999
tin  Injection i  IPO—>IP1 2 0.3 2 0.6346 Larz 7 B iE 1o 0.4 2 0. 0001
toll Overflow ¥ IP1—1P1 1 0.9 3 0.9139 tasz A BuRi 1.5 0.6 3 0.4024
o1 Overflow iy IP2—~IP1 1 0.6 3 0.0001 tast et e ) 1.0 0.5 1 0. 0001
Ly Injection ifi  IP2—>IP1 2 0.6 2 0.2937 tan TEA T EAG 0.8 0.7 1 0.3671
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Network security is a rather important direction with
many significant scientific and practical issues in the world,
which is due to that network at tacks, are increasingly preva-
lent. Since it is hardly to build a completely secure system,
how to quantify network security become more and more im-
portant. Network ranges can be provided for network attack
and defense experiments to simulate real network in a virtual
environment, and deduct the process of network threats.
Most attempts to validate security mechanisms and strategies
have been qualitative analysis by showing in the network ex-
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ing methods in security evaluation. The authors’ main objec-
tives are to provide methodology and techniques for quantif-
ying network attack and defense.

In this paper, the authors introduce status and evolve-
ment in the study of based-model analysis techniques of net-
work attack and defense. And they present an overall frame-
work of the network experiment range based on security at-
tack and defense model. In the model, the stochastic models
and game model are used, and a series of security attack and
defense model algorithm and the security analysis techniques
are proposed. Finally, the application of network attack and
defense modeling approach on a typical enterprise network at-
tack and defense process of analysis and inference. The re-
sults show that the model and analysis approach above pro-

posed is feasible and effective.



