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Trust Degree Based Inter-Domain Routing Mechanism

TAN Jing LUO Jun-Zhou LI Wei YU Feng

(School o f Computer Science and Engineering » Southeast University s Nanjing 210096)

Abstract  Current inter-domain routing does not verify the reality of the received routes, it may
cause the large-scale spread of false routes. To filter false routes, trust is introduced to inter-do-
main routing and an Trust Degree based Inter-domain Routing Mechanism (TDIRM) is proposed
in this paper. The main idea of TDIRM is computing the trust degree of candidate paths and se-
lecting the best path according to the trust degree. In TDIRM,Some ASes are selected to build a
Chord ring for publishing and acquiring trust information of routing. ASes that can detect the
false paths publish the trust information in the Chord ring, and other nodes can obtain the trust
information from the Chord ring, compute the trust degree of the routes and select the trustwor-
thy route information to distribute. The experimental results show that TDIRM can filter the

false routes timely and improve the trustworthiness of routing.

Keywords trustworthy and controllable network; inter-domain routing; trust degree; Chord ring
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Improving the security of routing is of great significance
to the further development of the Internet. Two common
ways to solve this problem are security protection and anoma-
ly detection. Security protection is limited to its high cost and

anomaly detection usually cannot be deployed globally be-

cause of some reasons such as privacy. This paper proposes
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to share the detection results of different detecting nodes by
trust degree and improve the trustworthiness of routing glob-
ally with low cost.

This work is the fundamental work of building Trust-
worthy and Controllable Network (TCN). TCN is proposed
to address the challenges on security and management of the
Internet. TCN can reduce the load of routers, simplify the
control and management of network and improve its security.
In the previous research, the authors have proposed Trust-
worthy and Controllable Network Architecture, a control in-
formation description and processing model and a resource
control model for TCN. As the cornerstone of network, im-
proving the trustworthiness of routing is an important step of
implementing Trustworthy and Controllable Network. With
these issues in mind, a trust degree based inter-domain rou-
ting model is presented in this paper to improve the trustwor-

thiness of routing.



