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Abstract Heterogeneous wireless network integration, typically 3G and WLAN integration, is
an inevitable trend. Security is one of the major challenges which heterogeneous wireless network
integration faces. How to integrate the vastly different security architectures used in each access
network and unify user management is to be solved in urgent need. To achieve the security inte-
gration of 3G and WAPI based WILLAN, a USIM based certificate distribution protocol is pro-
posed. Two security integration schemes, i.e. , loosely coupled and tightly coupled, are presen-
ted, which unify user management of 3G security architecture and WAPI, and realize WAPI
based network access for 3G subscribers and identity privacy protection. The entity authentica-
tion and anonymity of the certificate distribution protocol is analyzed in CK model, and the re-

sults show that the protocol is provably secure.
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<
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The integration of heterogeneous wireless network is an
inevitable trend. 3G and WLAN, two important technologies
for providing wireless access services, possess complementa-
ry properties in terms of coverage and data rate. Therefore,
the integration of 3G and WLAN is the most promising one
and the focus of both industry and academia.

Security is one of the major challenges which heteroge-
neous wireless network integration faces. 3G and WLAN
face distinct security challenges, each has addressed security
in different ways. UMTS achieves network access security
using the Authentication and Key Agreement (AKA) proto-
col, while WLAN has two different security architectures,
i.e., IEEE 802. 11i and WAPIL. How to integrate the vastly
different security architectures used in each access network
and unify user management is to be solved in urgent need.

3GPP TS 33. 234 has defined the security architecture of

3GPP I-WLAN, which adopts the AAA and EAP technolo-
gies as the two glue components of the interworking solution.
The EAP AKA allows the UMTS AKA to be performed be-
tween the WLAN terminals and 3GPP system. Tseng has
proposed two USIM based certificate distribution mechanism
to achieve unified user management for 3G and WLAN.
However, the existing schemes are for the security integra-
tion of 3G and IEEE 802. 11i based WLAN, the security in-
tegration of 3G and WAPI based WLAN remains to be
solved.

To achieve the security integration of 3G and WAPI
based WLLAN, this paper proposes a USIM based certificate
distribution protocol. Two security integration schemes,
i.e., loosely coupled and tightly coupled, are presented,
which unify user management of 3G security architecture and
WAPI, and realize WAPI based network access for 3G sub-
scribers and identity privacy protection. The entity authenti-
cation and anonymity of the certificate distribution protocol is
analyzed in CK model. and the results show that the protocol

is provably secure.



