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Abstract How to implement an efficient and secure search over encrypted data is crucial for the
security and practicability of trusted database. Different with current encrypted data search over
static bucket method, this paper proposes an adaptive encrypted index (AED) based on the distri-
bution of encrypted data and users’ accesses to achieve an efficient service-oriented search over
encrypted data in trusted database. By analyzing the user accesses’ effect on search efficiency,
AEI implements an adaptive division on encrypted index based on service features, data and ac-
cess distributions to achieve a better search efficiency. Moreover, this paper implement encrypted
data search in trusted database by AEI and do some experiments to evaluate its performances.

The experimental results show that AEI is more scalable and more efficient than others.
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attribute op value 25 P20 B L AL A SO

(6)

8 AT RO R R T T 1) IR 55 1) 19 365 L 8 SCROHE A i) O 1 1329
11 Rk,
3.2.2 attribute op attribute 75 i

EFXTINSE & Pk /) attribute op attribute 3%
N TR A A5 R T SR A R R B
SO 2R B S AR 0 25 7 i AT SR ek g
TER 3 Fs iR BE R A F1R B 1Y salary &
BB, B P kil Al salary = B.salary
I T H0H0E JE  A Fi A RTRE A0 o O ) B 2H
Bk B 45 % 7 g AT O U 46 (0K, 20K,
(0K, 15K)), ((0K, 20K), (15K, 30K)), ((20K,
40K), (15K, 30K)) ---, I & Xt attribute op
attribute ZERIEE ), AT A5 B Sy i E ik R 2o U8 )
SR T2 B R AR O,

\ 13 | 21 | 10 | 23 15

0 20K 40K 60K 80K 100K

(a) AR SCHAR 7> B

1 13 1 21 1 10 1 23 15
0 15K 30K 55K 75K 100K
(b) KB SCHR 7 B

Bl 3 WEBIEE attribute op attribute B 5 B

WICR ] — MW R 5| 7 R AMAL aribute
op attribute #). Ny REALE AU . AET R A &
VH) R SR B X 2 E) A A R G S T A
JE PR IR 2 6] i 56 L B 4 8 BN 8 v B A 20 B
FHES AHBE AL FIE & 4 FPAHXT O R,

J& Pt dik Ja P a3,
Ja PEOE K JB PR $5K
(a) HE KR (W FIAZ KR
J& ka1, J& T a i35,
J& LD 5 JB PEb R I

(o) BEHERFR (d) EBKAR
B4 @ kR e &R

w4 " A R BR M E R
Range, (Lower, . Upper,) ¥ Range, ( Lower,, Up-
per)IrA S AT R

(D) Set,—, = (Lower, smin(Up per, , Lower,) ) ;

(2) Set,_,= (max(Lower, , Lower,) ,

min(Upper, . Upper,)) ;

(3) Set,~, = (max(Lower, .-Upper,) Upper,);

(4) Set,—, = (Lower, ,min(Lower, ,Upper,)) ;

(5) Set,-., = (max(Lower, ,Upper,) . Upper,).

PR AN 7 B A8 1 %5 SR 1 A ) BB W] I A Bk
SAFHES WE 4 ME KRR R A Set,, F
Set ., I TG LB THEG L.

X —AS attribute op attribute 253, [ Set, —,
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;%ﬁﬁl\»ﬁ??%%ﬁ?ﬁ#ﬁiﬁ%ﬁ%ﬁﬁfﬁ%(é%ﬁ id Name | salary id Name salary
FEERILE 2 WA B AT < b 0758 o1z | Tom | 75K WL | Apple || 50K

. IS 013 Mary 60K 002 Mary 40K
Sel‘u‘f::/; *I] Set!;f;m I:P E/‘J %‘iﬂ:éﬂ/‘fjﬂ%%ﬁﬁﬁ D‘—EAEE E/‘J ’ ﬁﬁ 014 ]ohn 50K 004 ]immy 60K
Set,—, il Set .., W15 & A AT BEVE L. AET 31 &l 5 fr 015 | Jerry | 65K 005 | Michael | 50K

7N W T W S BUR T R i DR X 2R A ).

TEM RG] H L5 1 Ha sk T % OB A T8
B4R o 1 T IR R A R X [ L 5 1 R G —
ARG XM R E A LA 1 R TI T
fi#t LBR Set,—, T 55N BT AT B ds A i, T HAS &7
A AN W6 LB iR A R T T S AT R A 2 SRR
FIRARAL Ser,—, X 3881 £ 1) PE BE.

(1) attribute=attribute £ if]

£ XF tablel. A = table2. B 2 M) ¥ VE, £E Set,_,
DCIE] b B2 SC s Ik A R g 1 SCRHE o B
A.Range, ,+* yA.Range, 3t b Bt , BB & A % X ol
AM, %, &1 B f1143M B.Range, »+++,B.Range, £ [
Bt B &% ot B.M, 4L IERVE I T4 8 R
H ) Ser, ., X [] 7 A= AR A 32 40 20 (7D B .

P=1—— H

DV (AM; X

i=1

>

AM; N B.M] E3%)

H

B.M,)

=1—— )
DU(B.M X > AM,)
i—=1 B.M; ﬂA.Mj;in
e D> B.MA D) AM B IX K
AM; N B.M, # B.M; N A.M, #J

TFET AM, R B.M, 1 35 X3, Bt e e 45
FHFIEE S 7E Ser, -, X)L CRIE PGB 19 — K51 &
A7 AR T 1 42 SCEICHR 3 B dal 4y, &l 5 () | (h) A4~
SCY B 25 DX TR AH R) L AT AR AS B A 1) A i) M R L it

FHERIFE Ry P=1—H [ (3 AM, X B.M, ).

AP=

(a) & A G R (b) % B R IH %

A.salary(H 15, A.salary.Set,
50K 70K 100K SOKLPOK 1863K1970K
19 14 8
30K 50K 70K 50K 55K 63K 70K
B. salary{H 1% B.salary. Set,_,

(o) {HI K R (d) Set,_, % SCHH 7 B

etuple | Level_1 | Level 2 etuple | Level 1 | Level 2
1110+ | Sety~y 0100+ | Setp—,

0010+ | Set.—s 18 1100+++ | Setp—a

1011+ | Set,—s 14 0101+ | Seto—s 14
0111+ Set,—y 19 0110--- Set,—y 19

(&) Ausalary MGOMBRNE 3B (D Busalary W% 8 4 Bt

R_id | esalary Min Max Joincost
1 14 50000 55000 4
2 18 55000 63000 2
3 19 63000 70000 null

(g) A.salary 9% 5]

R_id | esalary Min Max Joincost
1 19 50000 55000 4
2 14 55000 | 63000 2
3 8 63000 70000 null

(h) B.salary %% 5|

K5 Xt attribute op attribute W% H & NV % LRG|

T3 A 5 R 3 A e A £ WOR— ok % SR
3 BN Al RLARAT g5 b 04 D0 A ROR L B[R] st x4
JEYER S J A OB o BEtEAT R 23 R v 5 9
A I 1 SRR o BTy SR R ) A7k 85 SCoT 80
WA AM; S AM,;, s B.M,,  B.M,,  HE il or Be i
DUARTR] DA BF R A AR A DL AT

X B.M; ) H @

RO ATk FE R G A M, X B.M,, +
A.M, X B.M;, 5 K %5 3 Bov vl LA AR 75 58 4 7 {1
PSR . 2 A M, =AM, , B.M;, =SB.M, ,
M AM,=—a)A.M,,B.M,, = (1—B)B.M, , fif
A.M; X B.M;, +A.M,, X B.M;, = (a+f—2a) A.M; X
B.M; ~A.M; X B.M; , A L& 90 R 5| 241 % 3C 57
BOBUCH b E R G R BB K B &1 T
AET 26 %5 ek (0<<a<<1)#H A.M, X B.M, i K1
5 SCHUHR Ay BOS VR S Ak 40 43 H Aw AT RLSR AR 5 K Y
ALROR. B IRE BT  85 300 BOW e PR 58075 iy Bk

(A.M,, X B.M,, +A.M,,
k

k k
(DJAM, X B.M, ) X[ D)AM, X B.M, — (A.M,, X B.M,, +A.M, X B.M,,) |
i=1 i=1

Pt a XXk AN ST AL T B K 1Y 2 S04 Bt s TR I e
b NI T N5 I s =4 g B v N |1 = £
OCaX k). k55 4 v A Ak 43 B 36 48 B0k 2 DL 430 ik
1, 3% BUR PR R 3% B 1 A AR Joincost J2& W5 %5
SC i M S04 B 55 A7 4% SC oy BORE G 9 I 1 % 3C
T PR

A 2 (8) AT s 2 A 36 9 45 BH % 2 5 F P 5 1)
WL, WA T Z L Uilal 5. [ b F s
T BfR % Set,—, LI ITA % LU, N T ARH A
TH P 5% A 1, AET 535 i &5 00 ateribute =
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FRAE AR RO P BRI T 1 AR 55 A9 19 O N 4 S o A ) vk 1331

attribute W55 — > 0] {5 F 7 o 76 ff 9% o 8 FE Al
SER T A S B R A AR B Ak B A

Bk 3.
&% 3. attribute A=attribute B &5 )
Bt .
B8 r B/ DT B List_buckets , T Rl 43 % 343 BT
IR 55 %% o <

1. if (& V3 client 5f— KA ] attribute A = attribute B)
2. RS R ) client KRN Ay List _buckets 353K 5
3. while B3R [ %1 4345 K, List_in fo){
4. while(buckets=list_info.next() ! =nulD {
if (buckets A LAIEATRI43)

c-oab ¥

L OB i e 2 30 23375350

2. while(buckets(A,B) = list_buckets.next() ! =null) {
3. forGinti=A.Min, temp=0; i<=A.Max; i++)

{

4. PL i AE A 43 Bt ni 4 45 5

if (A,.size<r or A,.size<r or B,.size<r or
B, .size<r){

6. continue; // A JE 5 /N TG 2H 0 5 14

7.  Velseif (A,.size X B,.size + A,.size X B, . size >

(2]

temj)){
8. temp=2A,.size X By.size+A,.size X B, .size() ;
9. divide_point=i;}}

10. if(divide_point==0){

11. list_in fo.add (5% 3L 43 B AN g
12. else{

13, list_info.add (% 30y Bex R 05 80 5 )
14. }Return list_info;}

WL 3 Fm , % 7 Sty e B BT A R R 40 % 304y
BT AT AL B, U Set, ., XI5 Z 1k D) Range
W) 7 35 ) 5 6] 52 2% B ol O( D) Ramge). i R 55 4
Uiy g 2 T 3% 5] Y ] A 9% SC 43 B X T 4 i AT A3 B
e LSRRI 4 9 S48 B X I TR BB D Size, M
TE R 3 5% S 43 B I Ak 55 4% i 1Y B A) &2 % B Ry
O(D>] Size). VWi & 1 % SC TG 4L MLBE N Size, I
Size, ,1E Set,—, T8 FH) " HBE LB N b T
SCPL % AEL R 51454, 55 4% I o 50 7 BEAE 6k
O(Size, + Sizey) 1Y P NN 5 B H 7 B f B G &L 5
Ce) (D), A 5 ZE A7 A 28 1) R 515 B &l 5
(g) . (h) o A BEHE A R 55 2% B AEA8 T 85 R O(Size, +
Size, +2k).

(2)op N BN B attribute op attribute
R

AR 5

X T tablel. A op table2.B(op R“>7,“<”,
=T =) AW RS TE Ser,— X TE] B AR DL
Jic 3R 1] 45 5 AT A A Ser, ., X 8] 45 2 A9 1 BH %
L RSB RG] ERA BN S
B 3 » VAl /0 508 73 B 22 SO a5 51 R 1 R i
BelE. BB YE AL B TE Set, -, X [0] I #5443 B A [H] (1)
kB A E T SOTAE BN ALM A B.M L KT A
ANT BB ERAE A B PR A O T A AR TR T T G
WFFE tablel . A<table2.B W £ , % Set,_, X [a] I
SRS % SCoT A H 2% MR PR a0 R .

P=1—- H

Z (A.M, xﬁ]B.Mj)

R A, B RGP @ A5 SO
oy Bt AT X 43 43 B B 8 SRR o B ot A1 %k
AR AM.y A M., F1 B.M,, , B.M,, , W& PH 14 2%
AL Bl an R TR,
H

AP(S = k k -
DV(AM, X > B.M,;)—A.M,, X B.M,,

9

t=1

(10)

H
L

D1 (AM, X > B.M,)

13 (10) AT 1, e A.M,, X B.M,, e K 1% 3C
Kot o3 BEat A 30 o3 w] LA RS B4 19 U0 AR OR | [) 2R
MR AR R KT AP f b B SRR
A.M;, X B.M,,.

¥ EH| AM, ,A.M,~A.M,, B.M, ,B.M, ~
B.M; WA AP- . AP- ~A.M; X B.M, , A Iz 55 &
BIE e B AR M T a Xk 41 A .M, X B.M, f K (1%
SCEE 73 BOMAE S A F AR 04 F AR 128 4% 583 [R] B
FANFTE 1, MR 55 s v (1 6] ] 52 A% 2 OCa X R).

HI TR T FN T HEBHRAR B AL ) E 25 1 9F A
FRTR] o 8 A T A ) S e A A R 55 R e IR 55 6 i
TOSRRAE S W interval WHR T /DT I A L
1,545 94 Prop- Ml Prop— (Prop- + Prop. =
D% 5 v A8 R 3 % 30 0 Be X ik % Prop. X
(A.M;; X B.M;,)+ Prop- X (A.M,, X B.M,,) it X
SEVE SR T 1) 8 SCOBUHE 43 B 43 s R 51 4 Btk
PSR W S AR ST 3 I [ 1 i) 2 2% B UL AR ) L AR 4y
AR IR.

4 RN RERD

4.1 FLWIZE
WICRH JAVA JEF Totem 4% S2 P T 1 9]
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Bl

il 2010 4

L
&

11255 B4 0 %% 4 A iR D7 vk AEL# AEL D755 equi-
depth, equi-width™ | QOB F1 STBucket"*! £ fjj %%
B % 3o B W) SRE R AT X bE L HE RO ) S 56 B
35T B A SR BH PR R REL AU SE R AE — B XU
2. 1GHz, Wff 2GB 1y PC HL 47, S285 b AEL 5%
T2 T8 i R B P A ) K B — E 8 SORE o3 BURBUS
W as REE T, Geit & R TE /K8 10000 25 1
A TR T R A SBPH R L L S B AR .

LIS 50 >R 3 b AN ] 00 45 90 4 - (1) i 5K
[1,10000 JARM U(1,10000) 3 45) 4343 AL 10000 11y
BROBAREE s (O I -0, +oo] EIRMN0,100%)
1E 240 A BU J5 #LASE 10000 (9 5048 425 (3) UCT 11
A A B 5 O Fp A5 AR IE 4 L S B
4.2 attribute=value A EH LI

RS UL S B0 I AN (7] A 1 0 3 4 X 4% o 4% S8k i
AT IR 2 R (D) 2 v {E IR O i M B
Sl LN BB ALY & 43 A 0 P A i) 5 (2) 25 IR B

F1 EUERSHIEE .
SEEY T RN v 7 R P (B B P X (LD L (2) R AR
- AET %50 KU 4 B 10 e/ oo 41 5 3 I8, B A HE IR N(50,100%) TE 2804 A5 140 5 51
intervaly AET 3% F (49 %) 4G s 18] 1] B 5min St UCT #4852 1) {8 IR A N (5000, 100%) 1E 2%
Bl 4y 5 % 0.3 > > R K T
: Mo R bl G CIDEE TR E SN R
1.02—
1.00}
Fo
2 0.98
£ .96
E
= 0.94}
gl o Qg /cqu@—zlvidtlh
0920 AET/p Pt
x AE1/STBucket
0-90750 150 200 250 300 350 100 150 500
Jin Bl o3 B
(a) U(1,10000) ¥4 4=
11—
1.0} L0} s—s——s—s
0.9p 0.9}
@ () gt 0.8}
= =97
=074 = 0.7f
£ 0.6} 31 0.6F
&= 0.5t = 0.5}
=04 =041
¢ 0.3 o AET/equi-width ¢1 0.3 © AET/equi-width
0.2k ¢ AEI/equi-depth 0.2 ¢ AEl/equi-depth
o1t AEI/QOB oahe AE1/QOB
|| x AET/STBucket | x AE1/STBucket
0700 150 200 250 300 350 400 450 500 000 150 200 250 300 350 100 450 500
o0 H s 4y B on Hois o3 B g
(b) N(0,100°) #i4ii 4k (e) UCTINR £ 42
Bl 6 FIME S5 attribute= value 218 PP L5

DSZ B8 K4 T LA & B, 1 F AEL Al STBucket
Xt attribute=value 2% 7) % SCEUHE 5 BRI 43 06 0%
— 30, DRI 1 A ) B 1 R B T IR XL T
5 g LR SCE I T I AR 2 A i (IR 2 A
O3 AT 7 A 28 BRI o0 A CER i A X5 29 43 A D 2
] 6 Ca) s £5 T 285 SC 5 B A 1) 5 125 19 25 1) 0% A0 2.
1115 25 504 43 A R0 & A= B AR Jn P 6(b) L (o), AET
SO oy BT s BA A 0 A W PR RE L HLBE A $R
4 Be B 1S 0 . AET fig 55 47 1l 3 1 7 A i R
Por A2 Al ARG HAF i A e RE. NS ER 45 R A
SR FCE B N N (0, 100%) 43 A3 I, 72 %% SCE 8

43 BOER 500 1H 0L T AET () 25 11 BH P 28 29 24 equi-
depth I equi-width #9 10% , QOB 77 ¥ 19 60%. X}
T UCT $dis 0 & 24 5l 2 Bo g b g, 2% F 5 i
18 A5 AR FH P 38T B R R X1 Bl A % S0 B
3G N . AET J7 ¥ 0 Ak A PR SR B8 B 8L 7R
Gy BBl 500 B AET (14 25 i) 5 BH v 258 A By
L2 5%.

TER 7 Ca) v, RS £ 488 475 98 IR A X 59 93 A1, 24
FH P A WA 5 p s AETSE 25 AT LA 4 1 3 7

@ Statlog (German Credit Data) Data Set. http: //archive.
ics. uci. edu/ml/datasets, html
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1.0

o1l = AELQOB

3 0.7 1
4; 0.6 1
,é._: 0.5 1
X 0.4 E

o AEI/equi-width
0.2f ¢ AEI/equi-depth

x AEI/STBucket
0 100 150 200 250 300 350 400 450 500
o B oy B
(a) U(1,10000) $e i 4
1.0f 1.0
0.9} 0.9
;-
5 0.7 : 50.
¥ 00l o AEI/equi-width || M
H 0.6 ¢ AEI/equi-depth ; O'?
= 05 a AE1/QOB 1 = 0
2 0.4} x AET/STBucket | g 0.4 ]
ﬁ oah o3 o AEI/cqui-width |{
0.2k K 0.2 ¢ AEI/equi-depth |{
ol o o AEI/QOB |
: . x AET/STBucket
0 . T .

1(.)() 11.30 2(.)0 2:.30 %OO ?50 400 450 500
o Kot 4y B
(b) N(0,100°) Wik 4E

0 1(‘)0 1.%0 2(‘)0 2\‘%0 3(.)() 3:‘30 4(‘)0 450 500
Tz Ko oy B s
(¢) UCTIIA 4R

B 7 FIMMEIES S W attribute= value 75 1 i FHPE R L 56

AR AL A R BH R 2 HoA He 3 Fhor ik
1 60%. MH P AERARMNB S A B/ 7(b 5
6 (b)Y AR HE AET J7 32 1) Al B 14 258 1 B 0 34 5 Jon 1]
2 REE BT A R AR AL TR 7 (o) UCT K
BT AET £ 3f) J7 vk 2 A B 4F i A i R0E B
Wit & 3 SCRUE 43 Bt s m AR BH M SR (B 2 B L R
A A & B L R B T UCT 3k 48 550 8 RS 45
/N o BE G B SCRUIE 53 Bty 8 %85 S0 Bl B I 3 SC
TCLH BTAR D o DT A5 45 b 25 36 5 125 10 A B P 3 R A
i 15 AET J7 247598 BAT S5 e 1) A 1) 8086
4.3 attribute op value ZKB &6 LI

KA. 2 5 o I A A S A B A TR AL S
B AU LI S AR P R AR A A LA AT (>0, <7,
SR BT HOOR BOR A L BT & AR R R AR R
MR E, LR 5 R K 8 F 9 s, 5 attribute=
value B L), TE attribute op value 25T A if) F
AEI 1 STBucket 1 EA A7) 1 25 i 1 FH 1 e b RE.

& 8 rh iy SEBR 45 2R B o SRR A P A i O A
HI MR NS4 59 53 A B 2 ol e 3 O 0 R PR 232 R B0
M. YRR B I TE A5 A3 A1 B AET 5509 1) i BA 1 32
2520 QOB 5 80 % , M %t F equi-width Fl equi-depth
T3 AR PR 258 R Al SO B % SC G B ) 38 Jm B o B
Y B S BRI 2 AT LI AR 2 900 L Y TS
XU A 72 UCT B £ B T . AET Jiik iy £

PR B 2R 5 5 B equi-width, equi-depth
QOB J7 i1y £ 80% .30 % Fl 45 %.

M P AR E IR AN IEZS 2 A B 5 K] 8 (a) SE 5
SRR AL 18 9(a) W] AET J5vE BAA S 47 19
JAE RIS O A A B BH PR SR B N e 3 F
X B 7 i 25 B0HE I P A ) AT IR AN E 3 4 A B
AET J7 % 19 & W R FH P 3 B A equi-width, equi-
depth F1 QOB J5 #9220 % .40 % F1 60%. 1 UCI
AL T AEL J7 32 09 2 1 % FH 2 2% 45 51 1
HE 3 My kg 35% .30 % F 45 %.

4.4 attribute=attribute KB A 6 LIF

AET Jy i v I FH 6 902 51 45 74 16 Ak 2% SC s 7k
Z (R B A R A AR TR T AR L S 50 X 4% SR M T
(1 attribute= attribute 5 R P PE 38 2 58 17 1F
fili s SIS Z5 RANE] 10 s,

MM IR % SO B e 2 IR BEAT A R R AR
BF 5 PR A~ 5 SCJE 1 91 B8040 T IR N 38 5 43 A (&L 10
(a)), AEIl 5 equi-width, equi-depth #1 QOB fj #r
R RBOM 24 . 1 STBucket 75 30 25 1] 43 % SCEL
it o3 B 7 A2 T R 1 3 Bof B S 5 B0 X
attribute= attribute )7 5 27 18 1 VE 10 Y R R 3
. T Ja P A AN B A\ 34 5] 43 A i (B 10 (b)) ~
(e))  AET J5 i R 0 0 47 ) 3 o7 1, A i i PR Pk
FWY BT HE 4 MR ITE.
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Fou|
=y
Fal
=
’e__’—f 0.8
z'; o AEI/equi-width
0.7 ¢ AET/equi-depth
o AEI/QOB
© x AEI/bTLuc ket
100 150 200 250 300 350 100 150 500
s B 4y B
(a) U(1,10000) $fhi 4k
Lo . ] 10f e ]
0.9} /_6_\’/\ ] e 09 ]
2 07f 1 ¥ 0.7 1
0.6 1 0.6
;J% 0.5 % 0.5
=04 =04
%1 0.3f[ o AET/equi-width £ 0.3t o AEI/equi-width
0.2H ¢ AE1/equi-depth 0.2H ¢ AET/equi-depth
0.1HEAEL/QOB o0.1}| P AEL/QOB
: XAEI/STBuCket XAEI/STBuCket
0500 150 200 250 300 350 100 150 500 0700 150 200 250 300 350 400 450 500
Tn s B oy Be A T ol oy B
(b) N(0,100°) Jll iRk 4 (¢) UCTHIA i 42
K 8 EIMEIYS 54 attribute op value 25 )R FHME R 256
1.0
0.9 o AEI/equi-width
0.8 o AET/equi-depth
= o AEI/QOB
0.7 x AET/STBucket
0.6
05
X 0.4
; 0.3
10,2
0.1
0900 150 200 250 300 350 400 150 500
0 g oy B
(a) U(1,10000) #4ii 4k
Lo 1.0t
0.9 — 0.9}
o o AEI/equi-width | —
E 0.8 ¢ AEI/equi-depth | 'g 0.8f|o AEI/equywldlh
27 o AE1/QOB ] = 0.7H° AET/equi-depth
B x AE1/STBucket BE )62 AEL/QOB
3 0.6 - 3 VP[x AE1/STBucket
Z 05 i = 0.5f
B Byl
= 0.4 = 0.4
¥z 0.3 ¢ 0.3f
0.2 0.2}
0.1 0.1}
0960 150 200 250 300 350 100 150 500 0900 150 200 250 300 350 400 450 500
o Eo i oy B oz Hds oy Bk
(b) N(0,100°) Tl 4E () UCTIR Ho 4t 4

K9 AAME IE S0 A8 attribute op value £ 1R BH P 2R 5256

LA AN [ 5 SO MR BEAT SF A A (B 10 51053k ARG i DR T SRR 23 A RS B ki oy
(D~ HEENTTENADE OB IEREE2Be WRARE IR AL I 5 P R PR R IR AT T R A 4R
Ko #RAAR R A7 AR 3 SCROs B Bk (i 2 PSR U JE B I ik A A R 20 K 9 A
W RBITE SRR EJL i AELR T AEM R F 50%.
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%55

(=]
o0

o AET/equi-width

¢ AEI/equi-depth |{
o AE1/QOB
x AET1/STBucket |/

f=]
(=2}

R B 1 2 Le

-

100 150 200 250 300 350 400 450 500
T B oy B
(a)U(1,10000)=U(1,10000)

1.0
09k ° o AEI/equi-width|
1 a o AET/equi-depth
- 0.8 o AEI/QOB I
So7 x AE1/STBucket |
%_; 0.6
=05
B 0.4
ﬁ 0.3
0.2
0.1 o
0760 150 200 250 300 350 400 450 500
s B oy Bk
(c) UCI=UCI
0.8
o AEI/equi-width
0.7 o AET/equi-depth [
o o AEI/QOB
& 0.6 x AET/STBucket |{
N
0.5
ol
= 0.4
o3
=
¥ 0.2
0.1
0

T00 150 200 250 300 350 400 450 500
Jone Hd o) Bk
(e) U(1,10000)=UCI

1.0
0.9 o AEI/equi-width ||
- o AET/equi-depth
=08 o0 AE1/QOB '
50.7 x AET/STBucket ]
¥0.6
§0.5 S ]
£0.4 X = .;
%o‘z .
Yo.2 S
0.1 )
0900 150 200 250 300 350 100 450 500
o Bl oy B
(b) N(0,100°)=N(0,100")
0.8 ——
o AEI/equi-width
0.7 o AEI/equi-depth |{
o0 AEI/QOB
0.6 x AEI/STBucket [
ey
0.5
fosal
50.4
nx G
Eo.g
o2
0.1
0560 150 200 250 300 350 400 450 500
n s K oy Be A
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vider. The database service provider maintains the database
and executes the business operations on the enterprise data.
The DAS model relieves the enterprise from heavy database
management task and makes the enterprise focus on its core
business. However, enterprise putting its business data on a

third party will take a great security risk. The secure prob-
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lems seriously restrict the development of DAS application.
So, a trusted database service is significant for the DAS ap-
plications.

The trusted database mainly emphasized that even if the
database management system is in an untrusted application
environment, such as the untrusted DBA., storage media
theft, hacker attacks, can still ensure that the stored data is
secure, Currently, many researchers have done meaningful
work on trusted database. The divided buckets method does
not need server to decrypt the data on it. It keeps the data
privacy to the third party database server. However, existing
methods use static bucket divide method which cannot meet
the demands of data update. Moreover, the searching effi-
ciency of existing methods is instability, while the user access
is in change.

To address this issue, our paper analyzes how the data
distribution and users’ access distribution affects the en-
crypted date searching efficiency. Moreover, we propose an
adaptive encrypted index tuning the encrypted data buckets
based on the data and access distributions to reduce the query

false positive rate and achieve a high searching efficiency.
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This project is to make a research on building a trusted
database system in an untrusted application environment.
Several papers have already been published under this pro-
ject, mainly on the encrypted data searching, trusted key
management, privacy protection, and so on.

With the former work which is mainly on the trusted da-
tabase architecture, the work done in this paper further give
an efficient and secure encrypted data retrieval methods
which is useful and significant for trusted database applica-

tion.



