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Abstract  The purpose based query technology is the basis of the privacy-aware data access con-
trol in relational databases. Most researches focus on how to effectively build a purpose based pri-
vacy-aware data access control mechanism for an independent privacy-preserving database system.
However, with the popularity of application integration and data sharing, how to merge the pur-
pose based access control mechanisms in different applications and systems becomes a key issue.
To address the problem, this paper presents the purpose fusion based privacy-aware data access
control mechanism for the integration of multiple applications and systems. It analyzes the poten-
tial leakage risks of privacy-aware data due to the fusion of multiple purposes, and evaluates the
leakage risks of nodes by considering a merged purpose tree as the risk purpose tree. Then, it
split the risk purpose tree into a risk balanced purpose tree with the privacy degree of 0 for all
nodes, and a set of risking paths containing the nodes with non-zero privacy degrees. Therefore,

a query can be answered by checking the risk balanced purpose tree and then the risking paths,
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thus safe query results can be obtained with minimized privacy leakage risks. Three sets of exper-

imental results have been given in this paper: (1) the query time comparison between different

purpose based models for a same user and query; The RPPAAC model presented in this paper

does not lead to a larger time overhead; (2) validity checking for the RPPAAC model in terms of

the disclosure of private data; (3) the comparison of execution time for purpose fusion in different

instances. Different from related works, this paper considers purposes as the carrier of privacy-

aware data, the paths of purpose tree as transmission channels of privacy-aware data, and by in-

troducing the public risk and the hidden risk, it evaluates the potential leakage risks of privacy-

ware data during query answering, and presents the purpose fusion based privacy-aware data ac-

cess control mechanism for integrating multiple applications and systems.
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BEGIN

1. DO WHILE 1<<i<n

2. j=1

3. DO WHILE 1<<;<<m

4 IF p1lil=p2[j] THEN //F % ptl, pe2 455,

eayisE ARSI SO €Tk S

5. Ali]1=D1[JUD 2[j], pt3[il=pr1[i]
6. break
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7. ELSEIF pl[i]=Parent[ p2[j]] THEN
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9. break
10. ENDIF
11. j=j+1
12. ENDDO
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14. ENDDO
END
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4. IF pt3[k]=p1[i] OR pt3[k]=p2[j] THEN

//HE prl B pr2 PAEFEUCED pe3 B0 45 5

IF ALpt3[k]]#A[pt1[i]] OR AL pt3[k]]#
Alpe2[j]] THEN //35 45 55 4 I Hi )5 1
WL g A ARk, WIS prohr,r
8 pr(pe3lk]) s hr(pt3[k], r(pe3[k]) =

pr(pt3[k D +hr(pt3[k])

6. ELSE pr(pt3[k D) =0,r(p3[k]) =0//# 45

MURRL B B T AR A R 4 S
B ALy 0

(&2

7. ENDIF
8. Break //#kZEVCHL pr3 BT — 445 s
9. ELSE i=i+1OR j=j+1

10.  ENDIF

11.  ENDDO

12, (=1+1
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[ 485 7Y B0 0] 43 5 AR [l 2h R 1 = { p-id, orders,
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and facilitate the data exchange and business cooperation.
Privacy-aware data access control is one of the key tech-
nologies for privacy-preserving database systems with broad
applications in medical care, finance, and social insurance,
etc. Traditional works are mainly concerned with privacy-
aware data access control in an independent environment.
However, the fusion of purposes from multiple sources is
still a problem to be addressed, especially in the scenario of
system integration. In this paper, the authors analyze the po-
tential leakage risks of privacy-aware data due to the fusion of
multiple purposes, and present a novel access control mecha-
nism, called Risk Purpose Based Privacy-Aware Access Con-
trol (RPPAAC). Using node split, RPPAAC builds a risk
balanced purpose tree with the privacy degree of 0, and the
mechanism for storing the risking paths. Experimental re-
sults show that RPPACC can reduce effectively the leakage

risks of privacy-aware data during system integration.



