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Abstract  Camellia is the final winner of 128-bit block cipher in NESSIE. Most of the previous
Cache timing attacks on Camellia are all based on timing driven model, our research shows that,
due to its frequent S-box lookup operations, Camellia is also vulnerable to access driven Cache
timing attacks. Firstly, this paper provides a general analysis model for symmetric ciphers using
S-box based on access driven Cache timing attack model, points out that the F function of the Ca-
mellia can leak the result of encryption key XORed with expand-key, and the left circular rotating
operation of the key schedule in Camellia has serious designing problem. Next, this paper pres-
ents several Cache timing attacks on Camellia-128/192/256. Experiment results demonstrate: 500
random plaintexts are enough to recover Camellia-128 key; 900 random plaintexts are enough to
recover Camellia-192/256 key; also, the attacks can be expanded to known ciphertext conditions
by attacking the Camellia decryption procedure; besides, the attacks are quite easy to be expand-
ed to remote scenarios, 3000 random plaintexts are enough to recover Camellia-128/192/256 key
in both local and campus networks. Finally, this paper discusses the reason why Camellia is weak
in this type of attack, and provides some advices to cipher designers for hardening ciphers against

Cache timing attacks.
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S,[P.@®KE, ,DKE.,1"S,[ P ODKE, ,DKE; ;"

Si\[P{@KE.,DKE;,]"S.[P,OKE., DKE;., ]
S;[P\@®KE,,®KE;,]"S,[P.BKE,; DKEs.; ],
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$2°S,[P,DKE, DKE; ,]°S;[P.; DKE, , DKE. , ]
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S;[P,DKE, ., DKE; ., "S,[ P, DKE, . DKE; , |
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128 fiAF e C= (K <<<<0O)P (K, <<<15),. 4 T
BRI TR BRI K E
K, %% . Searching K, (Sk,O).
unsigned char Kp[128], cTemp
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{
Kp[0]<i
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{
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{
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Add Kp to Sk

}
W RS B 2 AT AR R 2 A Ko AR A TR
BLLe B0 T B 2 T B AR B ME— 1) KL {H.



7 OB AR % . Camellia 15 ] 9K 8l Cache 1115 2 o #F 5% 1159

4.3 WEXW

Fefi1 4 64 {1 AMD 4b B8 % I %f OPENSSL-
1. 0. 0-beta3 1§y Camellia 52 B 47 T 5 11 3K 3)
Cache 1 i 35 7 5 % . 3 i ¥ Bef o1 A A2 il 3 3 71
RDTSC 84 4R BUR G B b A LK i B 1] 285 £ 55 30
)« Jon 2 Dy fig 2 3 3 2R 4 07 00 A OPENSSL & o
PREORIEFTI B 2 45 T — 4> KE,OKE, % %5
TR R A A RREA & (9 0GR, T Bl 400 4> FEA
AW IKE —4 KE,OKE, %5575,

230
T

BRI R )
Ul >~

O = DN WO

0 50 100 150 200 250 300 350 400 450 500
FEA

Bl 2 KE,@QKE, BTN EPAE RS PR E (NI LR

3@t XF Camellia B 4 #3470 FIFH 4.2 3%
Ji X B AT R HEAT A A AT i — 215 3 128 fi A
B SEIR A5 R R K 2 500 A BE A R AT g
5252 Camellia-128 %4H.

5 Camellia-192/256 4 &

Camellia-192/256 1% ok #2 [5] Camellia-128 &
AL s A 5] B 3 S b Camellia-128 Z 38 F T 6 ¥k
R 1 W FL/FL ' k. Camellia-192/256 1
BREAP A Y L Camellia-128 32 4%, Xt Camellia-
128 B AHY R 1% 51 43 B 5 ik 9F AN iE A T Camellia-
192/256 ,{H iX I A~ 7% bk % Camellia-192/256 B b
Camellia-128 44>, & M 45 i £ X} Camellia-192/256
(14 5 BT RS2 56 5
5.1 86 #®IWEH

M 3. 2 35 Camellia F %07 [0 8655 Cache
B} T4 o5 A 780, Camellia-192/256 §i 6 48 T oF 45 5 40
7 3 iR,

#& 3 Camellia-192/256 B 6 B IFHLE R

Jinag gt ik 4 1

1 KE,@KE, | KEIOKE; (K. <<=<{0) D (Kp<<=0)1)
KE,®KE; || KE;KE; ((K; <<<0) g D (Kp<<<0)g)
KE,®KE; || KE|DKE, ((K; <<=<0), ®(Kr<<=<15)1)
KE:®KE | KE;KE) (K <<<0) r ®(Kr<<=15)k)
KE/@KE; | KE\AKE;3 (K <<<{0) D (Ka<<=15)1)
KE;@®KE || KEsDKE:5 (K, <<<<0) gD (K4 <<=15)g)
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internet, find out a common side channel analysis and attack
framework for different cipher systems, make some break-
throughs in both methods and theories of side channel attacks
so as to built stable foundations for the further innovations.
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formal security model for cipher under side channel attack is
analyzed, it”s hopeful to evaluate the security of cipher under
side channel attack quantitatively and propose corresponding
countermeasures so as to prevent this type of attack. This
paper is an important content of Camellia block cipher Cache
timing attack research, the experiment results show that Ca-
mellia is vulnerable to access driven Cache timing attacks,
both the F function and the left circular rotating operation of
the key schedule has serious designing problem. Experiment
results demonstrate: 500 and 900 random plaintexts are
enough to recover Camellia-128 and Camellia-192/256 key,
and the attacks can be easily expanded to known ciphertext
condition by attacking the Camellia decryption procedure and
even remote scenarios, 3000 random plaintexts are enough to
recover Camellia-128/192/256 key in both local and campus
networks. Finally, the authors analyze the reason why Ca-
mellia is vulnerable to this type of attack, and provide some
advices to cipher designers for hardening ciphers against

Cache timing attacks.



