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Abstract  Hash functions are widely used in business, military field etc. Among them, MD-fam-
ily Hash functions are the most extensively utilized hash functions. Therefore, the attack to MD-
family hash functions has important meaning in theory and in practical application. Since professor
Wang proposed differential attack algorithm and succeeded to break MD5, MD4, etc MD-family
algorithms, this algorithm has been paid more and more attention. This paper takes the tunnel
differential attack algorithm to MD5 as example, improves the tunnel differential attack algorithm
to MD5 proposed by Klima and analyzes the feasibility and technology request of differential at-
tack algorithm’s implementation on GPGPU. Its CUDA program run on the GeForce 9800 GX2
platform and can find a pair of MD5 collision in just 1. 35 seconds average. Through comparing the
software implementation on PC Core 2 Quad Q9000 (2.0GHz), we can get nearly 11.5 times

more cost-efficient by the implementation on GeForce 9800 GX2.
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Background

Data integrity assurance and data origin authentication
are essential security services in financial, transactions, elec-
tronic commerce, electronic mail, software distribution, data
storage and so on. Cryptographic hash functions are utilized
to achieve these security services. The purpose of a hash
function is to produce a “fingerprint” of a file, message, or
other block of data. A hash value A is generated by a function
H of the form h=H (M), where M is a variable-length mes-
sage and H(M) is the fixed-length hash value. In a crypto-
graphic hash function, a message of arbitrary length padded
and broken into blocks is input sequentially to a compression
function which converts a fixed-length input (current mes-
sage block) to a fixed-length output (hash value).

MDS5 is one of most widely used hash function. Howev-
er, in August 2004 Wang et al. published their collisions for
MD4, MD5, HAVAL-128 and RIPEMD. Later, Xiaoyun-
Wang and Hongbo Yu presented the underlying method to
construct collisions using differential paths, which are a pre-
cise description how differences propagate through the MD5
compression function. Later there are many improvements.

In recent years, there has been significant interest from
both academy and industry in applying commodity graphics
processing units ( GPUs) toward general computing prob-
This trend toward general-purpose computation on

lems.

GPUs (GPGPU) is spurred by the large number of arithme-
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tic units and the high memory bandwidth available in today’s
GPUs. The computational power of GPUs is growing at a
faster rate than what Moore’s Law predicts for CPUs. With
the introduction of native integer and binary operations in the
latest generation of GPUs, we believe many cryptography al-
gorithm are ideally suited to the GPGPU programming mod-
el. But efficient parallelization of MD5 collision algorithms is
particularly challenging on a graphics processor unit (GPU)
due to the need for massive control flow instructions such as
those generated from if and for statements which can signifi-
cantly impact the instruction throughput. In this paper, the
authors avoid this problem efficiently by unrolling the for in-
struction, utilizing branch predication technology and trans-
forming continue instruction. The CUDA implementation im-
proves the efficiency of MD5 collision algorithms by a factor
of 11. 5 compared to a standard CPU based implementation
and can be used in MD5 collision algorithms which is based
on Wang’s. This research is supported by the National Nat-
ural Science Foundation of China under grant No. 2007B74
and the National High Technology Research and Develop-
ment Program ( 863 Program ) of China
No. 2009AA012417. The purpose of our research is to ana-
lyze, utilize the GPGPU in the cryptography field and get
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