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Abstract  As a mutual and essential technique in many online network operations, such as traffic
monitoring, stateful firewall, intrusion prevention, network address translation (NAT), load
balancing, etc. , network traffic session management serves as a basic functionality to track, ana-
lyze and process protocol interactions, endpoint behaviors and communication content. In recent
years, with the P2P (Peer-to-Peer), VolIP (Voice over IP), streaming media and other new appli-
cations having been springing up everywhere, network traffic and sessions have led to an explo-
sive growth, so how to achieve efficient session management become a challenge. In this paper,
an approach of parallel network session management, PaSeM (Parallel Session Management), is
proposed, which introduces a lock-free session hash table structure, several parallel processing

schemes, and cost-effective parallel lookup and management algorithms to achieve high speed and
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conflict-free processing of large numbers of packets and sessions. Based on the queuing model of
G/G,/n, and M/G-+D/1 with exhaustive service and multiple vacations, the performance is ana-
lyzed and evaluated, and the quantitative method for the relationship between packet and session
arrival rate and parallel processing unit (PE) number, the task queue length, storage overhead,
condition values of other key parameters in the steady sate. Experiments show that PaSeM has
high parallel efficiency, and the theoretical and experimental values agree well. The performance
requirement of high-speed network can be met: the average parallel packet processing efficiency is
close to 1; when the number of session management unit is 4, the parallel efficiency of session
processing is 65. 4% (that is, speedup 2. 62); when the number of session management unit be-
come 8, the parallel efficiency of session processing is 48. 3% (that is, speedup 3. 86). The queue
length and its skewness are in reasonable during peak throughput. Garbage ratio of the session

table is in a relatively low level (experimental result is less than 9%%).
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A (5 BA S CR,IEMAE : (@) CR K E R T n v (Y
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HRTET 1 BHEEHE T (b) CR BAFI AL 5 2K
7 T SR BRI, B MM PE @254 e 4b B CR BA B
() MSG,. 315 5 5 (¢) MM PE 4% H A SR A1 o
BOE IF 4k B — A4~ MSG... 1 . N1 45t st 8t
UEHA.

. SRATRGIEE IR,

MR R TR WA TE — i m A (2<<m=<
n,) MM PE @ {9 3 136 3, 1189 CR AFI#R 2
i« B4~ MM PE #§ K 2y 12t (8] 1) 26 3% v & 0 A 9K
MM PE ) CR PAFI &k ik MSG,. {5 B 1m0 i A S5 f5 R
B FEEF] MSG,, 4 BRI MSG,.. 14 21 i
B A ny, F it A 7Rt # o MM PE 4 A G
HEAFEHRA. ¥ PE, NAER 2 ¢, i J5 — A i A%
FRRAER MM PE, & iF A S FF R AT & G — R
SR, AFVBUGE MSG o, 15 BB Z1 Ky 27, PE, 3]
Wigs PE, )54k, €3 A SR RE B Z18 o,
L=l

H B E (D) FI (o) T, A AE £, 1 %] CR, Ol 28
i, PE, A fig N SR, A3 1 BUE — 4~ MSG.,.., 1 B
PEATALHE. o e w2 06 2 VA L 1, JIX TR, H
CR, W5 AE 1), »t, JIX 6] P 4 SEL TG 5 0] PE, 5k A BE
TE ¢ B 20 5E NS5 R RS 2 MM PE M SR BAF1 Hf
E—A MSG,.. 16 B #4712 #L 3] 17 CR A 51 & 3%
MSG,, 5 2 e ik ] () T BRAN B R 2y 008 T /1 T,
(T,.<T,.HIT,/T.] =7, —4 MM PE # CR
BAF K ik MSG,,, 18 B 1) I a] ] g 2220 T, AT A

CR, K <n, [t —1,) /T, ] <ny 7
GXH t,—t,<t,—t,<T),).
IR &M O F &, A S A 5481, UE5E.
4.3.3 CM PE 5 MM PE [8]#5 H Jf

CM PE 5 MM PE X [] [ # 77 75 XF 23 7 1 5%
FER MRS BT O TR ST B 2 4l A FIUIN B 451
b P E S R R A A FLE 1 A IROT
PRXT T CM PE G #) Sk Ui AT — I 2 55 3R 45+ 1) 58
BAE.

R MM PE(E F) ZIES R id 5% A 1 C Z[H]
BA—DF RS IC % B W R B3 A 1Y Neat/
reNext TFE (B C iy#bhb) . 2R J5 5 7R T35 2%
B HIEA B Y Next/reNext 7B, FE 5" i
FIEAN B ik A A 1) Neat/reNeat “FE. [
YR 235 d ok A C Z B &ifid ok B
. EmYe Wi B B9 Next/reNext 7B (B C B Hb
IO VRERE”RFRAHIERMES A AW
Next/reNext FEk.

PE AN #E N E 2% T i B 23 18 90 s B R L AR v
g —2 CM PE IEFE 5 B (9 f5 B (I #8 if) 5%
FeF IE A 2B L i fE B B [0 0 f5 A7 4% 1T RE A7
FE— S8 I 17 B 19 2 SCE A AL B 5E. S T
AN W6 R TR I B 0k AR RO . B O R R
JeBT I AF A2 0 sk R 2% oh XA, 9 LS BN
FEZS ] A 28 Hoh i B0 8s (B 4E Next/reNext
FBO MR B YR B 25 10 5k [l 28 v (X st
TR T ¥ 25 FURE B0 A7 25 8] (44 S T 45 ik xd
B {1 [a] B4 H L 95 22 (1 B I L 38 B 4 3 90 SR el i 2%
MK/ B S, An P 3 TR {45 23 T s [l
Wb X o —HARE A S, A B 23630 % . AT
TRIUE B Bl [l 05 A 4 B 20 9% 5 3 o il kR RS
TS EBE S & B8 M 2L & CM PE Ak B 4
SCHY AR 45 ) AR O
4.3.4 EHEM MSG,.THE

PP 38 TE AT 45 AT I S L & CM PE 5§ MM
PE Z [0 525 4 Bas E AR R TR R 8= E R
) MSG,., 1 .. UDP = ICMP 454 j%& 4% {5 . TCP
e SC T A A UE Iz T SRR A W] AR AR S AR
SC5 R 1) JE 25 4 30 2 1) #1358 B 3L/, MM PE
AR BB g 25 0 e s IF 8 JL4E A OE 1) 45 05 il SR B
&, N 580 CM. PE 3 25 &% 2% H1 [F] (1 MSG.,.., 15 B
% MM PE. iy FHUFIE 195 # 5 & HfE— , 8 =
S MSG,.., 15 B AR 8K 2 4% B8 J5 OF 28 /1 [A] — A4~
MM PE 4k 2. 25 It, MM PE 7 % 7€ &b # & 4~
MSG,... 15 B HTBf N — T B 2 b2 15 8 A7 76 X 1 1
SRIER MR C & AE N E FEE I MSG,.. 1
B TR S IO R BRI A ST IC R RE R KR,
PR b 7 23 8 B TR Y 3 A T DL 220 AN

Ty — 5 T BT i S0 4 R S0 ) A AE
WA B AE A% L 2R 50 58 LTS I 45 1% T SR 1 LA,
PR b 2 1) 2 1) 97 o 3 S 43 fih & B Y MISG,.,
HA.

4.3.5 @ikl

B FRAT AL BRAER 2377 2k g SC I A0 )3 42 il ] A
TR UE A ARV 00 2 SO T — B 7E B R
25 IE i PaSeM ¥t B 45 3 35 4 SCH RSG5
WIT A B Phelist 5 3 b S5 175 2305 10 5088 058 B
o T B K i SC 38 4 T Ak 1l 55 B B b 3L A
T AR TE 7E 3 A4 B BE v 2 38 19 3 SCUR . 7 PR GE AT
S5 PAT B BE, T CM X i AR SR B FCES 11
SR o LR T AT 55 A B AT B HLAT o b
PHAT 43 S 1) B ) FF B e 3 3 b A 38 50 )8 T TR —



1202 iH+o;

Bl

e 2010 4E

L
&
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4.4 HITEWEE

SAGRMIFATERBIEWT.

Bk 1 SR ARk

b BEF KA, L. HORKE

R.key: 2xifid st iy FK 5 BK B

1. forall CM PE P;, i=1,2,+,n

2. MBAST RR AR — A4~ ¢ PK

3. j<h(PK.key) % L
[/ ERT R T PR key 248 SCIY 6 HES

4. for BUHIHH bucket[j IH R4 18 1E % R

5. if (R.key=PK.key) then

6. 48 R.Wliock 81, rs<R.Recordstate

7. if (rs=WORKING) then

8. B3 R.Sessionstate, R.Timestamp,

R.Agetime

9. else if (7s=CREATING) then

10. ¥R PK #ii A R.Phelist 55K R

11. endif

12. Bt R.Wliock 4

13. if (rs7 CREATING) then ¥4k XX 4 )5

2k (9l 5 A B ik 3

14. exit

15. endif

16. endfor

17, if (FE bucket [j ] o 4= A8 206 7 19 25 3 30 %)
then //missing

18. k<—j Yon, / /B HFIR X R MM PE 455

19. A% SR, &%k — D& j M PK 54
MSG .

20. endif

21. Endforall

%4> CM PE ABAFI] RR A BCHE 91 3C, R 36 i
TR G B A A 9 23 5 2R A0 2R A 3 i b Chitting)
UK e 3C A2 45 i Akl 55 B B AR Al 25 0 SR Y
Recordstate 7 B AT A [F B9 &b B, 24 Recordstate
HNYHALF-DELETED” 5 “FREE” i}, £ B{ f MM
PE IETEAT B & £ 56 MUIZ 23 5 30 5% 9 M R ] 0
Y (B AP U TR eI 3 €7 B T I N 1 B e
IR 25 5 3] CM PE [ $h 47, 00 50 % ) 26 ik
(missing), ] CM PE [ %t B B9 MM PE & i%
MSG,. TH B+ BIHE VG BB 19 25 35 30 5% % CM
PE 2 [] (¥ £ ) 2 /F 7] LA 58 2947, CM PE 5 MM
PE Z [A] L %A B AR #Y 55 325 )@, 28 PE Af
PASS HOIFAT T ok 5 3 T AR, B A i*IEF’ U B

SUICF AR S MG E B DL SR SCHE R Phelist
I A
4.5 SERHHITE

MM PE ?“Hﬁﬁcf‘a&ﬁ CR A (g 9 Ak 3 5% BA
ST MSG. I B R Ab 3 SR BA B (B ¥R
AEH 1 A MSGo 1 B B G AT 7 3% Il (B 3 2
T2 B LA B 2 e ) B B IR TR T
BT,

Bik2 SERINBEHAL.

R: MSG, 4 B 46 1n) 09 23 15 1 5%

J v MSGi, JH JEL It 48 18] 14 5 1] 23 7 10 s e 26 CHR 4D 119
58

1 forall MM PE Q;, i=1,2,+**,n,

2. while (BAF1] CR AE=)

3. MBAF CR, HBUE — A MSG i B

4 ¥ oiFid 3 Rl ABIIAN bucket[j 119 58 %
kAR

5 endwhile

6. if (JA%) SR;3E=S) then

7. BRI SR; H BUE — A MSG e, TH

8 AT 221510 3 19 G 12 AR I 4

9. else

10. PAT A 2 78 2 N B [0 it B 22 35 e S
BAE

11. endif

12. endforall

MM PE F| H1“ 23 H” i [|) 59 1 & 1155 19 &30 1
K 2 A BR Y FT B 2 Tiomestamp >
Agetime) Bl Recordstate Jj*“HALF-DELETED”
23 T 0 5% DA 2307 2R Hh I B3R o O il 81 T i 2 o X
R T — Uk kg B Il A 4 T B 0 kL EE L ok S
CR 1 SR BAF % 2B T 4+ AT 45 5 — U4 H 10 O A
NS ). HeHh Ry T 4 8 A 1l A AR | ke A A
T 20 1/O Ui 8, Al R BC— 7 1Y O) 37 4 i
R E MM PE 9 #f — i 23 7% F 38 19 & /) 1 [a]
[i1) P& .

4.5.1 BB IN iRl *

FE 2 TE R PRI — 235 10 % ¥ MBI 1E 10 R
] P 4% 215 10 SR BE 3R 1 3 A B AR L 75 2240 I e X N
M4~ MM PEGE 2y PE; \PE;) R 5E M. PE, Jo Bl
B2 S IR H A A IE 1) SRl R R
RIGHET CR; ) PE; k% MSG,..14 B, 1 PE, %%
TEIC SR AH AR M) 23 ii il ok i . e AL,

B3 QAR INSIEID .

PK: MSG.,.. {4 B 48 In) 09 4 3C

k: MSG,.., 11 8 38 6] (4 IF 17 43 3% 10 s 4 2 CRLA D
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ETRES
: MSGi BT 8 ] B9 B2 1] 23 35 10 i i 2 CHIOO 4D 19
95
by 3R, L: WA RKE
1. PE ABAF SR, h g — 4> MSG,... 15 B
2. if (A& if) bucket[ £ JH )X W 1Y 233 1037 then
3. 2 T IL W MSG,., 16 L - R G 21518 sk X PK
PFEATAEFR, exit
endif
Bl —DHTH TR R
R.FK<PK.key, R.Recordstate<- CREATING

o~

$% PK 1 A R.Phelist 553 B3
I IC Tt R AH A B AR bucket[ k] 5% 3% 3k 38

10. $HE &35i0R R e FEB

11. [~ h(R.BK)%L, j<1%n,

/ /3SR O AR S R MM PE 4 5
12, J1) CR; BAFN B 3% — A5 L AR W38 5119 MSG .
TH &

13. K13 R.Wlock i

14, Mk B RAR K B B IE AL B R. Phelist %% 32 o By
X, R.Pktlist<<NULL

15. R.Recordstate<~ WORKING

16. Bjik R.Wiock 4

T KA EE R MSG,.. 11 B - MM PE 5 255
AW — KB LR 5 2 28 R EIE &
AFAEXT 8 23 530 55 ) AT 0 24 1/if (1) MSG. TH BN
A REMTHE. B TR 82010 sk S i A F
BCIAR 2 T 10 SR BE R A KT I I 5 52 /) MSG.., 1
I AE BRIFAE AR /I  FEACE DL Z AN T e TR
S MSG.. 15 B - 75 B 235 18 4 SO B0 18 7E
S BN L R 2y R S sl SR
% Y 41 A 1R R B 8 =TT LUK SZ Y.

FEB A B 1 205 00 S B A SR A S RO
JE AT RLR I FE A SO ] S . 22 M Y A
JEE R B8 Xk T ok A3 0 A S 3 A SR BB 0 Al
TR I 0E A 98 Kb 55 I it 5 BORY I 2% 23 1 TR
N TCP Bpas  F A% B ) w] P TR WA 3 S5 Ml 55 25 1
U5 SR BEAE I G 7 s W AR i T 40 4 IR 55 ik i
By 0 A — R L RRAS R BT
R SC S Bl A OR
4.5.2 MBS [l 25 ik %

[F] B, 7 2 18 2 v I B el i — > 2 3 90 sk
ST TE ) RS ) A% 23 s 0 SR B R AT 1R 1R, PE,
TTTH 2 0 S N — SRl SR EE R P MR PE; 11 5%
B TR N T3 — F 2 U ic sr i 3 b I B O el i 3

4
5
6
7.  R.Starttime, R.Timestamp<now
8
9

SUEIC M G A X b O Tk SR PE AT N
BReEfE e A2 i) PE; R R 2R &, B PE, \PE; %
FL3E A 3 40 BT 55T B9 23 T 2 52 MO R A [l i s
. IXRE A AR 2 1 T 399 2 4 i 5% ) R [l i i o
T S, (E2 TF A 2 i e RS DL T B g RS
®EaE.
Bk 4 MER B IC %,
i+ MSG,.., 18 BT 48 1] B 1F W) 23 35 10 % 6 % GBI 4D
F) 4
J+ MSG,. 18 B P 1) Y 5 1) 23 5510 S 4 2= GRO AR 1Y
%5
h: BRI EREL, L. WO RKE
1. PE ¥ 29Fid & R B 7o i) & iF ic J iR P
il
18 R Wiock i
if (R.Recordstate =HALF-DELETED) then
R.Recordstate<— FREE
elseif (R.Recordstate~FREE)
R.Recordstate<- HALF-DELETED
endif
B R.Wlock
if (R.Recordstate=FREE) then
K R T3 Z2 v X L O AR B 22 T S i B
il (ZTHEIER MR ZEAF R T then
5% vh IX 4 3R Sk 1 23 9 0 SR IR L R R L
A fit A3 18]
13. endif
14. endif

© (o) ~ (=2} ul e~ w [N

e
N o= O

5 MEESTIEM

5.1 THEEEFEMIEER

HSCEN R BA B AN B s 303K A I TE] R]
B AR IIME R ab/ Ca—1) 2K ab’ /[ (a—1)* (a—
2) J(Hrp a=>2) 1) Pareto 43 Aii , 4l SC ) 35 1 2 3
A= C(a—1)/Cab). XF F &% 17 B e SCHG 2240,
CM PE 7£ £ i 23 1 R B4 77 A= 25 I (missing) Fl i
rh Chitting) PP A (8] 0815 250 » G Al 55 BF [ 0 45 3 0
PRI AR 20 A5, T CM AR T G/ G, /ny BLHEBA
R, E 6 () s, i G, 3R7R CM PE X F RR
BA 1) 119 Al 55 sF ) 21 57 L B DA 19 28 — JEABE 36 43 A5 s
S CM PE (% H.

SCHRLS AN SCHRL29 T 4 iy o 76 & T )2 kW
58, W28 235 B 15 FE BR 2 08 B o I 2B A
LR 5 250 09 30 35 U588 0T LA R 7 2 56 h A, 1)
THFA TR 31 35 B[] 5] B8 RO S 5000 1/, 19 f 48 20
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it LA (TR ) Ao /1y ;
[GuR: D)
(a) CMPEREVE: G/G,/n HE B Y (b) MMPERE VI 258 it 45 « 22 AR
M/G+D/1 84 AR 7Y
B 6 PEBETE A AR

orAi. fBE 4 SR AT CR B iy A 57 7] 23 A s B4
N Ay /ny (WG B MSG,.., 11 B R,
n, 4 MM PE %0 H IR B MSG,.. Fl MSG, 8 B Y
Ab B B -2 40 2 451 MM PE B i 6 (a)
AT, SR BAF AN G/ G, /ny RGE M i, 9L
AR IR B MSG,..., 1 S 2K I (8] 18] i i 2
BN ny /A 58 B AR T CR A 1) iy A B+
SR BAS % it o i F CR A fie i (9 40 BEAL B 2
I CR 1 MSG,. 1 B 25 155 I 18] AT LA 2200 AN 15 3L
N I7 R L BE B - TR I — A 2 e R ) TR 4
i i [ —~ MM PE 5¢ - 1 A Je& 23 i %4~ MM PE
75, i1 T4 MM PE Z [ Jo2E 5 H CR S H IR 55
I 1] Ter 09 5E 0 A o PR A BUE AS 22 X PR BE PR A
TR, 25 E IR, A MM PE #4 A %S 55 11k 55

(exhaustive service) \ £ B /K (multiple vacations)

1) M/G+D/1 BRIHEBN RS, an &l 6 (b) iR, Hdt M
FR SV BA RO IARS 43 1 . G FoR MM PE X}
T SR AF 1 iz 55 Bsf ) ke 57 H R AN — FBEHE 232 53 A7 . D
F/8 MM PE X} F CR BA 51 (% Az 5 5 |) R A 52 &
Gy

MM PE H A 7E SR il CR BAFI Jy 25 i A fE it
OB CRIDEE A 2 98 iR 557 RO 76 “ IR 1R 1A
[E] MM PE $447 39 4 1l dic ik 8 25 3% 30 sk 19 T4, &
UCURAR B[] CE 4 S, AN BB ARD 2k Sz 313k
JIR 55 3k A 04 0l ST TR A A 2 — KRR S R S L A
SR Al CR BRI 8K Jhy 28 R TF U 53 — Uk R Al CRP
ARG 22 FEARAR ) o X 485 23 1 1 26 10 0 R A
FEL 5 ZE R B85 AR, 7 SR B CR AR Ry 25 3k it
YN [:0R s R

PEREPEAN B (1) 2 SO 3.

*F 3 MEBITEMRENSH
E X 1t 1 SR AH
A R S H KO- R
Az SRR R, <A
L [CIESS S
d S AR R
Ty 23175 T BR A [8)
T x=m, Uit — 5% 2 1% i 55 19 B () 4 (0,05 1,0; 18,187) "
o B — F5 S U T 3% 1 B[] (10,35 10,35 356,2920)
i s TEBLUGA Al A — 45 25 0% 0 57 A 15 [ 4 (0,15 0,15 2,114)
ws TR — k23R I0 SR A B A B R I 4 (0,2; 0,15 13,158)
o PEFEA D SCSE 300 2 T L SR B R A — S 3 W i 7 Y e [ A (0,05 1,05 21,170)
d s IAHICE A oI B — 2% 23 9 12 3% 1Y) B ) 4 (0,0/1; 0,1/0; 1,70/44)%
7B — 2 23 T I S IR B B A IX v e T O (1,3; 0,15 10,293)
- x=r,B\F] RR.SR a CR By i 8] 75 44 (1,05 0,05 1,109)
' w. P\ RR SR 5§ CR 5 1 ] JF (0,15 0,05 1,91
T, T B SO 1 1 8] T 5 0,03 1,05 1,187)
T H 53 B8 B I 352 BB 51 2 00 s ] T 484 (1,05 0,0; 1,91)
T, TEHUE AR A 8 — S 2 0 0 % Y B ) I 4
T, 22 Ak I ) 7] B
T, FRAT — U 98 R0 [ e 390 2 345 5 57 A P i) FF i B — YR B0 B B
Tw MM PE*“fr- " iy i &
To WG AT ) 22 ) 2 AR
Tx BAFI X(X=RR, SR, CR) ¥}t % At £
S, — KB AR5 1S, <<[L/n; |

" (3 SRAM 8,5 SRAM K3 i3 SDRAM B, 5 SDRAM B AT 48 4 80 8 4 B9 B s B R BT 48D, R ).
# T9=44Xmin(L,2N)/(2N) +70X max(2N—L,0)/(2N). il % N>L, it T4 = 704 818
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5.2 [%EEEAR

FEVERER AR AN R 4 PR, BR T HE BARE AL G T
1) PE £t H L BAFI K JE | 46 Ff B [A] (waiting time) |2
B B[] Csojourn time , BJVAE 5 B 5] + Al 45 B (1)) 4 4
FRAb s AL HG 2315 28 2 i 10 sk S EIORN I BR 2305 1] o)
AL B LR 2 TE 0 SR DR o XKV SR A

x4 MHEREIER

L7 Ui B

n CM PE ¥ &

ny MM PE %

L% BASI X(X=RR,SR) K Ji . B 7E BA S % £ 140 32/ 11 B 8L
W BB X(X=RR.SR) H % i 1]

Wy BAFI X(X=RR,SR) A2 5 i} ] &5 15 e 18] -+ AR 45 1) )
N aiEFP o B8 E

N, 2R PR id AR ) E

GR  &iEFRMEIF LR, BP(N—N, /N,

Sy A iEIC SR FICE vh X R/

5.3 WXABHERDHT
NI X 4 45 (steady state) F A% RR B4 & BF
L ERFIFR] Wi FIE 83 B 8] W L K CM PE %
i o 1R BRIEA T 4 AT
25 UG R P S0l B N B LS A
W d RN T4 A W) 235 1 4R SO 1) B[] A8 A R
o3 A
P(T,=T" | missing) = P(d=x) =
(T)(%)@—%)W 2=0,1,2,+,2N
(D
2 I S 4 SC A IR [R] A0 HE SR 20 A5 N

2N

L L
P(T, =T} |hitting) =5 ;}P(d:y,y>0),

x=1,2,,2N (2)
KB HED: I 15 2 i RN d 1)
E(d) =Y xP(d=x)=2N,

=1

VL &
S 2N
‘;Aﬁpu:.r):f(w

2N—1>’

2N
Dl P(d=x)=
x=1

w<1_’_3(21\]*1) 2(1\]*1)1(2]\7*1)

L L L*
T A5 31 23 7% 2 B9 A 25 30 ) 1) 19 BE 3 20 A

+ ) (3)

2N
E(T, | missing) = > «T%P (T, =T/ | missing)
=0

:T;fE(d):%VTy €]

2N

E(T, |hitting) = > «T"P (T,==T" | hitting)
=1

LT 2N 2N
— /

=N Z{ Z} (xP(d=y,y>0))

:T';’(HZ]\Z];l) (5)
VA F

2N

E(T; | missing) => ) («T7)*P(T; = (2T"})? | missing)
x=0
2N
=(T")*> ) #*P(T,=xT" | missing)
x=0
C2N(T))?

I (6)

<1+2Nf1>

L

2N

ECT} [ hitting) => (+T7)? P(T} = (xT")* | hitting)
x=1

L(Tnf)z 2N 2N
=N DN Pld=y.y>0))

r=1y—2x

3(2ZN—1)
2L

G/ Gy /ny HEBNZR GE 4 IR 55 I ]
Taw=T+T,+T,+T, | hitting+ T4+ T
ESTHIVNEE ' 8'E
=T 4+T,+7T,+T,|missing+ T,
23R Y g SR S (8
B2 () ~ (7, AT 315 1 BA S RR A9 il 55 15 [
M E(Tre) LA KO 25 ECTRe)
E(Tgg) =P (hitting) E(Tgg | hitting) +
P (missing) E( Tgg | missing)

2IN—D@EZN—D)
3L°

=T (1+ + )

4 A_AZ (T;+T,+ T, +ECT, | hitting) + T4+ T:) +
1

A .
f( T:4+T,+T,+E(T,| missing) +T})
1

A — A
Al

m

/ _ _
2LA1((2N+2L DA+ @CN—2L+14,) D)

E(Tig)=P(hitting) E(Tig | hitting) +

P (missing) E(T%g | missing)

A _A‘) )
== (T 4T, +T,+Tj+T)" +
1

2T+ T,+ T+ T+ THECT, | hitting) +
2 . . A‘? e 2
E(T, | hitting)) + f((T?Jer—f—Th-f—T;‘)“Jr
1

2(T.+7T,+T,+THE(CT, | missing) +

E(T: | missing)) (10)
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ﬁply\/%éfn%,l P1:A1E(TRR) <1 Hq‘vﬁ[m]

ME(Ti) —E(Tre) (2—2A E(Tyg))
20— E(Tge))

A (E(Ti) +ab*/((a—1)*(a—
200 —X E(Twe))

M CM PE 5138 o, =2 E(Two) /m <1 H 74
B 1(RPAL T heavy traffic IR BT, 7EFA ST Wi
J\&{U\H&}J\ﬁ?ﬁ‘ﬁﬁj\fﬁ ,}J\ﬁ'ﬁﬁ[m—a]]

<EWiL)

20 )

<

ME(Ti) —E(Tw) 2—3E(Tw))

M (E(Ti) +ab*/ ((a—1)* (a—
21— E(Tw))

i Little 2020 5 H A A% RR K B2 3 EE
E(L%) =2, E(Wi)

_ A (E(Tiw) +ab*/((a—1)"(a—2)))
20—AE(Tw))

2)))

EWi) = (12)

(13)
(2) X4 CM PE W%t no >1 W, i S0k [30,32]
AT

(n, —DE(Ti)

201 —A E(Tgg))

A (ab? ) (Ca—1)2(a—2))) +n E(Thg) —

¢
2 ECT o) <EWi) =

(n, —DE*(Tgg) (14

20  —n A E(Tgr))

2 CM PE i1 2%
o =AME(Tgg) /0, <1 (15
H?ﬁﬁ%ﬁ 1CHP4b T heavy traffic IR B, RS
W ke 3 B0 AR DA 70 48 8523 A s AT A0
EWi) ~

A (ny (ab® ) (Ca—1) (a—2))) +E(The))
2(71] _AlE(TRR>)

S FEBRA B 2R BE AL 2 98 45 (1 HS) eR
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CREPRZ ) S R R m 2] 21 4>, 29 5 IXP2400
B (AR 2R P ) = 2 —.
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Background

One of the most important challenges faced by the ses-
sion-based network traffic processing systems, such as traffic
monitoring, stateful firewall, intrusion prevention, network
address translation (NAT), load balancing, etc. . is how to
achieve real-time, efficient session management while net-
work traffic and sessions have led to an explosive growth in
high-speed network environments. Practical systems are usu-
ally to meet service flexibility at the expense of performance,
while previous studies have generally focused on perform-
ance, likely to give up the processing flexibility, and often
too much emphasis on the performance of local operations
(such as search hit rate). Therefore, this paper focuses on
how to both optimize the performance of session management
via parallel mechanisms in parallel execution environments
(such as multi-core /multi-threaded processors, software

multi-process /multi-threaded) and mantain good service
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flexibility. Few studies in existing literature focus on this
issue. This paper proposes an approach of parallel conflict-
free network session management, and analyzes its perform-
ance based on the queuing model of G/G;/n;and M/G+D/1
with exhaustive service and multiple vacations. The authors
also implement a prototype and make some experiments.
The results show that the approach has high parallel effi-
ciency for packet and session processing. This work was sup-
ported by the National High Technology Research and Devel-
opment Program (863 Program) of China under grant
No. 2006 AA01Z410,
China under grant Nos. 60873217, 60973159, National Devel-
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