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Abstract  The specifications of trusted computing are guidance for products. But securities of
specifications themselves need to be verified. The chain of trust is the key technical method to as-
sure system security and is the focus of security in trusted computing platform. Aiming at infor-
mation flow issue on specification of chain of trust, this paper uses secure process algebra to mod-
el trust chain, and describes mutual relationships between entities by non deducibility on compo-
sition, and abstracts the behavior and characters of specification of trust chain to multi-level secure
inputs and outputs. After discussing associated relations of I/O of high level and low level, we ana-

lyzed the system of trust chain. Finally we put forward some conclusions and sounds prove.
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3.4 H—LHNH

WAL 3.3 1 X {5 AT BE A A AL Y 43 BT A5 0
System 5 TBB & & &4t System_TBB Bk 4K A i
J& NDI %2 42 Jg ok , [FBE th g A6 2 NDS J& . 84
5836 System_TBB 2L & A 4 FE 1 25 10 A R ik 3 X
—ZIRWE? & 11 XA E A n] A AN AT 2F
Jo 7 SCOR T 1 2 NDC RS, 5% A0 ] i A7
FESCHE RO FRATTRE A R 0 1 SR R LR S
NDC #4717 & X, 38 i 38 LR s By 22 51 % NDC
AT R 2R LR T AT S Bl LT a2
A AR 2 NDC %42 & P Y & L.

EX 13. Ec&.E i/ NDC 5.tk ViIe
Eus E/Acty=~((E|ID\H)/Acty.

Focardi 7E3C#R [12 ] H A NDC 2 22 )& 7 fl
NDS ‘& 4 J& P J& 5540 19, O F BB 405 X NDC
LAEMEIAT T X A X F A7 AR SR &R G
T FE TR A A A JE AN RE A I BT B ) & A
e 2 A IR R AR A iR AT [R) A0 T S0 ST B IR A
IR 22 4 Gt R AT DLSE 3 A 200 2% 3 R AR = & A )
HERR B9 AT Sy B B AR g L PR FRATT S AR B
CCS i1y 55 LA LL T SCH fif Pz [ 0, ik F B A 40
S NDC G4 @t £m .

EX 14, E€ & E B & BNDC i, n i)
YIIE &, EE€ BNDCSE/Acty~~ (E|ID\Acty.

B2 TR ATH A H e 3 14 i L BNDC
P 5 %) 6 {5 {T 4% o TPM,RTM #l System 2 [f] ¥
KERIFCUELEMFE LT X = F AN E G RS
A BEWE £ BNDC % 2@t . B &2 & R4 b A7k
25 B

GE 1. 4 TBBA(RTM|TPM)\Sy, H
Sy& (f CActi™) N Act;i™) U C(f CActi™) N
Acti™) B4 TBBE BNDC.

. MR TBB 1 & X af F1, RTM #1 TPM
H i i A h 1R #8031,
B FAcy™ =A™, F(Act;™) = Act ;7™ A I
SyS (fCActy ™ NActy™ U CfAet ™) N At i™)
ALl Sy & Acty™ N Acty™ A8 4 (RTM |
TPM)\Sy 48 RTM F1 TPM #Y BT 47 4 11 8l A # 5%
ERWFRDE . SR T A LR NMEES
S ActiM-TY

4 E=TBB, B X VE'. E".p€ L . h €
At E LB B B Sk BT
Act 8N R 20 BN\ Acei™M M AT EV\ AcdSM M
HENEES Acy™ ™ WA X6 n A, EN\

Actypa~y, E"\Acty BT
25 b A s A AT Ik e,
@8 2. 4 SRTMA (TPM|RTM]| System)\
Sy, Hth Sy C (f (Ac‘z‘g[M"l‘PM) N Acty™ ™) U
(fCAct ™) N Actiy™ ™) 8 4 SRTM € BNDC.

WM. % SRTM —— SRTM’. SRTM’ N
SRTM”, BB 4 A ¢ < Act;™™ U Act?™™, h &
AC,tI;JTM.TPM UACZZV““"_

N Acty = Act ST U A, BAR Sy &
Acty At H SRTM\ Sy = (SRTM\ Sy)\ Acty, B
FUFH SRTM'\ Sy, SRTM"\Sy.

# h=Sy, W] SRTM' =SRTM, iy 81 {5 X L 57 .

#ih Sy, G2 L 3 H T(SRTM") =
T(SRTM"), R #E & X 5. & R H SRTM' =,
SRTM", 1fif (SRTM'\ Sy) & SRTM', (SRTM"\ Sy) &
SRTM",H It SRTM'\Sy=a;SRTM"\Sy.

25 F TR A R HEEE.

Al 1 FIA A 2 BB TR E & REN Acty
LATHICRMEF Sy £E5 WA T RAFTEE N
SRR W IE— — I 84 E — & W 2 BNDC
LA BT X R AR GO 5% TP A5 A BT AT i 2
W5 S 3 X 5 Sutherland $2 H iy B 1 o8 %5 19 0
FoEEMN .

3.5 ZBIsH

TR AT DA AT A & T O K, L
TCG M AE PCAF AL HE M X 4, 20 ) 45 T 5 52
IRSE g s I EE 4 ik R 0 B A RN B o
CoPS T HX 4 4 J& Pk #F 47 5 Uk . 4% B0 o 7 7
(1) % A I
3.5.1 A EERN I

TEAG T4 Z AT B RTM Al TPM 5 5 4 171 i
T EG.— . RN E LA E SRR
DRI G A it 75— J7 1 RTM Fl TPM fir 26
W) TBB T &4 5 System X 4T T E A K17
kPR MIZE G R W R A AL et N
TREE R X e R AR AT I TR S Sy
M 2 R BN IMEES acth , QR PR,
Sy={ma_HashAllExtend TPM, mp_TPMTransmit.

a_RTM_ACPI, e_POSTBIOS, r_OptionRoms,

e_OptionRoms, e_IPL},
acth={ma_HashAllExtend TPM,ma_HashAllExtend TPM,
mp_TPMTransmit, mp_TPMTransmit, W_PCR,
teg_PassThroughToTPM, smiUpdateLogEvent ,
a_System_ACPI, r_POSTBIOS. r_OptionRoms
a_RTM_ACPI, a_RTM_ACPI, ¢_POSTBIOS,
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e_POSTBIOS. e_OptionRoms ,
e_OptionRoms, r_IPL, e_IPL}.

Sy £G4 M T2 RTM 5 TPM Z[a] i) i A fi

L LR HES
drv={ma_HashAllExtend TPM,
ma_HashAllExtend TPM,
mp_TPMTransmit, mp_TPMTransmit)

W IAE acth B X GER N dro R SIE R IBITTE
SMM #E R Bt B CPU & is 47 75 5 i FEAL R L
RIS dro Y T A JC R B R & 2 293
YE,tcg_PassThroughToTPM sh{E 2 TPM M K
FZTE K 0% ASHAE Z S ER w_PCR #RIV ALK 5
BRRHE a_RTM_ACPI ZhtE ] T 81 & & H
& )G s g E & smiUpdateLog Event , 3X W A~ 8l {E
B AT IR B [ AR 2 72 SMM BT BRI LSRN, &
YRR IS acth HiB 4% T r_POSTBIOS.
e_POSTBIOS,r_OptionRoms , m ,r_IPL,
e_IPL. [} 532 1 XHGA BRI & A T k.
3.5.2 AN

Y Bk A AE T 5 PCHLYE 36 W] 1) SRTM J2

o]0l %] oo Ol

[a] [@]a)] 1

i 2 BNDC, AT Al CoPS Xf H i 17 % i,
CoPS J& Pivato %8 A E W F B shifb 350k 2 9%
RN T H, HTRIER S 2 &2 P_BNDC,
PP_BNDC 5 SBNDC %54z 4> 1 Jil?! .

L) A SPA #iiR 1% System,RTM FI TPM
4% 1 R EU A6 o CoPS J5 45 31 1Y 36 ik 45 SR an 1&] 7
[N (AT U o L (N 1 T e o U )
SRTM JFfA i BNDC & 41k it , 3% A& R 7E Sys-
tem HAETE B IR &2 4 B X & 4 Bl AE 1Y K
i AR 2 42 9% 1Y) System gt Al DL o Bz =0/ 7
%3RA% TBB v & i A B8 b s 3R AT AT DL 3E o
TH o 3 2 44K A 15 7508 0 5 19 1 AT B 0 3 0 B 0 2
BNDC %4 Jg £ . il . 3 A6 w2 4 9 i 3l 1R
w_PCRAYER A2 g IR At sk B & % s AE X T
TPM Z AN SR 5 2 A 0] UL o B 3 0 B T AR
R IEE w_PCR Z R R . XM &R
e 2 e 14 R T AR ) BNDC M T, &l 8
Fion s RIBF eS8 T ap i 2 I IE#dE. R 1A T
SRTM w1 i £7 75 AR &8 4 D B AE X 8 % 2 W o 1E
1) H A

¢ [bi SRTM
bi TPM
teg_PassThroughToTPM. w_PCR. TPM +

(TPM|[RTM[SYSTEM)\Sy

ma_HashAl[ExtendTPM. w_PCR. TPM +
mp_TPMTransmit. w_PCR. TPM

bi RTM CRTM |POSTBIOS

bi CRTM

a_SYSTEM_ACPI. smiUpdateLogEvent. CRTM +
a_RTM_ACPL. smiUpdateLogEvent. CRTM

r_POSTBIOS. * ma_HashAllExtendTPM. * r_OptionRoms. CRTM +

r_OptionRoms. ” mp_TPMTransmit.* a_RTM_ACPL. ” &_OptionRoms. r_IPL.” mp_TPMTransmit.’ a_RTM_ACPL.” & IPL. 0

&_OptionRoms. e_IPL.r_GRUB.” teg_PassThroughToTPM. ” a_SYSTEM_ACPL. e_GRUB. 0

bi POSTBIOS

bi SYSTEM

basi Sy

ma_HashAlIExtendTPM  mp_TPMTransmit
e_OptionRoms e IPL
a_RTM_ACPI a_SYSTEM_ACPI
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ma_HashAlIExtendTPM  * ma_HashAllExtendTPM
teg_PassThroughToTPM w_PCR

r_POSTBIOS r_OptionRoms

e OptionRoms * & OptionRoms

teg_PassThroughToTPM
r_OptionRoms

mp_TPMTransmit
smiUpdateLogEvent
a_RTM_ACPI

rIPL

* mp_TPMTransmit
a_SYSTEM_ACPI
’a_RTM_ACPL

‘e IPL

** The system DOES NOT verify the P_BNDC property. **
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&_OptionRoms
a_RTM_ACPI

acth
ma_HashAllExtendTPM  * ma_HashAllExtendTPM
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r_POSTBIOS r_OptionRoms

e OptionRoms ’ & OptionRoms

mp_TPMTransmit
e IPL
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verifies the P_BNDC property. **
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At present, the Trusted Computing has become a major
development trend in the field of computer security. China’s
Trusted Computing technology and industry is in a phase of
vigorous development, with the Trusted Computing product
maturity, the Trusted Computing Platform applications will
become more and more widely. Trusted Computing Platform

can be used to greatly enhance the security of information
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systems., but must be under the Trusted Computing Platform
evaluation, otherwise, neither the quality of trusted compu-
ting products, nor the security of information systems can be
guaranteed.
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