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Abstract A (z,n) threshold authenticated encryption scheme allows ¢ or more signers to gener-
ate a signature on a message for the designated recipient. No one except the designated recipient
can recover the message and verify the integrity of the message. Based on Tseng and Jan’s au-
thenticated encryption scheme, Chung et al. recently proposed a (z,n) threshold authenticated
encryption scheme by applying a division-of-labor signature to reduce the workload of the signers.
However, the authors only gave some intuitional security proof. No published paper analyzes for-
mally division-of-labor based threshold authenticated encryption (DOLTAE) scheme in the litera-
ture, let alone any proven-secure scheme. As matter of fact, there exists a design defect in the
DOLTAE scheme. In this paper, the authors would like to formalize the DOLTAE scheme and its
security model. According to the formal model, the authors present a new DOLTAE scheme from

bilinear pairings. On the assumptions of Computational Diffie- Hellman (CDH) and Decisional
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Bilinear Diffie- Hellman (DBDH), the proposed scheme has been proved to be tightly semantical-

ly secure against adaptive chosen-ciphertext attacks (IND-CCA2) and existential unforgeable

with integrity of ciphertext (UF-CTXT) against the adaptive chosen-message attacks in the ran-

dom oracle model.
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(2) SenderKeyGen K, : Wi ARG S5 TR
B (ns o) BEPLIA B K i 2 4 07 U DL g1 28
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K. (I.(n.t)).
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Bk K S b ds @ W0 U, S R XS Cpk, sk
ICHE (pk, ssk,) < K, (D).

(1) DOLTAE E. i A% 277 B U A9 pky,
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AL A N 8 S, e R S COadE C <
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4.2 DOLTAE FERHREMH

TEX — /N5 X DOLTAE J5 & (1% 4 1. %
41 DOLTAE J5 % N0 iZ [ i /2 PKAE i) % 4
PEFNTTRR 7 210 % 2. — 4> DOLTAE J5 £ i iig
TG 2 ) o T S e Ak T IND-CCA2 % 42 Al
UF-CTXT % 4.
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EX 8(FAE M. W(K..K..K,.E.D)&—
A~ DOLTAE F%. 4 b€{0,1},k RRGEMNE S
2. Ecpr, e, cvuievp o, (0 )& — > DOLTAE fin % b
ML ML (Oracle). fi§ A —~1H . 7% Oracle & 1] —
AN Dy ()& —> DOLTAE fif % LS Bl
BN S Dy CORIE (pk M) B A HAE AR
Z I BT T A AT LU ) DOLTAE %%
BEHL T = HL E\/pkU..\‘/s_\l(VUIG,Ua).p/eI) (+) 1 DOLTAE fi#
HHEMLIE AL Dy (o).

% I8 T 5 iE AL (game).

(D WG LB BL. 1817 Setup H%: K.l Sender-
KeyGen 53k K. . "R RESH 1.5 2 TTHU 8
TN XS Cphy, s sku) 28 207 B9 A FLE A Cpk, s
sk.,) (i=1,2, ). BITHEILAE L K, ., =AW
U, (25 B % B xF Cpk,s sk ik {1, phy s ks
Pk, Gi=1,2, ) VEETETF A.

(2) il BB 1. 8T A & M /E DOLTAE
I BEPLHU S HLA DOLTAE fi# %% BEHL I = HLif )

DOLTAE Jin % b BL 1 5 ALt 0], A 3£ — 4
HE M., R J54E DOLTAE Jin % iy ], B Bl 750 5 AL
Ef\/)luU..\/«\’(VU{EUE)./)I:Y> CoOfi i B2

DOLTAE fi# % BaHL 10 & HLif A]. A %} F DOL-
TAE %3¢ C VEf# % 0], it % BE ML BUE L Dy ()
RO 25 5 3R (8] Cple , MD B35 26 SCTRRLAT 5 L

() PRk B B A BB E 15 A~ B AH [ 1 97
BB M F1 M, . DOLTAE Jin % 85035 Je 98— A4~ 1 1 e
M, b€ {0,1} 885 Mm% M, . f DOLTAE % 3C C &
Bl 25T A AE A — kK (challenge).

(4) Yot Be 2. A Indedi B Be 1 — 40 0y 4
fE DOLTAE Jin % F i % B WL 05 ML), (H & A
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(5) FF M B B, FEUF R 45 S, A B i — > LU RR

b 3O =0 A TEERE PR
FESCECTF A FE ARk i LS
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(PPT) T LAAS AT Z 0% 09 (0 35 AE - 3R T 2 o 3 ek

R PKAE J5 #4708 A iy & &, A
TAE & %A 1E 20 A ] P 3 1 2 4 & X T
PKAE J5 % . % F A "Rk B AN R T2 2 75 AT fuf
— 7 s AN =07 B AR E AR IOy . RO SR AR i
2544 J5 B B R WSO T 0 8 B AR LY S W TR I T
ST R ECE R E T e
PKAE J5 216 # Wi 7 Bl 55 = 07 B 0T g
B HEHT 3T N M VR B SOy, 2 OR AT O A it
TAE W4 R b AL A H. B8 7
TAE R P. BMTFRATHE =T W22
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Background

The research in this paper covers the formal division-of-
labor threshold authenticated encryption (DOLTAE) scheme
and its security model. The technique of division-of-labor can
reduce the load of the signer group in the DOLTAE scheme.
The threshold strategy can strengthen the security of authen-
ticated encryption (AE) schemes. So the formalization of the
DOLTAE scheme is necessary and important. The authors of
this paper formalized the DOLTAE scheme and presented its
formal security model. A novel DOLTAE scheme based on
bilinear pairings is proposed. On the CDH and DBDH as-
sumptions, the new scheme is proved to be semantic secure
against chosen-ciphertext attacks (IND-CCA) and existential
unforgeable with ciphertext forgery (UF-CTXT) against the

adaptive chosen-message attacks in Random Oracle Model.
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