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RulerRep: Filtering out Inaccurate Ratings in Reputation Systems
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Abstract Compared with conventional techniques, reputation systems are more capable of deal-
ing with trust in an open environment. But unfair ratings in reputation systems would slow down
the system’s availability. To filter out unfair ratings, this paper proposes a new model, Ruler-
Rep. In this model, to measure the accuracy of a rator’s history ratings, the authors use the
service requester’s interaction experience with other service providers as a rule, which is defined
as the rator’s departure degree. Then, when ratings from all rators are merged to calculate an
unfamiliar service provider’s reputation, each rating’s weight is derived from the source rator’s
departure degree, namely the weight would be small if corresponding rator has a big departure
degree. By using this method, the impact of the unfair ratings can be minimized. In simulations,
RulerRep is compared with Beta Reputation system (with no unfair-rating-filtering techniques)
and TRAVOS. The results show that, in environments where 50% and 100% of the rators are
malicious rators, RulerRep has a good performance which is very close to that of the theoretical

best filtering and also much better than that of using similar unfair-rating-filtering techniques.
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Background

In recent years, reputation is becoming a hotspot to ad-
dress the trust problem in open and dynamic environments. It
has been widely used in file-sharing applications, e-market
and grid computing. However, the problem of unfair ratings
is probably the hardest to solve in any reputation system that
is based on subjective ratings form participants. Many re-
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vantages in filtering out unfair ratings in open environments.
It can effectively weaken the influence of unfair ratings and
strengthen the accuracy of the reputation’s calculation. In
many cases, it is very close to the optimal results. Specifical-
ly, it even shows great performance in extreme bad environ-
ment which is much better than that of using other unfair-rat-
ing-filtering techniques.
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