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Abstract Catalano, Gennaro and Halevi proposed a practical distributed protocol for computing
inverses over a shared secret modulus, however they only considered threshold adversary struc-
tures. In this paper the authors consider general adversary structures, construct two multi-party
inversion protocols using linear integer secret sharing schemes proposed by Damgard and Thor-
bek, one for the semi-honest adversary model, and the other for the malicious adversary model.
The protocol is secure against semi-honest (resp. malicious) adversaries if the adversary structure
is Q" (resp. @’ as well as the strong RSA assumption). The protocol is a generalization of Catala-
no et al. ’s, and can be used for distributed computation of the private RSA key, as well as for
the construction of distributed variants for the secure signature schemes in the standard model
proposed by Gennaro-Halevi-Rabin, Cramer-Shoup and Mames-Joye. In addition, the construc-

tion method is a useful supplement to the construction of multi-party protocols over rings.
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plicative span program; distributed RSA signature
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In CRYPTO’87, Desmedt introduced the notion of dis-

tributed signatures. Subsequently, many distributed RSA

grant

signature schemes were proposed. The most well-known dis-
tributed RSA signature scheme was the one proposed by
Shoup. which was proven secure in the random oracle model.

The random oracle model assumes that the output of a
hash function behaves like a random function, which is an
idealized situation that does not exist in the real world.
What’s more, a scheme that is proven secure in the random
oracle model should not be viewed as secure in the standard
model (the real world). It is entirely possible that a scheme
is proven secure in the random oracle model, and yet be bro-
ken without violating any particular intractability assump-

tion, and without exhibiting any particular weakness in the

cryptographic hash functions. Therefore, constructing secure
distributed signature schemes in the standard model has more
practical sense.

Efficient RSA signature schemes without random oracles
are due to the Gennaro-Halevi- Rabin ( GHR) signature
scheme, the Cramer-Shoup (CS) signature scheme and to the
Mames-Joye (M]) signature scheme (which is a variant of
the CS scheme). They are all secure under the strong RSA
assumption.

Catalano, Gennaro and Halevi proposed an efficient in-
version protocol to construct distributed CS and GHR
schemes. However they only considered threshold adversary
structure, which is a special case in reality. In this paper the
authors extend the Catalano-Gennaro-Halevi’s inversion pro-
tocol to general adversary structures. Using the general
multi-party inversion protocol, we can construct distributed
CS, GHR and M] signature schemes that are secure against

general adversaries in the standard model.



