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H. 264 Video Encryption Algorithm Based on Region of Interest

YU Jun-Qing LIU Qing HE Yun-Feng

(College of Computer Science and Technology, Huazhong University of Science and Technology s Wuhan —430074)

Abstract In order to resolve the problem that the existed H. 264-based video encryption algo-
rithms cannot obtain the tradeoff between security and encryption efficiency, two encryption algo-
rithms are proposed based on the regions of interest in H. 264 video. These algorithms combine
extraction of region of interest with entropy encoding algorithm and only encrypt the extracted re-
gion of interest macroblock. A face-detection encryption algorithm is put forward,in which the
mode selection algorithm is modified so that the inter macroblock prediction type of face region’s
referring to non-face region is eliminated. Another algorithm extracts motive object and encrypts
macroblocks which belong to motive object during encoding procedure. Experimental results dem-
onstrate that the two proposed algorithms can obtain a good tradeoff between security and effi-

ciency and can meet the need of real-time applications.
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Background

With the fast development of internet and multimedia
technology, the massive volume of digital video data is grow-
ing in an explosive way. All sorts of video sharing application
such as video-on-demand, digital television, Web TV, video
conference and online video chat continue to bring out. For
the purpose of protecting video content from intercepting,
digital video encryptions appear to be a rising research high-
light in multimedia security domain. Based on the widely
used H. 264 standard, it is of great importance to research on
video encryption algorithm for protecting video content.

Based on several previous papers on H. 264-based video
encryption algorithms, modified algorithms are proposed to
resolve the shortcomings in the platform of JMS8.6 open
source project. Depending on the analysis of the reason why
two previous algorithms on entropy coding-based video en-
cryption is not format-compliant, improved algorithms are
put forward, one of which is perceptual encryption algorithm
which degrades video quality to a certain degree. Another
CAVLC-based algorithm which encrypt intra prediction
mode, motion vector difference and intra macroblock residual

differently is raised. Putting the idea of region of interest to

the selection of encryption position, face detection-based and
moving object-based detection encryption algorithms are im-
plemented. Mode selection algorithm is modified and inter
macroblock prediction type which make non-face region’s
reference macroblock locates in face region is forced not avail-
able, resolving the problem of distortion of encrypted face re-
gion resulted from inter prediction. Experimental results
show that the proposed algorithms can get enough security
level for real-time transmission application and the bitrate and
coding efficient increment is not obvious. However, security
of the proposed encryption algorithm need to be further stud-
ied; accuracy of moving object extraction needs to be im-
proved. These are our research focus in the future work.
This work is financially supported by the National Natu-
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and the “Chen Guang” Foundation for Young Scientists of
Wuhan under Grant No. 200850731353, In recent years, the
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