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Abstract Based on the theory of non-interference, this paper proposes an extended non-interfer-
ence security model ENISM, for the purpose of specification and analysis of information flow pol-
icies in operating systems. This paper includes the following works: firstly, system modules
would be recognized as domains, and the traces set which contains traces may be implemented af-
ter a system state and the data values set at the state are two most important analysis gist for de-
fining the secure states in ENISM. Secondly, the sufficient conditions ENISM-CC are proposed
on which unsafe traces and data flow is not existed. Thirdly, this paper gives out a formal de-
scription method for system design and describes the semantic ENISM-CC based on the Communi-

cating Sequential Processes CSP.
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RGBRESR. E X Acts(ur) CTA Hy or HHEAERE
A M5 inter feredSet(tr U) ;D Yd.read.v.U €
Acts(tr) ,v.U € inter feredSe (tr,U) ; D Vd € aM,
#HV.WEDp,d. write.v.V € aV,d. write. w. W €
aW,v.V € inter feredSet (tr,U) , M| w. W € inter-
SferedSet(tr,U). UL A8 U B Br A i A B
FraeEm B M ASE M WEREESG N{alaE
inter feredSet(tr ,U) , tr& Traces(M) } it i SU.
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(3) B e PEE A v A0 23 SRR SR AR R Dy — 21
BAE o0 B R 45 00 SO IR bR ic.

trO—if cond, (v) then tr, else if cond, (v) then
tr, else if cond, (v) +*- else tr,, Al iR N tro, —
(CGo.U.cty.my—try) | Co.U. cty. my = try) | == |
(v.U.cty.m,—>tr,)) , i ct; (i=1,,p)ym;(i=1,
2y o) NI B AR H oo T T X R GE TP AN [
R e PEVE A o, T X0 R BR8] TP AN (8] 0 52 p
iR R G b R ) R RO e R B — A R
AU Ay R B 0 UL ety om, F2 78 0% R il A it 7
HOB B S 1 N ERRER S 2 A0 3. T —
WPETE A 1 o SR IR G B B N E.. =1,
2y )y ME, G=1,2, . p) MRS N E=
{(Eli=1,2,,p}, EHIFRE,={v.U. ct;.m,
v.U.ct;.my s sv.U.ct;.m,}.

(4) BB B GetChoiceActs: T X Dp — 25, Get-
ChoiceActs(tr,U) ={E.; | 3x.ct;.m; €EE., ,x €
inter feredSet (tr ,U) }, M| pR 50 GetChoiceActs i iR
T o AT U R HRAE I 352 R 5030 P BE 52 e 31 7Y ik
RS,

G)XTF ERMEE T e CE. B e={erversees
e, s B LR Cartesian(e) =e; X e, X+ Xe, , i
e T AICRME RILE. T e 8 12 KA
VEFEIE R B T A 73 SR IGFRIC Y 2R & - Cartesian(e)
W S 1 e v R ) 22 A 3R $R TR B /Y I AT R R 4
RHEG XN THIPWER -FEZHFELSR e
Cartesian(e) s a = {a;, ay, =+, a, |, & L 3 F2
Choice(a) =(a; |a, | **+ | a,) = Choice(a) , Choice(a)
T3 SR FEAE R SO AE 5 R A0 i g R .

(6) X FAL B AT tr € Traces(M) , W R HF1E
RS s B RPIGIRE s AT or JG IR BN ) — 2
Al LU e 5 i A RS FRAT BLE ) 7€ GetChoiceActs
Cers VD H R —F8 53 e $E 08 1) 1Y 73 SCHEFR 45 2R, RIAF
TE GetChoiceActs(tr, M) B — T4 e fll e, | H)—
FIEFEH G @ s A am € Cartesian(e,) s T CFR
i N FRGE M IR S 5o RATBLIE o BIRZS 5
INF A 0 S 8 4 0]

(7) Yd.read.v € aM,iBIRE s T d BWEUE N
getData (d,s) v WWHUE N getParam (v,s).

(&) RGHIAR B B AW E £ PLQ. ¥R E
T E LR R R (a—>P | b—>Q) . TEA S i LY
BT B2 N R 2R Gtk T AR E

LT CSP AL A 3R 0 25t — b A A

EX 6. X THENRGE M FL 4R~
EERE s . M PR EPATH we D F#FRD
R W R R AR S s AT ELR S s AT
WK trs € Traces (M), 24 1) 0 S B m & N
O o s PATEPIRES ¢ BIPATHE Ry 1t € Traces(MD
PR G SR BRI RN @ s WA

s~t iff (Vd.read.v€E aM, getData(d,s) =

getData(d,t) ,getParam(v,s) =getParam(v,t))

sliil, iff (C(M/trs) || Choice(e,,,,, \))TaW=
((M/trt) || Choice(@,,,,, y))TaW).

JE X6 BT CSP 4l 17— RS S i e X
FET AR WA FF A S5 0 SR WORT 3 B B8 0 A7 it
F W e i 728 (B R A RS T R A 2002 A 55 1 5 B0
FrAEH R T LA T B0 X AT 1 52 0, AN B 7] 5
WL P A (M /trs) TaW = (M/trt) TaW , it 3L 2% & ki
ARGy SCRBEREZ R Bl 51 AT Choice O AR 43
YIEBEEE R, BB trs ot P RIAT N Bk AE T
Wi (4 73 S PR A5 R A A RE U I W B AT i AT
Bf A BEIN AR st AT M.

BT LR LR CSP #E3R BN 3 AT 45 th
H AR 22 G0 2 A T 90 SR 19 40 5 251

T2 X THEERSE M ML &R~
WERX T M P RE B AT w € DR E X 6 E

SRR~ ~ I S AT 4 P MR R 48 M
T J2 2 A TR W~

(D) AT AR

VweD, u={Uszlz;~» w;}, v={Uz|z;~ w;}.

W WUV 3R w w0 B RS M=
UV w2

Assert (M\aU\BU) :[ deterministic[ FD]]=true
(R M\aU\BU A FEAEAR 3 E 7).

(2) frtiti & Ve 21

Yu€ D, up~ wp i U W 505l HliiR 3% ww [
R 3E AR L HL i

Vd.write€ aU=>d.read & aW.

AT L M SRR M\ «UN\BU 2 1 5E 19 5 B)
Wit aU,BU e U B 04T Fl i AN H & e fE 1+
P 10T 22 A A% 1 DU 3 B 060 P A B 22 )2 A
A B E B AL .

i B .

(1) HiE B $hAT 22 4 Pk 25 18 B OIE B s 2 7 B 1
f (D (D Gib).
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L
&

@ HE X5 FIE L6 F
((M/trs) || Choice(a,., . ) aW
RISk T PR E B TGO T
@ UEMIEH 1R GD AL
HiE L 1R RT, 2 — A7 W PAT 4. HA
RT, . ., =RT, . o =>trs\aU=trt\aU (19)

HEH 1GD &M enabled (s a,) Ndom(a, )~
w AL a€aM—aU, (trs”™{a)) € traces(M).

o1 M\aU\BU 4 f 2 ¥E 5

(trs~{a)) \aU\BUE traces(M\aU\BU) (20)

s

(trt,{a}) € failures(M)

W2k a € BU, MF (200 A

(trt\aU\BU, {a}) € failures(M\aU\BU)
B ey 5 (19) 75

(trs\aU\BU, {a}) € failures(M\aU\BU) (22)

HRAE 20 A (22) HiX 5 M\eU\BU Ky i & 1
TJE.

WA a € UM a e 1) L5 1 A 2 2 /D ik A7
TEG— D0y SR FEAT N b € BUL T & (e~ (b)) €
traces(M || Choice(Choice(@, ;. ,))) AR a SEU
PERE B4y S B B L @b FIFAE 2 S AE U i RE LA
SMFAE T B AWTRAFEFT N ¢ € aM—aU—pU. 17
N tra TR
tre € traces(M\ (trs~{a)));
tra € traces(M\ (ert > (b))

(trx ~{c)) Etraces(M\ (trs~{a)));

(tra,{c)) € failures(M\(trt ™ (b)) ;

(trs™{ay> " tra ~{c)) € traces(M) ;

(trs~{b>"tra s {c}) € failures (M);

TiA

(trs~<a) "tra ~{c>\aU\BU) € traces(M\aU\BU)

(trs~ by “tra \aU\PU, {c}) € failures(M\aU\BU) ;
H1 A9 a.b€ BU HI

(trs~trx ~{c)\eU\BU) € traces(M\aU\BU) ,

(trs~tra \aU\PU,{c}) € failures(M\aU\BU) ;

X 5 M\aU\BU 1% & 7 J& . BIEC 21 i3 AS i

LA

GAD)

&l

HM

enabled (t,a,) (23)

SR IR TE W] stepCsa,) ~step (tra,) B

M/ Crs™{ad) [|Choice(@pisayircara) YW £~

((M/Cre™<ay)) || Choice (@ pirar i~ u ) YT W
24)

W — & A
((M/ (trs™<a) || Choice( @iy i car . u N \aU\ U~
(M) (trt ™ ad)) || Choice (@, pir 0y iricar . a D) \@U\SBU,
RIVAE A2 AN HH A5 B0 IAT 9 AN W5 A A

tra € traces(((M/ (trs™<a))) ||
s~ M) )\aU\‘BU) ’
c€aM—aU—pU,

Choice(@, ...

5 2
(trx ~{c)) Etraces(((M/(trs~{a))) |
Choice( @y, .ire ) \aU\BU)
(tra s {c}) € failures(C(M/(trs™{(a))) ||
Choice(Op .0 .0 ) \@aU\BU)
[ =X (23) IR Bl R AT AL X 5 M\ «U\BU 1 1 5&
PEF . B2 (24) R BEAS 7. » B

step(s,ai)zistep(t,al) (25)
i al(23) (25 NI A. REG M W 2 E B 1 Y
(i1).
@ E I I 25 14 0 12 i B 1 1Y (i)

T RV RE I RS E I s —step (sva)
((M/trs) || Choice(@,.,,, y))aW £~

((M/ (rs™(a)) [|Choice(@y,.0r.ire iy ) ) TaW
(26)

6 @ /9 UE I i 72l 45 2% B s R R 5 M\ eU\BU

B Y BV %
T 2 e 1 Gib.

iR RRIR. ARG Mol R B 1R AR (D GD
Gil) s PR GE M 2 % 4 3~

(2) UE WY A7 fiff 22 4 Pk 2% 4o BIVIIE B ol 2 2 1
B Gv) (v) (vD)

O HE X5 FE X 6 F Vd. read. v € aW,
getData(d,s) ,getParam(v,s) Bl N values(s,v),
UE s HE 1 Giv) T

@ HEM I HL X TEEWADRE

I%szlep(s,a ) 139k, B

S ’%
s~1 N enabled(sya,) N\ enabled(ts.a,) N\ (dom(a,)p

IO R AR B B AR
(V) BN a, =d.write.v. %,
a) Wka, AT whl I8l 047, Bl dowrite.v.»
CalU AR Pa B 5E 5 M 55 A Vd write €aU =d.read &
aW Hl,d.read & oW, Bl d 1) 25028 AN 239 30w JiT W
3 A E

values(step(s,a,) yw) =

~ wWp > S

values(step(t,a,) ,w) ,
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R 2 (V).
b) Wifa, 76 T w BB A AT, Bld. write.v. % &
aU’Ul'Pﬁ dom(a,)p~ wp. *E;}E‘X'Efi l(V)E/‘J/%#F%n

dom(a ),

s ~ t,RigetParam(v,s)=getParam(v,t) , T 21Ul
B d.read. v . x €CaW, WTEPAT HE d. write.v. »
oo B
getData(d ,step(s,a,)) =getData(d ,step(tsa,)) ,
T4 T8 wo b AT W% B H B A i B R 2 B 5l
VB d.write.v. W)IAT T BCAS , BRI 3 2 (v).
@ WHE dom(a,) |~ wp, B d.write.v.* €U,
HR B4 58 B 1k 55 YV d. wrrite € aU=>d. read & aW
Hd.read & oW, Rl d B P AE AN 23 B w0 B W %6
#.0H
Vd' .read.v .x € aW,
getData(d’ ss) = getData(d ,step(s,a,)) ,
getParam (v’ ,s) = getParam (v sstep(s,a,)) s
Bl values (s, w) = values (step (s, a, ) w), i# B E
H1G.
i Bk, ARG M oW R E B 1A Gv) (v)
(vi).
PRLIHG AR IS (1D L (2) BYIE B S5 18 0 . R 58 Ml 2
LA~ HERE.
Y FE B R R G A — A SE R U
i 3 bR 7 SRR A A R GEB T LA B oy B RS AIE 2R
G5 2 15l 2 48 E A JEL T SR S

4 IR SI A RIET
R4 4 5 HIIRIE

ARSI ST B 9 A T 40 B (ENISMD) Al
T3 5 0 R CCSP) #4418 3 F130UE 5 3k 2 AR & 2
N =7 A AT TR R G TR
WFFE MR Z — » PO X R AR R G % 2 iR 55 A L5
PSR DL R 8 A 2 G0 1o PO A% 45 O B 6 B 119 1
P SERE A AN AT 55 AR A B UE L AT LS| R
Leaibh>aa NI RE A TRSIEI DA R A o8 A3 DRV 3 o 1 )
55 R R S B £ S0 I SR L BRI B R SUAE B8 e TR

RM=accqueryPinfo.read.Pinfo.RMn—>accquerycont.read.accFile. RMn—>

FDR2 SR B3Ik 5| Fil e 2 A 2 75 2 5 B 2 9P 2%
. 3 1 % S B ENISM A 15 8 o A 250tk Fn mT
FIPE. R A R 2 N LU LA 2P 3R

(1) ARG YITEJ3 B Al 28 4 38K 5

RV — A R L B RGP T
for B S A AT AT P L7 9] SCAE 3R SR A 201 22 5 5
PSR FEAT Vs (R 2. A&l 1 B, 22 A2 I 45 4
P FAF R £ 22 AR R 8 2% 4 3w LD Py
Bl 5 A S A e R AT U ) 4 o R SR 51 A M e 2
IFa) 7 1 ) $RAT BT » 22 4 IR 55 i AR L OE ) D 3 AL
I BB H T

=R

%[5 4 R % BRI ((flielzl)

4| EERBH

i (SSA)

5% v

| Be W PRIEEH

(S| Il e S i IR B g | st 42 4
He(SSD) 4 (FS)

1 B E

U4 55 40k o0 o T B A HIARE B N e SR AR B
e A SR R 170 B 0 SR M ST 1 4 A RS ok T
Vi 1) SCAF 22 48 13 BRSO, ok SRR B 4 53 %k 1y ]
TR 1) U7 [ 4 3R 2 A7 A PR 0 8 s 7 25 3 S0 &
S L IOR B SCIE. N AR T R T B8 3 S R 4
Vi R0, SO R G R &5 ] WP 4% Bir A 3R
AT e ik 5| FH M4 A% g | M 4 2 08 2ok ) 22
22 IR 55 i e SRE LA SR R SRk e A AT SO
EAE.

(2) F CSP #fi 34 & B 5 (9 P07 T 2o 72 F B4 ¢ R

N HETFRATT CSP i A & BB (1 P01 T 2o 72 (A
N4 FDR2 H 5 A% 1 36 2 D

(a) 5| FH M 45 1 1

5| FH W A (RMD B2 YA >R 1 W) SCHF & 48 1 ok
FAE B Pinfo BUi a0 SCHHE B R 2% 2 iR 55
75 (SS) 11 3K Cf 45 L B A e (SSA) Fil g 3% 5 He
(SSD)) , Wl F1 A R 58 FS $h47 . & 7] SSD &
%k permQuery . 1 [1] 3 3K 3 2 & A5 A Vs [ 1% SCAF 1Y)
R, 405 SSD iR [8] Yes, W@ A1 FS $uf7 . 75 0 1)
TR IR ML (5 B reject.

F '

(  xPinfo.RMn.Admin—>accessFS.write.accFile.RMn —>accFSResult.read.FileResult.RMn
—raccqueryResult.write.FileResult. RMn—>RM )
[1 ¢ xPinfo.RMn.ClientInfo->querydb.read.permQuery.RMn
—>checkquery.write.permQuery. RMn—>checkresult.read.result. RMn
= (xresult. RMn.Yes—>accessFS.write.accFile. RMn—>accFSResult.read FileResult. RMn
|—>uL'L'qur:ry[lesu]l.wrim.Fi]L‘Resu]l.Rﬁ-in—)R-_\-i )
[1txresul.RMn.No—>rejectdb.read.reject. RMn—>accqueryResult.write.reject. RMn—>RM)) )
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(b) %2 4= [l 55 #5% i H ik
LA 55 2% (SS) 43 A il B AL P (SSA) , P A
P (SSD) . 5 KB AL P (SSDe).
SS=SSA||SSD||SSDc.
SSA ¥z 48P0 AT A X RS FS K HE
AW SO SR A RM AR, BB o e 2 R R T

B exchangeAD 3@ 1 SSDc & ¥ W £ W #Y K 1%

=Y
SSD #5325k H RM BIRURISETR permQuery,
FHARYE permQuery FH I F P A5 B AN 5K £ 45 #53f)

TR R A3 B DA A IR L IF 8 e SR A R 5] RM.

SSA=inSSA.read.accFile.SSAn—>Pinfodb.read.Pinfo.SSAn—>accqueryPinfo.write.Pinfo.SSAn
—»accquerycont.write.accFile. 88An—>accqueryResult.read.result. SSAn—>
((xresult.SSAn. Y es—>exchangeAD.write.result. SSAn—>exchangeDA.read.policy Info.SSAn—>SSA)

[{xresult. SSAn.No->showError.SSAn->SSA))

SSD=checkquery.read.permQuery.SSDn—>policyFlash.read.policyCon.S5Dn
—>checkresult.write.f_permQuery_policyCon.SSDn->55D

SSDc=exchangeAD.read.result.SSDn—>inSSD.read.accFile.SSDn—>
accessFS.write.aceFile.SSDn->aceFSResult.read.policy Info.SSDn->
((xpolicylnfo.SSDn.none—>exchangeDA.write.policy Info.SSDn->SSDc)
[1xpolicylnfo.SSDn.other—>policyFlash.write.policyInfo.SSDn->exchangeDA.write.policy Info.SSDn->SSDe))

(o) & FUREFF 4t A
HPREFY Client 3N P S AL I 18 FS 35K

SCHFDFI] SCPF 3 SR 9 RMO#803R I 40 21 % 7 # )F
SERF AN ZE R accqueryResult.

Client=inClient.read.accFile.Clientn—>Pinfodb.read. Pinfo.Clientn
—racequeryPinfo.write.Pinfo.Clientn—>acequerycont.write.accFile.Clientn
—raccequeryResult.read.result.Clientn—>Client

() 3O R G il ik

MRS FS U RM 145 % accessFS . /AT

SCOFERAE S 1) RM R [a] 2

FS=accessFS.read.accFile.FSn—>doAceFile. FSn—>accFSResult.write.FileResult.FSn—>FS

Ce) M B A% 12 72 A il 3
SEBR R G0t NAZ SE I B Y, X
A msgPass $ERRSE I 6. FH TS & He

PR 2 (B 0 [R5 00 L DA S B0 3 R (8] ) 2. msg Pass
AR B R B an T

msgPass={(checkresult.write.l_permQuery _policyCon.SSDn—>checkresult.read.result. RMn—>msgPass)
[J(acequeryPinfo.write.Pinfo.SSDn—>acequeryPinfo.read.Pinfo. RMn—>msg Pass)
[](accquer}rcunl.wrilu.aucFi]L’.SSDn—)uccquerycunl.rc‘ud.aL‘L‘Fi]{:.RMn—)msgl‘ussJ
[1(exchangeDA. write.policyInfo.SSDn->exchangeDA. read.policyInfo.SSAn->msgPass))
n((dLLL'IJi.I')"P]IlfU unlc Pinfo.SSAn— >dLLL|L]{_r}"P:II'IrU rc‘dd meu RMn- >msg[’d~.s)
wel A

.................................. Cile CCA N

R S BEHOR K AT IR A

P e B W) R G ML LA AR T
M= (SSA||SSD||SSDc|| Client || RM||RM ||
RM || FS||FS||FS)[ |aM]| JmsgPass.

ik CSP ikt i T R G R SE ik . KA. esp
SCPFTE AR 58 45 T8 AL B0 UE T 2 FDR2 i — 4
Gk

(3) 24 HAR il 5 2 4 R, 28 42 SR W
i R TG R,

Hy T e ) B AT 5 | M e A SRR
R BT 25 B 1 22 4 B AR EAT 30 0E. T % 2 IRk 55 4%
Bt B AR SSA FIR F BB Client #8241 X5 P
e 1 AR 6 P 3 SR U Il SO R S8 FS. B AT 2
RM F 2 00T 5. PRI A< 491 36 4iE 1) H bR 2

SSA Fl Client ANW] Lh%E 3k RM H #5190 S
R4 FS.

I UE B AR AR A T 56 R

msgPass [F 4,

alila DA da _NemomDa

SSA;~5 RM;; Client; ~ RM;; SSA;~+ RMp ;
Client;~ RMp; SSA;~5 FSys Client; ~5 FSrs
SSA; ~ FSp; Client; ~5 FSp 3 RM;~» FS;;
RM;~~ FSp3;SSD;~+ RM,;; SSD;~ RMp;
SSA; ~f SSDy; Client; ~ SSDy; SSA; ~~ SSDp ;
Client; ~» SSDy, 3 SSDc; ~f+ RM; ; SSDc; ~~ RMp ;
SSDc; ~ FS;s SSDep~» FSps SSA;~+ SSDcy s
SSA ~ SSDcp.
FRARTI K RFEW SSA.Client.SSDc B fE
] RM A% 35 %% 4% 10 A 58 ol 748 H AT B 425 SSA
Client \SSDc BEANRE B 1] SSD (F'S £ 18 % th A
REVUE AR AT A2 s RM Al LA S FS A H¥E M 5L H. .
R FS $hA7
(4) AR A8 5 3 2(2) Bk AR % B0 47 i 1 A8 T
MWRAR
SSA; ~s FSp;Client; ~ FSp 3 SSA; ~5 SSDp
Client; ~5 SSDy, 3 SSDc; ~~ FSp.
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W UER AT

SSA 5 ¥ s & & N {accquerycont. write. ac-
cFile. SSAn, accqueryPinfo. write. Pinfo. SSAn,
exchangeAD.write.result. SSAn} ; 52 i | 1) 352 50 35
£ & N {accquerycont. read. accFile. RMn, ac-
cqueryPinfo.read. Pinfo.RMn,exchangeAD. read.
result. SSDn} ;

Client 5 % 4 M {accquerycont. write. ac-
cFile. Clientn, accqueryPinfo. write. Pinfo. Cli-
entn} 52 W) B 1Y 32 40HE £ 5 O {acequerycont. read.
accFile.RMn,accqueryPinfo.read.Pinfo.RMn} ;

SSDc B ¥t 4 M {accessFS. write. accFile.
SSDn,exchangeDA. write. policyinfo.SSDn, poli-
cyFlash.write. policyIn fo.SSDn} ;5% W 21| #1352 50 35
4 M {accessFS. read. accFile. FSn,exchangeDA.
read. policyinfo.SSAn}

AR W E SSA, & FSp; Client; ~~ FSp;
SSA; ~s SSDy s Client; ~5 SSDp, {H B & W &
SSDe; ~~FSp N 7E SSDe 1 3 ¥4 5 & h A7 1E
accessFS.read. accFile. FSn, B} SSD¢ %3+ RM H.
PR B S 2 FS H. B8k SSDe IR

S8De=exchangeAD.read.result. SSDn—>Pinfodb.read.Pinfo.SSDn—>accqueryPinfo.write.Pinfo.SSDn
—>inS8D.read.accFile.SSDn—>accquerycont.write.aceFile.SSDn

—raccqueryResult.read.policy Info.SSDn—>

((xpolicylInfo.SSDn.none—>exchangeDA.write.policyInfo.SSDn->SSDc)
[1(xpolicylnfo.SSDn.other—>policyFlash.write.policyInfo.SSDn—>exchangeDA.write.polic y Info.SSDn—->SSDc))

B )G #) SSDe B Bk 4£ &~ {accquerycont.
write.accFile. SSDn, accqueryPin fo. write. Pinfo.
SSDn,exchangeDA. write. policyin fo.SSDn, poli-
cyFlash.write. policyIn fo.SSDn} ;5 W 21| 1) 52 50 5
& & N {accquerycont. read. accFile. RMn, ac-
cqueryPinfo.read. Pinfo.RMn,exchangeDA. read.
policyin fo.SSAn} , B & SSDc; ~~ FSp.

(5) M4l 2 B 2(D fig B FDR2 SR e ik LT $AT
ATMKER

W B2 CSP I8 304 A FDR2 v, A4
REH 2 (1) AT HIE R B 2R G A

SSA; ~ RM;; Client; ~ RM;; SSA; ~5 FSy;
Client; ~» FSp5 SSA;~» SSDy; Client; ~~ SSDy

B9 4 5 A F % 38 9 B i 1 (BU 7 FDR2 o5 ff
oU) .
checkM=M\aSSA\aClientaSSDcAbSSAAbClient\bSSD¢

SRR 2 PR,

v FDR 23 omic_twaching and @
Hle" gssm] Process | gpﬁnns’l

Reﬁnmmznll uuamuck| Liveum': {Determinism! *mm|

Deterministic:

lementation

Impl
| [checkna 3
Check
o]

= I
CHAOS(-)

Ll

Glient
Fs
M
.
I~ I

FDRZ session: homeictopsiFDRiscriptsice.csp

<

SSDc; ~f~ RM;;SSDc; ~~ FS; K 2 FDR2 il 45 3 &
t ) &
Example [I 2of1 Example [ 2071 |
° || [ R
i 1
i Performs o i ‘ Performs
\ — iz : #
v L \ [t
TR T ¢ a:ﬁ‘ueryﬁnm.veau.ﬁnln.l‘(Mn
i Pil.HM.CI e | Pinfo. Rhn. Admin
e accessFS.wiite.accFile.RMN
tau
[tau
Show
[~ Show tau [hec. ol I~ Show tau
|FoR2 debuger | |[Fone detugger _J
K3 ANl E Bk o

Kl 2 KB, RIKK checkM AN L1 & P &1 3
WOR T AR A IR AL B30 R R R TR AR R
FrE8AE 50 2 M@k RM th T4 3 pinfo 1R 1Y
SR N Admin , W B LLIAT access. write.accFile.
RMn T 25— W& KU il T 52U/ pinfo M ZHUE A

Client s N FRVF AT access.write.accFile. RMn s DT
PR E . B AR AN E 1 R R BT SSA,
Clien,SSDc Z—1% 3% 45 RM W ¥R AE pinfo 7] g
T8 T RM A7, B W 2 SSA, 4 RM;;
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explain that traditional noninterference models don’t distin-
guish data flow and control flow, so they could not be used to
specify some of the security properties, such as a reference
monitor which collects information from other modules for
checking if there exists an attack, but it is not allowed for
any collected information to interfere control flows in refer-
ence monitor. So, reference monitor requires different data
flow and control flow policies, and this paper aims to resolve
this problem by extending traditional noninterference theory.
And for the purpose of distinguishing and analyzing data flow
and control flow, in this paper the authors relate control flow
with traces’ sets in which each trace is a sequence of opera-
tions. The authors also introduce Communicating Sequential
Processes CSP and its formal checking tool FDR2 for specif-
ying and verifying information flow policies in operating sys-
tems, and based on CSP, propose and prove a theorem for
determining whether an operating system design satisfies a

given information flow policies.



