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Abstract

This paper introduces the development history, architecture, information flow and re-

lated specification of Trusted Network Connection in details. Analyses are given on Trusted Net-

work Connection architecture; merits and restriction are pointed out. Focusing on how to extend
the Trusted Computing mechanism into network and make network to be a trusted computing en-

vironment, related research work are analyzed and summarized. Some future research trends and

development on Trusted Network Connection are advised.
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MR REHEAT T A A RES, X TNC L H 5 R BR
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HEAT IR AIE , I 45 U 1) S DL
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b4, £ XF EAP Jr ik A1 TLS 43 5 il 7 M E
IF-TNCCS J& TNCC # TNCS Z i3 0 . E X T
TNCC 5 TNCS Z [i] f% % {75 B #9003 TF-IMC &

@ TCG Specification Trusted Network Connect IF-MAP Re-
vision 25 EB/OL]. 2008. 4. https: //www. trustedcom-
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® TCG Trusted Network Connect TNC Architecture for In-
teroperability Specification Version 1. 4L EB/OL]. 2009. 5.
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architecture_overview_version_14

@ TCG Trusted Network Connect TNC IF-T: Binding to TLS
[EB/OL]. 2009. 5. http: //www. trustedcomputinggroup. org/
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@ TCG Trusted Network Connect TNC Federated TNC [ EB/
OL]. 2009.5. http://www. trustedcomputinggroup. org/
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5 IMC Z [ f& 1% {5 B 9 Pp i IF-IMV & TNCS 5
ZAIMV 4 F 2 i H L € LT TNCS 5 IMV
Z A% A5 B G TF-M J2 IMC 5 IMV Z [a] i
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i 254 Y E R 48 A1 3 1 5 B LI 38 X
PR AR RSN T REES S RIERSEMN
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S 1 A It 7 A A I B 2% S 2 4 14 R R X
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L HA R 65 8 2800 0T 45 F & B A SC R
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SFEAMEMRS g€ s >
T E S D
PTS) ks TR e,
o e (PEP) TP EBE (NAA)
TS WA (NAR) IF-PEP
T (TSS)
PEEEEEEE e
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B 2 WA RSB AE AN DI RE Y TNC 224y

P 2 v i B kb J2 p A S A 2E B - T R b
K FH 72 )¥ (Provisioning & Remediation Applica-
tion, PRA) 5 it B F1 & #p % Y (Provisioning & Re-
mediation Resource, PRR)4H Jit,. PRA 7] LI{EH AR
i — AN LR 43 1] IMIC 2 3k 5 Fob 24 TR0 1ty 5 1 £
B PRR VE & #bh B0 95 0, BEA8 X AR R L 262
PR EAT ST o 8 HE G 2o 58 VA AL V- B AT IR 5 4
[ (Platform Trust Services, IF-PTS) ¥ ] {5 41 44 £k

(Trusted Software Stack, TSS) [it) #H 3¢ T G 3k 47
210 AR & A AR AT 57 5 D RE 45 %
AL AR XS BRI i % BE LA - & B 0 FOF B 58
R A e R R H AR B A
AR K.
2.3 TINCEAFRRE

PA TNCL. 4 RAS i, — R SE BBy TNC S A
AW 3 R,

i i e 56 P UE %
LR (IMC) (IMV)
SeHcrt | TNCH '3 [ 77T ° “““““ TNC 5% 2%
AL B (TNC Client) | ________ @ ________ »| (TNC Server)
s Tk O s O ek
Vi A = (NAR) (PEP) (NAA)

U7 35 R FAR

HRwmamT .
L. e b7 2 % e FT &

56 & M 56 0E 2 R, TNCC 7
B — > IMC #4791 3R 4k, [R#E . TNCS L 2 X} IMV i

R IAT FPEP

K3 TNCH#

fronthfe.

HWE Y s PDP

2. A W 2% it 45 1 5K & 4B I, NAR [ PEP & % —
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3. el ®) NAR @ V5 )3 R Z )5 . PEP 1] NAA K% —
AN 465 ] P 5535 oK. B E NAA B 4308 R A A
UE - & DAE A58 30 K A A 0 0 A7 B 4. R A — AV
TEZ W, I 3L 5 Y DA UE B AS 25 & 2B PR AT LR A AE
NAA Fl AR Z ). V- & WA E f1 58 B R A & A2 78 AR Fll
TNCS Z .

4. f8E AR F NAA Z A1/ F P O B 2 58 B, )
NAA A TNCS H —A 3% 535 K B k.

5. TNCS F1 TNCC #17F & W iiF.

6. & TNCC #1 TNCS Z [6] ) F & 56 UF 5% 2 58 5%.
TNCS 38 A1 IMV 7 i1 7 45 35 5k © 4k A 7 Bl AT 50 % 1
B 3iE. W B TNCC i 41 IMC BBk e & & 4 w2
£ SEHEPEA 9615 B IMC 3@ 53 TF-IMC [ TNCC 3R 1] IF-M
M.

7a. TNCC I TNCS 22 4 56 5 11 3 jiF AH 56 1 & B 5 2.
XEfE B S NARPEP fil NAA %, B3 AR 15t
PEARZS 0 TNCS By %R,

7b. TNCS ¥ 44 IMC {5 B & 3% 4 H M i IMV. IMV
St IMC Z BT 07, R IMV B E Z 2B HEE,
E¥rE T IF-IMV 2 0 5] TNCS kX %5 5. Wk IMV 2 &
X IMC ) 56 4 P 2 A8 00 B 45 Rl 5 TF-IMV 42 1
% 3% 45 TNCS.

7e. TNCC 256 % >k B TNCS {5 5 4/ M 1y IMC,
Ik B IMC 115 B & %4 TNCS.

8. 2 TNCS g M TNCC B aRF2E. &
K% TNCS #EFHAE 4 NAA.

9. NAA K%M 4 i [n) e 3K 45 PEP Sk SE . NAA 4
Z 1 TNCS U8B & i S5 0 9 25 17 1) e, 3 e s ot &
% 3% 4 TNCC. PEP #1047 NAA [ g5 3 — YR 1 ) 4% 3% 12
it FE 4

AR A R VA LA 5 A M S E VA I e TR
Bt A S8 B M IR IR A i, AR W] DL i PRA
Kviln] PRR, WA KA T B e =2, R 5
HRPAT ERRE. EH MR MR SER
E2/N KPRt i nanS i Bu
2.4 TINCHIZEHAR

RAEEREE & 5 A2 TNC MR,
fHJE TNC JEpy iR T 3A 1) — e Rkl |2
() AT T TSR AIL A 4 At S 3. X T AU HE N 4% 1 ] B
A VEAE BB AR 5P S EE R,

TNC #9928 15 7] )2 3 T B4 1 25 5 [al 5 R
FEAHE 802, 1X L L FI M VPN F 3 % s P
PPP. 802. 1X Jy Jay ak o) 48 41k 5 T v 11 149 5[] 458 1l
RE 6 38 3 52 4 oy 11 5 3 52 45 s 11 o) 24 3 42 AT 45
il s 3t H AT H B R )T B 2% T Tk
VPN fii ffj TPSec Ppil 8% & #: 7 SSL 7E Inter-
net b HEST 22 A B AR IE BT AL i 22 4 3R i i

FEHE AT BE. PPP b3S I 78 5 A 19 2% 75 il i) 2
N7 3 AR BN S I D L BE A8 4R G 3% A UE AL
4z i ge.

TNC 2244 55 ZAE 24> LR 1 24> A 4%
R R 2 4 0 T B AL i H R AR DG B AT
N #p 10 ( Extensible Authentication Protocol,
EAP) R4t TIAEHE SR, SCFRE AR 1Y EAP J5 k. B
AAAT DIAR S A GE{F 2, 1 FLil 2k EAP J5 ik a] LA
1 3o 2% i ¢ R R BT AR B HT TP P Uf HTTPS
T A i o AR e A DG A5 R TLS AT LhA% 338 5¢
R R AN ST R A A 1T B R T

TE I 28 U5 0] 45 1 1) F P B A e, TNC IR 3%
A i A AT AR B 8L, B2 AT AR HT B 1) RADI-
US #pi 1 Diameter FpiL.

A DU 78 AT 5 W 48 3% B 2R A0 v, IR )2 1 R0 2%
Vi) 2 A BUT T A B R 455 1) 45 i R L 8
FOR R PR T B AL St 8 0 7 B S L (45
BT 0 2% M HE R ) T AR A A I I 45 45 A

3 TNC 9t

TNC B S — AT 33 548 PR 555 1) I 4%
Vil 2848, g 7 7E TCG M LM M e iz
7 B AT L AR E SRS 2 B e B R, B
RS I A OB RS A AR HE R R 1Y
HARE E—ERE LT T ¥ % & B ik, TNC
BEEAT — 8 B A A — o i R BRAE. R 1 4 31
BEXT B B S5 R R BR M 21T 4 AT
3.1 TNCHIft =

(D FFjcrE. TNC B2y A B 5t & 51 % B #:AF
(14 s JIT 75 0 3 0 T ) 2 A TP I - AFF 52 35 1T DA 2 3R 15
FHOC R RRIE SCRY. 340 B R TR Z A br S
LS, 40 EAP.802. 1X &, {#i 15 1% 2L 4 v] LA IE [ &
FREREE 5 28 1A S EA-HAR W ™= g E. B 5
NAC 4244 NAP B4 () B VR UL T 3% 22 40 1)
T,

(2) 4. TNC & XHE 58 W 46 H2 A4 il R
M4 R AEAE G 5 T F P B 0y DOIE g Bl B 8
TG B I IE 5 58 8 PRI TE. 308 X HE A 4% 11
Zeuifi $ 0 TR Y EEOR Sad R X i v T ER R A
F18 T 245 14 2 4 L T) I S RS X 22 4 ) R
I A [ S LA A Ry A 635 5 i ey 2.

(3 48T M. TNC Hy B N 25 TR 40, 25 1 )
AT AR 22 3 1 SO AR AL T AR 11 2 R |
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XML Schema FIAHIC#AE 5 58 F 40 A2 1 5 BI85
i IF-IMC, IF-IMV F1 IF-TNCCS %, 5 T8 55~
it 114 5 B

(4) ZGME. TNC ML B & — 8 B ik &
SEAE B — A Y 4 1 ER B T S R AT TR A E
SC AT R GERENE BE B AR SR AL O R ) A 58 B
TAEAH (Integrity Working Group, IWG) il 2 #H i
MG 25 AL, 5] (5 TH 5 R TS B A SR8, 3

Al — R
3.2 TNCHIBRE
B TNCEA LWL S.HEEWLE —E

1 Jey B o A 2 Jg B M R 5 AT (5 T AR B A DG Y.

(D #e B FE 5. B R0 AE AT {5 1T 5 S A7 7E
A FT T BRI AR B, TNC A 5] 5. G fa #
15 T4 L 7 Ji 3] I 4%, {1 45 X 2% 1l — A Al {5
TFEREE X2 — A i i B 58 19 B8 8] 8. TNC A
BRI T BOWe Al A5 11 58 B AR B 31 90 2% 43 A 11
R 3 e A0 5 =X Bk 2 AT {F B8 1Y S

(2) PR T o2& k. TNC X 220 (1 0] {5 36 3iF 3%
Foe k. e FORR AR UE AR B Ok VR T 5 5 R bk
BB IEAREARIE S B A N A A 5. I H H i T
56 R PE B AT AF 550k HRE A R FRPF RS T AR L AN
REMf R B s A T {5, Rk TNC I A RE 58 4 ¢
WEHE AL G a5, 5340, B TNC 3 F 58 %
PRI IR 2L L 52 2% X TR S A

(3) B e B AT (5 PEAE. TNC f H & =5 A IE
PO £ 11 2 4 Pk DR 2% A VB0 2 D ] R 7 ¢ i
(42 4x . SO FE 3 A 45 Z 00, bR T 2242415 A 5 1 oF
G A E TR Z b, 38 B HL A X 4 A 4% i AT ]
15 PR DA S 75 D) G 32 A TIE DA P99 2 Hh 3R B R 55 7T 1

(D) e Z 2 il K 3. TNC 2245, 24524k
T AT 5 B & B I TNCC 5 TNCS Z Jq],
TNCC 5 IMC Z 8], TNCS 5 IMV Z [i] . IMC 5
IMV 2 [8] # i 22 3547 K i 19 {5 B3¢ B, {H )& TNC
B ZR B FE U 2 HhAE I 1 28 A R, TR 1T SR
28T WAl AT S A

(5) Bk Z W 2 2 A5 12 e 4. TNC HOE 7
S A 25 1 1 A b 6 i AT T B AR S 58
B PR IO IE , 7 2 HE A W 45 22 5 R I AT A L 1) it
Xof R 28 R 28 3 BEAT AR 3. B B A W REEIEA 2
Ja B A ARAS W BCAE  BR AT 0 R I A B A AR
AL 72 TNCL 3 Zefgrp 3 7 % 45 B 3h
B fE— B FIR T s AR TR

(6) L F 3 Bl HL A5 JRy B . TNC 1 H A = BR

TEA ML N FB I 25, e DL At A XL 22 LR 2
25 0 4% 3 1) IR0 4% 0 [ 4 ) 24 e TNCLL 4 28ty
BT T Xk 5 0 2 A IR 1 324 DL R T TNC % 7
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work focuses on extending the Trusted Computing mecha-
nism from endpoint to network, both in theory extension and
demonstration system. Aiming at current situation of Trus-
ted Network Connection which lacks continuity and has limits
in static integrity. the authors proposed the Unified Network
Access Control model, TE-BLP model, Trusted Measure-
ment Model, and Trusted Resource Sharing Model. Aiming
at the current situation of trust report which lacking trusted
evidence transporting mechanism, the authors proposed a se-
cure remote attestation protocol TRP and trusted code remote
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Network Connection prototype which complies with Trusted

Network Connection specification 1. 2.



