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Masquerade Detection Based on Shell Commands and
Multiple Behavior Pattern Mining

TIAN Xin-Guang DUAN Mi-Yi CHENG Xue-Qi

Abstract Masquerade attacks are attempts by unauthorized users to gain access to confidential
data or greater access privileges, while pretending to be legitimate users. Masquerade detection is
now one of the major concerns of system security research. This paper proposes a novel method
to distinguish legitimate users from masqueraders based on shell commands and multiple behavior
pattern mining. In the method, behavioral patterns of legitimate users are characterized by shell
command sequences of different lengths, and hierarchical sequence supports are employed to con-
struct the normal behavior profiles of legitimate users, which improve the precision and adaptabil-
ity of user profiling. In the detection stage, a model based on multiple sequence pattern parallel
mining and multiple threshold joint decision is used to determine whether the monitored user’s
behavior is normal or anomalous. The model gives attention to both detection accuracy and com-
putational efficiency, and is especially applicable for on-line detection. This study empirically
demonstrated the promising performance of the method, and it has succeeded in getting applica-

tion in practical host-based intrusion detection systems.
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al Information Security 242 Program of China under grant
No. 2005C39 and National Grand Fundamental Research 973
Program of China under grant No.2004CB318109. These
programs aim to develop a distributed intrusion detection sys-
tem for confidential networks to detect attacks and suspicious
activities both at the network level and at the host level, and
concentrate on anomaly detection of masquerade attacks. The
authors have focused their work on the development of the
distributed intrusion detection system for a long while, and
have published several papers in international conferences and
journals. In recent years, many computationally sophisticat-

ed methods for anomaly detection of masquerade attacks have

been developed, but there are few well-accepted methods in
widespread use. This paper presents a novel method to dis-
tinguish legitimate users from masqueraders. The method
characterizes behavioral patterns of legitimate users with
shell command sequences of different lengths, and employs
hierarchical sequence supports to construct the normal behav-
ior profiles of legitimate users. In the detection stage, a mod-
el based on multiple sequence pattern parallel mining and
multiple threshold joint decision is used to determine whether
the monitored user’s behavior is normal or anomalous. The
model gives attention to both detection accuracy and compu-
tational efficiency, and is especially applicable for on-line de-
tection. The novel method has been applied to practical hos-
ted-based intrusion detection systems in practical networks,

and achieved high detection performance.



