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Abstract  The network forensic is faced with the question of the complex network intrusion anal-
ysis especially to forensic to the multi-step attack. So a new concept of coordinative forensics
computing is defined. Through to extend the theory of function dependency. a new analysis
method and algorithms called probability function dependency relations, which the dependency is
in a probability, are proposed. Combined this method with the Bayesian network, alert correla-
tion technology and the algorithm of K2 that is improved, the algorithm of network forensic com-
puting is proposed also. The algorithm is able to synthesize the various forensic data resource and
meta-alert events to reappearance the crime scenario of the complex network attack intuitively,
and to realize the network forensic analysis effectively. Even if in the case of some data lost, the

algorithm is able to infer the attacked process too.
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Procedure K2_C;

Fori=1 to [
m=;
Poo=fG.m)s /)RR RO TR

OK ToProceed = true;
While OKToProceed and |m; |<<u do
Let 2 be the node in Pred(x;)- m; that

maximizes f(i,m U{Z});

Po.=gl,m:U{Z});
If P,w>Pys Then
Pow=Poas
m=mU{Z};
Else OKToProceed=false;
End While;
Write (z;,7m,) 5

End For;
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