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Abstract  Grid computing emerges as an effective technology to couple geographically distributed
resources and solve large-scale computational problems in wide area networks. Each famous in-
ternational grid project is constructed with a specific grid platform, and different grid projects
manage different distributed resources/services. In order to aggregate resources managed by dif-
ferent grid platforms, it’s necessary to implement the interoperation among these grid platforms.
Security is one of key issues for the interoperation. Current popular grid platforms have such
common properties as global user identity and virtual organization. In this paper, interoperation
mapping policy and security interoperation process are proposed based on grid common proper-
ties. CGSP (ChinaGrid Support Platform) and GOS(Grid Operating System) are two popular grid
platforms in China. Taking security interoperation between CGSP and GOS as an example, the
implementation of interoperation mapping policy and security interoperation process are intro-
duced. Authorization consistency, flexibility of mapping policies and the security of the interoperation

process are analyzed. Finally, grid interoperation process between grid platforms also is analyzed.
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Background

The research in this paper covers grid security issues in
the context of interoperation bewteen different grid plat-
forms. Current popular grid platforms utilize some common
properties such as global user identity and virtual organiza-
tion’s attribute for solving the security interoperation issue,
which is actually unable to cover the policy heterogeneous is-
sue. This paper proposes a mechanism which utilizes interop-
eration mapping policy, and a generic process for security in-
teroperation,

Also, the proposed solution is implemented and tested
under two popular grid platforms; CGSP (China Grid Sup-
port Platform) and GOS(Grid Operating System). The anal-
ysis shows the authorization consistency, flexibility of map-
ping policies and the security of the interoperation process.

The research is supported by the National Natural Sci-
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No. 60503040, and the National Basic Research Program of

China (973 Program) of China under grant No. 2005CB321807,
all of which are related to (or include) the security issue of
distributed computing, such as grid computing, virtualiza-
tion-based computing, etc. Since security issue is a critical
issue in distributed computing area, the research here is quiet
important.

The main authors of this paper have gained sufficient ar-
chivement in terms of reseach and development. In detail,
the solution proposed in this paper has been implemented and
integrated into CGSP 2. 0 platform. Also some related papers
have been issued in IEICE Transaction, Journal of Software,
and the proceedings of some international conferences, a few
national patents and software copyrights have been applied as
well.

The achievement of this paper has solved the security in-

teroperation issue beteen different grid platforms.



