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Research on Trust Mechanism for Peer-to-Peer Network

LI Yong-Jun DAI Ya-Fei
(Department of Computer Science and Technology, Peking University , Beijing 100871)

Abstract  The trust mechanism for peer-to-peer (P2P) network had been proposed as a promis-
ing methodology to handle the complex security problems. The basic idea of the trust mechanism
for P2P network is to let parties rate each other after the completion of a transaction, and use the
aggregated ratings of a given party to derive a trust score, which can assist other parties in deci-
ding whether or not to transact with that party in the future. In this paper, firstly the concepts of
trust mechanism existing in the P2P network are summarized and presented. Secondly the rela-
tionship between trust mechanism and network security is analyzed and the framework of trust
system is discussed. Thirdly the latest techniques on trust model and trust inference method are
summarized respectively. Finally several typical trust model systems and their mathematical in-
ference methods are described in details. The current problems of trust mechanism for P2P net-

work and research trends in this area are also discussed.
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deploy trust mechanism or reputation system in P2P applica-
tions. The underlying goal in all Trust mechanism or Reputa-
tion systems is to predict a peer’s future actions, given the
knowledge of its past behaviors. The distributed peer-to-peer
applications and other forms of online collaboration are all
based on mutual trust, which enables transacting peers to
overcome the uncertainty and risk inherent in the environ-
ment. To gain an intimate knowledge of trust mechanism and
its development trend, as well as its research situation at
home and abroad, it is especially worthwhile that making an

survey on Trust and Reputation system for P2P Network.



