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Formal Definition of Generalized Virus and Its Identifying Algorithm
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Abstract  The definition of malicious software is a hot in security domain. Malicious software in-
cludes virus, worm and Trojan horse. There is now only formal definition of virus, and no widely
accepted formal definitions of worm and Trojan horse. According to definition of traditional vi-
rus, there is no algorithm to identify virus definitely. This paper proposes that whether a pro-
gram code is virus is relative to user, and only those bringing damage to user are viruses. The pa-
per distinguishes viruses to explicit virus and hidden virus based on user’s intention, and presents
a formal definition of explicit virus and its identifying algorithm. Both theoretical analysis and ac-
tual cases study indicates that traditional virus, most of worm, and Trojan horse are explicit

viruses.
Keywords virus; worm; Trojan horse; user’s intention; explicit virus; hidden virus
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program contradictory-virus :=

{ .o
main-program :=
{ if ~D(contradictory-virus) then
{ infect-executable;

if trigger-pulled then do-damage;
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goto next;

}
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Background

In security domain, the definition of malicious software
is a hot. Presently, there is only formal definition of virus,
but no widely accepted definitions of worm and Trojan horse.
However, according to traditional definition of virus, there is
no algorithm can identify virus definitely. Definition of virus
is the base to develop defense method, so it’s valuable to
work on this problem.

The paper breaks through traditional viewpoint on mali-
cious software, proposes that whether a program code is a vi-
rus is relative to user, and only those bringing damage to us-
er are viruses. Further more, the paper distinguishes viruses
to explicit virus and hidden virus based on user’s intention,
and presents a formal definition of explicit virus and its iden-
tifying algorithm. Analyzing theoretically, traditional virus,

most of worm and Trojan horse are explicit viruses, because

that virus would insert itself to a file in order to retain on the
machine, and virus would access registry file in order to run
automatically. The authors have analyzed more than 270 ac-
tual viruses, the results show that traditional virus, most of
worm and Trojan horse are explicit viruses, which is consist-
ent with the theoretical analysis.

The significance of this paper is that a new formal defi-
nition of virus is proposed from viewpoint of user’s inten-
tion, and points out that most of viruses can be theoretically
identified definitely.

The work is supported by the National High Technology
Research and Development Program (863 Program) under
Grant No. 2009AA012428, which aims to develop a new
method to defend unknown virus. No doubt, definition of vi-

rus is an important base for this project.



