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Abstract  Exploring multiple execution paths is an important method to analyze executable files.
Most researchers use randomly generated input or construct input by path conditions to explore
program paths. These methods suffer from two flaws: they cannot analyze all the paths while
there are too many useless paths to analyze. This paper introduces weak control dependence and
path reference set to analyze path conditions. It also ensures three basic kinds of elements in
checked conditions. Lazy analysis is proposed based on these definitions and theories to explore
multiple execution paths. When analyzing a program, it can choose suitable branch conditions to
explore paths according to a program check point. In this way, the number of path conditions can
be decreased without missing any necessary conditions that guarantee the program to run to the
check point and the checked condition to have the same structures. A prototype is implemented to
make some experiments on seven malwares. Taint analysis is used to trace the input from outer
space such as tainted files in the overall analysis process. Shadow memory is also exploited to in-
crease the managing speed. The results show that the method decreases the number of path con-

ditions and increases the efficiency when exploring multiple paths.
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(2) 1, € CP B}, fif FH %42 5| FH 42 i 4 3 00 0] 31
FAL ARSI R B s =USE ({4} 5. D 1
i s=USE(CC).# [,€ LW 5,=USE ({{;} »s.D'U
USE(CC,). %31, (L, €CP No(l,,1,) = true) i,
W DEF(PLL 1) Nsi7# O M H# 3 /4 1, €
VDC,,l,—CE,. # /WL IRAR S b7 £y

PR L€ (Ll ol b R INF Iy
G3HT :

(DL €CP, (D) #1L, €CE, BB 25| H4Es, =
s; 1 UUSE (1) GD # 1, € CE, N3L (L, € PLL; L] A
o(l;,1,)=true) , M| [, ERC,, iR¥EsEM 2,.,,>CE,,
FEERERARGI S s;=5;, UUSEUD. & LELKE
ARSI s, =5, UUSE(CC, ). 4k BE53HT 1.

(2) 1; & CP i FH A% 5| AL 1 #E S R0 345
(LY BRAR T B s, =USE ({{; } 5,1, 1) s Heth
s TESPTHE A 4o B 5 [ € L T kA2 51
sk s, =5, UUSE(CC,). %31, (L, €CP No(l 1) =
true) i, W DEF(PLL,. 1)) Ns; = & AR EFE 5
A5 L, EVDC,  1,—~CE,. 452587 [, 1.

BV 1 RART AT 5 R 2 A 20 AR R SRR AE
A0 H FT R R AR G S BN T4 S B AR R Bl i 4
GHRAW AR I T E S FE XES WA X
alias"™" [w] B E A7 40 M. 40 2R e B0 43 S0 A 1 40 T
WA LA AR E B ARG alias B4R K Y AT 2 32
Z A i R I A DN A A 8 2% A VDC o, IR
Al &1 B VDC i K R 00 7 2R 23 9 25 e o
SEER A5 AR L] B AT R Oy 2 B W 2 B
o B B 2B AT 88/ T EXE 7 20 (19 A0 B 4%
PRECE . A4 5 B A s mT DAE F SRS B 14 7 3 6
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alias o) EFEAT 734 » E— 2Dl b 70 SCBCH .
Bk 1. By P AT SRR U i
Input: #2/F% P
1. stack Path <& ; stack CPath < ;
2. while (P 4550 {
3. I<XHIHATER] ; X L5 AR AL T
Path. push(0) ;

DD
if (I o3 Nl —Input) {CPath. push(D);}

4.
5. il wel) {//L R s
6. CE, <K& 7] CC, 5 L;<—Path.pop();
7. c;<CPath.pop(); s;=USE(CC,);
8. while (Path#= &) {
9. li<—Path.popQO);
10. if (Li7=ei) |
11. s;=USE ({l;}ssi11:0);
12. if ([,€L)s;=s5,UUSE(CC,);
13. if (31, &€ CPath/No(l,,l;)=truel
DEF(P[L 1) N s; =
14. CE,=CE, N\ li;
15. }
16. } else{
17. if ([,eCE){s;=s,41, UUSE(/,);}
18. else{
WCD
19. if (1 I){CE,=CE, Nl s;=
siti UUSE ()5}
20. }
21. if (Z,GL)S,:‘\‘,UUSE(CC,’,);
22. if (€ CE) 1 ¢ b7 2 #4250 17 5
23. if (CPath= ) {break}
24, else {¢;<=CPath.pop();}
25. }
26. }
27. Wi CE;
28. )
29. }

TERE PG BRI, PR AR WA IE B 2. T 2
TEPEIAFE T B R ] % T EXE J5 i FIEE 5 77 i 1Y
AN [m] 4k B 5 =K

Bl L A S R
/R m HAFT S AR A
// BB n<<20

int a[207]; int £=0;
if (n<C20){
i: for (int i=0; i<n; i+-+){
k=i; [/ /A EL mALREE LT k

int m=input;

int n=input;

}
je o alml=k; //KEIFEA] I S AF R 0"m<_20
}

XL R B B BRI S g R AR S
0<<m<<20. {0 {di FH EXE f4b ¥ J5 2%, 78 @ &b, 5
BRI n=0,n=1,+,n=19 #1T L /P (2
XX AP o S B A — SRR AR AR T B R K I AT

J BRI A% PR 2 B AL A 3R O 0==m<C20. [H it
TE @ b Xt n HEAT 20 %A% O0 B 2 DA 6 Y. (HAE
W5 M IT ik i€ RC; N i € VDO, A5 B AE @ Ak
fr 2 Aot NI A O & 13RS

5 ZWEHHT

TR Ty A A R R AT SE B T
FEJ5 MG 2 B T IR B R 4. IR B R Ge el 4 3
O3 AL 43 T T BB B L R AT R B T A IR R R
FSE J5 43 Fr A58 B A8 B i 5 fin 28w 40 A O R T
T PAT BT L PUAT 19 JE A B 47 O 72 7 1R 4]
PAT 58— SR M) Ja B TS RAE R HLE T IS5 IR 1R
W55 AL 205 AT R IS SR 1 4. oA
b ] A R BEAT AL 2 R SR Y s AT
BF T 21 2 40 B b i 45 SR I B 2R A S R D
ALBENRGMH C+H+iEF L. 4 1 i,
TEEHLAE - AT Dell Optiplex 360 15 HL, B LA
Intel Core 2 Duo CPU E7300 2. 66GHz CPU, 2GB
NI - T E R 4 F| Windows XP SP3.

2 PR TE I B A T IR AT 30 22 4 U T 4G
DRI S 8 AT 2 43 A 7 16D 04 T k. RO R AT T S
R 22 0 B8 2 T 4 5 Uy ik AT B AN 2 B AR A
AR, Win32, NetSky & 2004 AL #5122 1Y
I > —, B Windows 8 R DARE )7 #4714
. AEFATH 43 A7 3 #2 o 4% GetLocal Time i& [IH
YRR 15 s Bl 91 DL R 15 s AT 43 B 4 T BE HL
1 H LB DA 2 s b )2 T Y 8 21
0x100025EE. M &A% I B4 218 )4 0x100025A3,
0x100025AD,0x100025BA ,0x100025C3,0x100025CB,
0x100025D3,0x100025DC, H Hr 0x100025AD 5 5
$ds k. EXEY ik 5 Moser " ik ) 12 - &
H AT EBr b A AR R AT AT 7 2 B8 AR 0 B
BZ—. BT Moser Jy ik 53 5 EXE J7 k260, 5%
B O SE IS 5 i 5 EXE J5iEAEXS . ] EXE
T ¥k 2 B4R 4y B i T BEAEBR 0x100025AD AR % 3
BT SR AL S T 0 SRR AT B A 0 BT 5 A i
Jo SR By 7 s A LR B 0x100025A3, 0x100025CB,
0x100025D3, 0x100025DC A J& F 0x100025EE f iz
T 55 BB AR A 45 1 TR AN 06 A 35X 26 037 B AT £
AR R LT TE 0x100025BA H1 0x100025C3 4b #
112 AR S A BT 5 1 B R 23 BT B AR SE PR 4y
Brink, 78 0x100025BA b # 17 2 B 12 7 & ¥ 3] ik
NetSky £ 7y 4b ATTACK.
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Kl 2 NetSky Z #4250 Hr &l

T X EXE J7 3k FUE J5 5 300 T AR AR P
T2 PR S BT I 0 SR AT 7 FOE R
AT IR, Perfect Keylogger J& — i 5 # £ #R1F
M4 A s CodeRed . Nimda, Slammer ., Maslan & % %%
1% 41 QQ Thief fil ExploitlE J& % T H..

F 29058 1 &R P A S AT 1k AR vhoRH A D 3 5k
K AAFECE R HE. Z RS E XA H
T o G D A3 11 3 BB A () 19 5 3% LA 25 S ELAR 1 43 B
H AR BRI i BUR B AR SCi g s sl B
AT B R A S 2R BT R R TR
e — Wk s AR SCR I AE AR T v 1 Bl ATL A 0 e 4 AT 40
Br. R A5 7 A DR AE AR T R 2l 5 L 4 100 2%

2 HEA Oy 6] B VE Sy — S B e R D i, 5 R
A R DU S B E B R Y A R R R 22 AR
Gy A Ik R v B R AR Y B S A B AR B
KFR S A — 8 R b R 2 B AR A BT
RO DL K B AR SR AR B 803 AR AR P B AT R rp A
FB A S B 2 A W AR Al L PR 2 SR T Bl X
B A A 2 ik 2 1 2 1 B AT T 2 f 2l Rk
25 R 0 ERA M. X B DL IR IR J7 5 (Origin) i B filf o Xf
BRI SAE 25 B 7 3R B S Rk B T A
—Ab, B 5 B A, i EXE U7 i 1 AE J5 R B
(LA X 2R 3R 2 B2 i 4 sl o rh i 4 O v 48 0 % 42
AT A BT AT ) W7 24 A T 90 5%

2 3MHEHWERENILE

&R Kl 5% EXE/Origin LA/Origin (LA/EXE) /%
Perfect

Keylogger 3193 0.1666 0. 0256 15. 37
CodeRed 1577 0.1767 0. 0381 21.56

Nimda 1505 0.0709 0. 0080 11. 28
Slammer 1363 0. 1562 0.0336 21.51

Maslan 1234 0.0572 0.0014 2. 45
QQ Thief 1231 0.0171 0. 0083 48.54
ExploitlE 1223 0.0217 0. 0087 40. 09

%2 S 2 BN o M R v R SR
%05 Origin Fom JUG 7 3k » 1002 5 — £l Ak B Y 25
il s 55 3 1 o 6] EXE J7r ik 405 19 A R s Kk
JERAXT T Origin J5 3% Bt i 89 FE 451 5 26 4 52 4 FH)

Jei TR W 1) 2% R AR T Origin 77 35 BT 7 B9 HE 15
i — 8 LA E 431 22 2 J5 5w A 0 2R 3 =X 4% 14 5k
it EXE Jrik il N 1 H el LA 1 EXE J7
P EARE T 75 G 1 AT AL B AH A A7 AE KT
FH 5. 005 FH AEE 5 5 W 1) 7 125 R 8 0 /b R R 1 I
Gy SCE A AL T RN 2 35 5L WA T 4 SR SR
HAA RO 3L EXE ik 22. 97 %.
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winrar grep split upx  7za  fsum Image2Pdf

FEIF 44 7R
B4 Jrbrid e A R TR T N R

H T 5 F N AT 5 B8 AR B X R o6 &R L
WG AE A B s R v ] i 2 o5 P BCR 25 IR). AR R R &
G R SEREE SR M5 1 A7 5 1. 28 B B AT
23 )4 HY I B 38 A L 9 5 7 D9 A7 5 24 H b a2 R X
L 1) PN AE 28 [R5 R IO & 5 7 D9 A7t Bl 2 R k. T A
Ji 7 R G AN B T AN A7 3 (AR R 5% AT
A AN 5 2 2l 25 4E 3 9 A7 HE AR B AT B O 7 2 3t D
AT REAL R GE N AE A5 8] R L O TR A o A i
RPN S oL AT 8 7T N TR 4T T 20 .
P A JETE S BTl B v & R 5 1 N A o T A7 2 )
) d5e I AE CH 2 KB). DL v i) 1, AR 5 78 3R 45 il
FHSEF W AEAILT BT o5 1 I8 77 25 ) CR0 956 e ) A ik
15MB, X N7 5 RN 6. 47TMB. F L. AR R4
LA 35 18 11 23 1R R 26

R TN AE S5 53k R D B X A T 2 5
S A T 6 PSSR RS L % 3 X EL T FE SE IS R R, Y
o o5 KR K A AR A B 9 3o 9% 3 AR 1 BT Y B
(). AT SR AT 7 3T T A R A7 0 ARG I o7 4 e B
0.,10,100,1000 4>, B [A] 57 g s PR H AT 2401, 5 1]
TS5 70T 10 AL 100 AN K I AL A X T 0 AN
T 2 5 B e B )RR /N 2. B 43 B 1000
ARG o H I A 5 4 ARG 0 s T) A 5 AG T) as H  JL
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MR AT LLE % 58 43 4, 1 40 Nimda, QQ
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A3 SR BT R AE A A A R e RS A v ) e R Y
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BT /s
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Background

Software testing is a crucial part of software develop-

ment and a perennial problem as well. Manual testing is not
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His research interests focus on information security.

only a labor job but a tedious job. Moreover, the results can-

not cover all program paths. Thus, even software is checked
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by manual testing, it cannot be guaranteed that no fault is in
the software. Random testing is proposed to solve the effi-
ciency problem in manual testing. However, it cannot ex-
plore all the program paths. For example, satisfying a 32-bit
equality in a branch condition requires correctly guessing one
value out of four billion possibilities. Then people use sym-
bolic input instead of concrete value to run a program. When
a branch is met and the variable in the branch conditions is
dependent on the input, the symbolic input can be easily
changed to explore the two possible paths of the branch.
However, there are a lot of branches in a real program. So
this method cannot be easily applied to these programs. In
this way, some paths cannot be explored and some redundant

paths are explored. Some heuristic methods are proposed to

solve this problem but they cannot handle them well because
they do not touch key problem. This paper proposes a lazy
method to analyze the path constraints according to a chosen
check point. It classifies path constraints into two types and
chooses the necessary conditions that guarantee the program
to run to the check point. The authors also implement a pro-
totype and make some experiments. The results show that the
method decreases the number of path conditions and increases
the efficiency when exploring multiple paths. This work was
supported by the National Natural Science Foundation of China
under grant Nos. 60703076, 60970028 and the National High
Technology Research and Development Program (863 Program)
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