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Abstract The Combined Public-Key scheme is a famous scheme which is commonly used to gen-
erate user’s encryption-key and private-key in the identity-based encryption schemes. For over-
coming the conspiracy attack on Combined Public-Key scheme, a new expanded scheme based on
it is proposed in which the generation of private-key is an expansion of the corresponding part of
combined public-key scheme. Based on the new expanded Combined Public-Key scheme, a new
identity-based encryption scheme is proposed, and under the standard model it is provably secure
based on Decisional Bilinear Diffie- Hellman Assumption. At last, by analyzing the collision of
user’ s encryption-key and comparing the new proposed identity-based encryption scheme with
three existed famously analogous schemes at the following three aspects: the tightness of reduc-
tion in security proof, the complexity of encryption and decryption and the binary length of ci-
phertext, it can be found that the new scheme is more efficient than them, so it is comparatively

more useful.
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Background

The Combined Public Key (referred to as CPK) scheme.
which was firstly proposed by professor Nan Xianghao, is a
new method to contrive the management of keys. But as well
as we known, this scheme also contains some flaws. For over-
coming the conspiracy attack of the CPK scheme, the authors
fully researched the reasons, which can make this attack hap-
pening, and then improved the process of private key genera-
tion of this scheme, at last successfully solved this flaw. Fur-
thermore, based on the improved CPK scheme. the authors
proposed a new provably secure Identity-based Encryption (re-

ferred to as IBE) scheme under the standard model.
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In addition, the research of the efficient and provably se-
cure IBE scheme recently is a hot field. Furthermore, the
problem that how to propose a provably secure IBE scheme,
under the standard model, has more efficient degree of reduc-
tion in the security proof. is the most important problem (in
this aspect, the scholars from the Stanford made some great
contributions). By compared with some well known IBE
scheme in three important aspects of the security and efficien-
cy, the authors reasonably explain that the new IBE scheme
based on the improved CPK scheme is more efficient in some

aspects.



