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Scheduling for Security-Critical Real-Time Applications on Heterogeneous Clusters
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Abstract Increasing attention has been directed towards the issue of security service for real-
time applications with security requirements on clusters. In this paper, we propose a novel two-
phase scheduling strategy TPSS which takes timing constraints and security needs of tasks into
consideration. In the first phase, the authors propose a novel algorithm DSRF to schedule real-
time tasks. When the system is in heavy burden, DSRF is able to degrade the security levels of
new tasks and tasks waiting in local queues so as to enhance schedulability. On the contrary,
when the system is in light burden, DSRF is capable of employing slack time to adequately im-
prove the security qualities of new tasks. In the second phase, a new algorithm FMSL is proposed
to minimize the difference of security levels of accepted tasks and further improve the security lev-
els of these tasks on the whole, which degrades the probability of the applications being attacked.
The authors compare TPSS, DSRF, SAEDF and RF by extensive simulation experiments. The
experimental results indicate that TPSS significantly outperforms other algorithms and improves

the security and flexibility of the cluster systems.
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Jon e S s CE A upr /(KB + ms™1)
SEAL 0. 08 168. 75
RC4 0. 14 96. 43
Blowfish 0. 36 37.5
Knufu/Khafre 0. 40 33.75
RC5 0. 46 29. 35
Rijndael 0. 64 21.09
DES 0. 90 15
IDEA 1. 00 13.5
F 2 FTEMRSZH Hash JHH
Hash 8% sy CE ARG w0 /(KB » ms™!)
MD4 0.18 22.90
MD5 0. 26 17.09
RIPEMD 0. 36 12.00
RIPEMD-128 0. 45 9.73
SHA-1 0.63 6. 88
RIPEMD-160 0.77 5.69
Tiger 1. 00 4. 36

x3 WNEFZE

Hash pFi % e CB A
HMAC-MD5 0.55
HMAC-SHA-1 0.91
CBC-MAC-AES 1. 00
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o R BE B ) 3 5 T AE R 46 1 8B ) S BB AE DR UEAT:
55 FLA 85 e R BE ) 2R 0 R A B e KA 55 & 4
. FMSL 552 FH T 0 B B2 U 45 S A 3 ol 24 F
(1R 55 3 HLRE % 3 — 2 $2 R AT 55 19 B AR 22 4 90
4.1 DSRF &£

DSRF &3 i F RF (Response First) 2y,
RF S0k A% O JEVARR AT 55 43 e 31 2 A 7 98 I
R TE] 08 5 A b 3R R T S B L R TR e A A
T 2 40 b SE T 55 18 B 3 0 R A — R Rk (R
RF SR WA 2 18N 9 2 4 55 5K [F] A B4 H
TE R AR SCHR ) DSRF Sk 4345 3 B IR, 7240
BT v B BT 55 45 43 T S5 i &8 A ) L AR G e R
TR 0 e L A A 2 19 SR s A A B R 1Y S B A A
L e R B B R 58 U ] Y T AR S B AL
BEVE R L 3 LA ALk I R R A O R e AN R AR
1) EDF J7 i, K EDF S5k 240 o 200 . i Fe 41
K FH B 32 3 W 2 0 SR 3 BA ) H AT 55 R AT AT

IFE B HEBA. 25 3R 1 oK e RARAT: 55 19 22 42 901
R i R 2 4= O BB DR RSB AT 75 1 I PR 200K
[F B SR 5 TP DR384 55 AR 84T 55t 6 2 HL ARk
W23 BEAZAT: 55 5 AR AEAT o] 4 5 L #RAS BE i A2
TR BRI A B MR AT A IR 2 AR P IR 2 P R
B AL 55 19 22 4 » B 200 A2 20 R 1 op i ad 19 R
il A5 PF. IR 2 TR RS T 4R mOB AT 55 1 & a2
B HE IR 2 WA RRRAT 55 oy B R 3 0P IR T
e IR 3 B k4% /W BA S AT 55 4 A G ) 2 A
B RHY m L AR5 R L §E 1) (round-robin) #4977 1 [
R BA A Hp i 26 55 R AT 55 19 2 4= G ) 1 2B AT
F5 BERL A0 TE - U0 2R T A 2 15 4T 55 1) 26 4 ) AR o 2
S AR AT AN BE Tl 2 T AT 55 sl AT DU I T 4 55 (9 7K
LEAT: 55 19 A 8] BIR 8 D000 57 9 AT 55 » 75 WUDHE B 4T 55
B BZT 0. P IR 3 TR B AT 55 1 R BE A 2 .

NI 43 DSRF 5895 1) — Se 44 Ik
PERT L. WAL S5 ¢ 8 FE 203 5 n, B o,

o Ja BB BAZ o AT I R T ¢ B 84T 55 b 250306
TR 2 MRS,
esty; e, +c(x,;)=d, 4)
Vi, 00 =0, ¢ esty + ey +cCay)<d, (5)
Horh, esty, =esty; +e; (g ) ARS AR 5 0, 1
H AR TT IR I A est o ] BETHR N
est; =a;+ 2 (e Ty )+,

0k <iuU swy, =1

:/H\:EFI ,a,-%ﬂ?ﬁ% l‘;E"J@Jiﬁﬁfﬂyﬁﬂﬂ%ﬁ n,J:J—_ET’fiZ_:
FESR ARG . D) (e Fclau R

O <;n}] sw, =1

TRy SR B R AT U /N T ¢ WA 55 (8 AT
] CRLAE 22 A TP 4D . W1 RAT 55 ¢ A6 25 F7 BA S L T
'Z,U;g:197|£1<l)_l\lj wk:O.

PR 2. AR IR 3 IT UG 0AT B 4P 9K 3 B
BEFR I Ry LR IR BAS p S AT 55 ¢ 1 B RO IR
HRF i) 5 2B

(D WRAT 55 ¢, B9 AT IR /N T804 55 ¢ 1 3R
FEMRFE - B 0, <o+ WIAT: 55 ¢, 14 d5 B T s 10k [1) AT
AN

(6)

est]; =est,; — 2 (cCxy)—c(ay)))

(2) WERAT 55 ¢, W HRAT RS R T B AT 55 ¢4 i 3R

FEUF S BV 0y = 055 5 AT 55 ¢, 149 S5 17 T 1 P 1) 7T 0
)

esty; =est; — >

0 =20,

YD)

(clxy) —c(ay) D) Fe, +elx)
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Hodr o Qo ) FeR Y AE 55 1, 1928 2 950 FAR S 7 Y
AT, TR YRR 5 7 2F0 ARG 2
i T 1.

DSRF % 9 th ACRS 40 5 3% 1 Brss. DSRF 4%
oo — B N B TR DR IEAT: 55 08 B B A
LA R T8RS AT 55 B RGO, A B B 5
Bl A S I PO LSS 2 47). QR R T e e Y
AP AREWE R PET 1, BT 55 1% 2 900 H
BRI VOLES 3~17 £5). W3 AT 5 % F e/
(1) % 4 BT SR AN B A2 M BT 1, 2 5 Jy ¥ BA 37 o
R 55 % 2 PO Z M R T s (LSS 23 47) ok
PRS0 1 5 2R AR I 2 25 57 AT 55 19 22 4 900 B 3l
JEPERT LOULER 25~29 17). WX $8 4T 45 1 &8 4 2
SR 4 5 B S A AT A BB W A2 R BT 1 IR 4 4 4808 AT
% A5 MR WOGX A 55 (DL 40~45 47).

Ei%x 1. DSRF &,

1 for each new task ¢, do

2 find <false; si(x,;) < max{sl}; /=¥ M4k =/
3. while s(x,;) 1 =min{sl} do
4

earliestFinishTime<—co; /[« H) it */
5. for each node n; in the cluster do
6. Calculate r; and 2 Cerj +clai)) s
o) <ogy iy =1

7. Calculate the fini;/h tim(i fij:

fij=esti; te; +c(xi;);
8. if fij<<earliestFinishTime then

. earliestFinishTime<f;; ; findNode<j;

10. end if
11. end for

12. if est,, + e, +c(2,) < d; and Vit 00, =00 :
st + en + ¢ (i ) < dy (m < findNode)

then
13. find <—true; break;
14. else
15. Degrade one security level in g, g» or g3 by

Round-Robin policy;
16. end if
17.  end while
18. if find= =true then

19. Allocate t; to node findNode;

20. Update earliest start time (EST) of tasks in
the local queue of findNode;

21.  else

22. degradeSum<—0; S<J; / * WL = /

23. Select node 7, on which the sum of security

levels of tasks waiting in its local queue is
largest;

24. Put these tasks into setS;

25. while S!=¢ do

26. degradeSum-+—;

27. for each task #, on node n, do

28. if s{(xp,) ' =min{s/} then

29. sl(xy ) —=degradeSum;

30. Calculate new EST according to Property 2;

31. if est;,, + e +c(xi,) <d; and Yt s 00, >
Oim €580+ e + (20, ) <d, then

32. find < true; break;

33. end if

34, else

35. Remove ¢, from S;

36. end if

37. end for

38. if find= =true then break; end if

39. end while

40. il find= =true then

41. Allocate ¢; to node n; ;

42. Update EST of tasks in the local queue of n; ;

43. else

44, Reject task ¢, 3

45. end if

46.  end if

47. end for

I 1. DSRF 553k i ) 52 2% B O3k Gnn+

n*)) o m R T SR 0 AT AR BB
BAS) v S TR AT 55 50 b R 2 A B
. BT S5 e — AN AN B S8
] L HE ) A2 2% B R OGo) (LSS 6~7 17). BAIE ¢, /&
T REWE R BB RLE [R]— 15 500 SR 35 BA B Hh AT
K ¢ 1 8 AT 55 iy bsf () B ) o L B 8] 2 4 B Oy
OGo) (WLES 12 47). B0 H AR 19 s Jmy &6 BA 51 o 4F: 55
(4 $5c B 0 B 1)L LB R) &2 2% B O O G (DLES 20
1) . H 30 R FRBA S H A AT 55 1 2 U Z MR R
1 A G rh o 80 L LT R B 2% B R OGn) (L5 23
. B P A ER AT S ERBES S
(B TE) 2 2% o0 O G (UL 24 7). FRAKEE 45 2
Je & BB AT 55 1) 42 A O] HL I IR I R) A2 A% N
OC3kn®) (VLA 25~39 7). WAL 55 ¢ BEW 4T B - W
43 BLZAT: 55 5 537 T 40 B 5 st Jea 3 BA B v AT 55 1) e
FLIF b i ] ) 2 2R BE S O () (LSS 41~ 42
1) He AT ny it | 2 2% B2 240 OCD). A i DSRF %
5 (B[R] A2 2% AT BT AR
OGE) (OGn) (O +30(n) +0Gm) +O(3nk?) =
OQk(mn—+n*)). I EE,
BT o — A s R BB Y A R AT 55 A
BT LA n AR/, R 7ESE PR H .2 Fllm 4
AR # R A %, [t DSRE % 69 i) 8] 42 2%
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ENCE 0, =04, B TV 250385 2 T 1A A A 4 2
4.2 FMSL Ei%x est,; e, +c(al)<d, (13)

AT BT AT 95 A B0 S 19 2 2 IR 55+ [
Ik — 25 B R A 55 1 48 A2 2 R 2 — AT 55 B
o3 Be B — 5 5 - FMSL 380206 Xz 4 s LR i
BAZ o (AT 55 e — 2B AL B Y Ry BAR SR E 2
B 2P R AT 55 % 2 GUN RIAR 22 FL, 3R,
FMSL 53k 19 H A RIVE A2 00 4T 55 18 B Rl 2l 5 1) 2%
fifi b f/ME FL;.

FMSL 5835 09 80 R R 2 30 3 3R A1 o 20 A 55
422 2 G AR w5 IR AT 55 19 %2 2 0. 2 —
55 B BRI H AR 8 o 2 4 G0N A X e
HIX A H F 55 42 9195 DU SIS & maxSer B minSer
W BEAR maxSer 5 AR 55 19 % A U0 LU
minSet Fe AT 55 9% 2 GO e X — i F v b A0
PRAIE I 26 AT 551 A2 I 5] KR 46 o L Jay &5 BA 1] o i 26 AT
55 Y B AR 52 JI0 IR [] AN B B SR

T 48 FMSL 5 i — SE P i

MR 3. e, EmaxSet,t,EminSet, 4 0, <
0,; ISF + DU ADA 25039 /2 1 1T 14 AN 45 5

esty; +c(xl;)<est,; +c(x,) 9
Sorkt estl, Bl e ol ) AR BN R 55 1, 926 4 G T
BT 4 B T T U6 I T BT 42 42 T 4.

est;; =est,; +c(x,;)—c(x)) 10
Hev el )y 0, 195 A M W AILUR AT 110 22 2 5F 5.

PAT Y AEAT 55 ¢, F ¢, AT U 2Z 1) (9 4T 55
RS SuSin CLNEIIE & SN e

esty; =est,; — (c(x,) —c(a);)) an

AT R FAL 55 ¢, AT Y BOAT 55 ¢ Hode
LT 0y bk 8] AT B o 53k
=est,; — Cesty +c(ay;) —esty; —c(xl))

12)

B2 g5 7R 3 B — sl e f RoR AT

55 ¢ AETNT A 1 5E BRI ]

fo sty i

/
est,;

est pj

\ A 4 Y VL

LA AT f iy

P
3

i
ARG ETS % ty § [ On,
A ?
Joi o esty f/)’, est )
K2 B3 S
MR 4 MR ¢, € maxSet, t, € minSet, X4

Hort el JAE 55 1, 1032 42 0 B 42 85 O 0 B % 4
FFAY.

ST A8 AT 55 ¢, B0 ¢, BAT T 22 18] 1 1T 55
Ly 2 1, B A O I 6 B S LR Lk T

est,; +e,; +c(x,,)<d, (14)
Forft esty, R e R IF I ], TR 5E
est,; =est,; +c(xl,) —c(x,) (15)

1155 ¢, W B 5T ba i 1) H 5 07k 5 0, — 2 )
IS L0 AL ¢, (V0T 52 BRI () 22/ T 2 T I 52 A 1]
PAPRIEAE: 55 14 18] BE A2 6.
est); +c(x);)<est,; +c(x,) (16)
PATE R FAESS ¢, AT Y 94T 55 ¢ Hodie
T TT 4 6 [ 0 g ORI

est,; =est,; — (est,; +c(x,;) —esty; —c(x);))
an
3EEH TR A4 R — S
T sty Ji ety
ir JV JV v
ARG BT 7 ly O n;

AR R t ta Q
T A A
fi esti £l ety
B3 k4 sef
FMSL 83k 0 iR i3k 2 fis.
&% 2. FMSL &k,

1.  while true do

2. canAdjust<false; /* WUk =/

3. Put tasks with maximal security level and mini-
mal security level on #n; into maxSet and

minSet, respectively;

4. while maxSet!= & do

5. Get a task ¢, from maxSet;

6. while minSet!= & do

7. addLevel < —1; /x ¥k« /

8. Get a task ¢, from minSet;

9. Degrade security level of ¢, one level;
10. Calculate addLevel of t,;

11. if addLevel= =0 then continue; end if
12. if 0,;>>0,; then

13. while addLevel”™0 do

14. if esty; +eg +c(ah)<d, and est;; +e,; +

c(x;)=d, then
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15. break;

16. else

17. addLevel— — ;

18. end if

19. end while

20. if addLevel! =0 then

21. Update EST of tasks in the local queue by
Property 4;

22. Remove ¢, from maxSet; remove ¢, {rom
minSet;

23. canAdjust<true; break;

24. end if

25. end if

26. if 0,;<<o,; then

27. Update EST of tasks in the local queue by

Property 3;

28. Remove ¢, from maxSet; remove ¢, {rom
minSet ;

29. end if

30. Get next task from minSet;

31. end while

32. if canAdjust= =true then break; end if

33. Get next task from maxSet;

34.  end while
35. if canAdjust= ="{alse then break; end if
36. end while

FMSL 583 8 o 1 mm R BA S A 22 4 53 A
X di e 12 A GO AR N B AR AL 55 23 0 5 DL B4
maxSet Fl minSet 1 (WEE 3 7). ME S maxSet
AL — AL 55 ¢, I NEE B minSet H ATk — 1T 5%
o WUR £, AR — D2 2 Y AR ¢, 425 — 1
G B2 minSer & HE T3 b — AT 55 (WA 4~
TLAP). G o, B BAT I KT o, I BATIT Y ¢,
(42 A RO AR = )5 I A 0, MAAT T A ¢, B 2,
Z 1] P R S AT 55 AN R Aty Ok LA 3 (PE BT ). B SR
J5T 4 ANREW AL L BRARHE A0 i) 22 4 9 B3 I A2 M T 4
(W 12~1747). 2 ¢, Fl ¢, & =R A G
t, M, 5y BN EEG maxSet Fl minSet FHER KKy
TATHET B 28 8 HAT A X S5 e A e MG 1) 28 4 0 )
(WL 22 A7), Q2R ¢, B BAT I /N T ¢, 19 AT I
7 AR AR BT 3 TR R AR BA S Hh A R AT 55 1 B R T IR
B 1A B ¢, F0 ¢, 0 S NEE & maxSet F minSet H#%
Bk (L2 26~29 17). A A B A 1E ol 41 55 1 42 4= G )
AT DLRRE IR A 85 SOz 2 (DB 35 47).

EHE 2. FMSL Sk M) & 245 Ot (k+
7)) n R — AT R n R BRI ) SRR AT 55 R R
RGN

. FRFNTT A 0y SR A BA S b2 4 G0 A R

I e FURE O B A B AT 55 o FLB 1) 42 2% B o O G (L
5340 8 ¢, I BAT VT KT ¢, W PTG B 5
RAT 55 ¢, B8 1m0 19 22 200 LA 2 o, RBRA T W 72
¢, Rt Z BT 55 (R sl ) 2K, LR IR ] A2 2% s o
OCk) (W5 13~19 7). MRAEPET 4. BT n, ]y &R BA S
PP AT 55 B SR L 0 B ) L ) 52 2% BE O O ()
CULEE 21 47). 2 ¢, Y PRAT LT /N T ¢, 9 BT DS
BF AR HEPE T 3 T BT, JRy B BA 51 o A5 AT 55 1) e
FF U sk a] , FCmF R 42 2% 3k OGn) (LSS 27 47, R Itk
FMSL 553 iy i 0] 52 2% B2 w50k
O(n) +0(n) (O() ((COR) +0(n)) +0(n))) =
On* (k+n)). HEEE.
H TR 8 BA A o %) B R AT 55 B0 80N L TR ISEAE
maxSet Fl minSet W WAL 55 BA B L /NTF n, A 1L
FMSL &7k () i (8] &2 2% R 5.

5 SIgmK

AR S 3 R ) AL S 6 45 2ROk U] TPSS 5
W 1P E. 5L 5 RFY U DSRF fil SAEDF™ ff 2%
RIEAT L AP WL 8 RE B 9647 1 s g
U BIE BEALE FRAT: 55 1 2 2900, AL EZEMNLT
JUANJT T e8¢ T TPSS.RF\DSRF Hl SAEDF [ 1/ -

(D) 3 B2 Z& (Guarantee Ratio,GR) ;

(2) % 4 2% B ¥ {8 (Security Level Average,
SLA);

(3) 44 2% 5 bR E % 22 (Security Level Stand-
ard Deviation,SLSD) ;

(4) AR & 48 1 fiE (Overall System Perform-
ance, OSP, OSP=GR % SLA/SLSD).

501 BUMAEESH

SEAG PR TT LAY Ry a5 S 6 R 55 S A
AR ARSI h 580 25 18 T AL 55 1 S PE. R
AT 265 3 592 30 ) A0 5 3k

(D) R TR SR AR o, 3R89 1in, 1Y
AEPRRETT. p; R — IESEHL . p; WK R AL BHLEE )
k. 2 B powerAverage 1 powerSpan 4y R F N
T Ak B R ) R AL BERE ) Y BB L p,
Y 5] 4 A HE powerAverage — powerSpan K power-
Average + powerSpan 2 |H].

(2) h RN AT 55 ¢ WAL BRMEFE . 7 Sy — TESE 5 By
BERAT: 55 ¢, 72 W] — 15 50 0 ST I ) K. S 40
hardnessAverage Fl hardnessSpan 43 ) /8 i A
155 19 1 349 b 380 3 R Ak 3 XE R % T Bl Y L A
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¥ 1 2010 4F

Y157 5y A AF hardnessAverage — hardnessSpan F
hardnessAverage + hardnessSpan Z 8], i DA & B
55 B S A 1.

(3) SCHR L 16 1K AT 55 R AT I [) 51 B 23y — 3¢
(Consistent) #i [& Fl1 N — 2 (Inconsistent) 4 [, A<
SCH AR 55 PRAT RE B R T — B S L RIVAE 55 19 Th
A7 I 8] 5 4T 55 % Ak B ME B2 R S b, 5T Y AL B
AE S AE FE. AR 55 ¢ A6 i A SRAT I 18] e m) LA
%‘z/j—'\'ﬂ\jeij =obaseTime X (h;/p;). S8 baseTime N

(WD ALES LN A on, FRR R o (o) 47
FR AL A A s R o (o) BRI
AR B3 FR.

AL ¢ MBI T8t B A d = a +
max{e;; } +max{c(x; )} + baseDeadline. H:f a, 3%
AT %5 ¢ NS IHE] s max{e;; } Fom ¢ 7R TG 5 5 b
1 B K AT B 18] s max{c(x; )} on ¢ FEITA 1 8
() I3 K 2 42 JF 5 » baseDeadline Sy — B L 1E 52 %L,
baseDeadline ¥ K AT 55 35 11 B EE TR .

(OS5 B EE A a, =a,—, +interval Time,
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20}

0

(a)

MTPSS

ARG FRER 7
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.
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FAGH T ER PRSI
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(200084). Nowadays, increasing attention has been drawn

Excellent Doctoral Dissertation in
towards the problem of security in the context of clusters.
However, integrating security services with scheduling algo-
rithms is an open issue for security-critical real-time applica-
tions on heterogencous clusters. Most existing scheduling al-

gorithms only strive to guarantee the timing constraints with-

out considering the security needs for security-critical appli-

cations. At the same time, the scheduling algorithms for
real-time applications with security requirements should be
self-adaptive according to the system’s burden and can pro-
vide higher quality security services on the promise of higher
guarantee ratio. In this paper, a novel scheduling strategy
TPSS is proposed to enhance the security levels for security-
aware real-time applications on heterogeneous clusters. The
TPSS strategy significantly improves the security quality of
real-time applications on heterogeneous cluster, and guaran-

tee the system with flexibility and reliability.



