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Abstract  Nowadays, the trustworthiness has become the noticed focus in qualities of software,
which emphasizes analysis, measurement, corresponding applications and support environments
for the trustworthiness quality. Injecting monitoring capacity into software can be one of the ap-
proaches to improve the credibility of software. However, the current work primarily concen-
trates on the programming and coding level, lacking a systematic architectural design approach to
guide the whole design and analysis process for the trusted software. By introducing aspect-orien-
ted architectural design approach and relevant techniques into the design and analysis of software,
this paper tries to offer an effective and systematic solution for the trusted software system.
Based on trusted software constitution model with the capability of monitoring, the proposed ap-
proach utilizes a special kind of aspect-oriented architecture description language AC2-ADL to de-
pict such software system, contributing to comprehension, evolution and reusability of software
architectural design decisions. Summarily. the whole designing process of the approach is dis-

cussed systematically through a case study in e-business domain.
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Horp FEOTER M AH G IE .
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aspectComponent : i= %aspectComponent component_name = =
[SharedItemDeclPart; |
[methodDeclPart; |
[crosscuttingInterfaces; |
[ %subArchtecture subArchtecture_name ==
architetureDeclPart | null; ]
[ % mappingDecl = =[ [ mapping_expression | null; ]]]
[ %internalProcess = = [][ conditionalelement_expression; ] ]
[ % constrains = = WherePart|null; ]]]

P 3 TR A A AR T 1 ML

ML 1Z 18 W, T 4y 0T A R ) — 2 T
FL -

CL Al T A4 A4y A8 D0 43 100 00 T A4 1 P BB A7
FR A I B S B e SCRTT vk DL SR G A R4 TR
H .

(2) F 1 AR AN J5 1 v B AT Ry LA B 20 RS A
1 XYZ/E #1144 o0 % 35 2 (conditional element
expression) ffiiR.

(3) AR PG 2R 48 i 5 2 o O o A R ] il 2 AN
[vi] P ) R B — 1) D0 1 A4 47 52 5 T s R O ) DL A
ARNE 9 71K 22 45 4. 38 2o B S5 75 B (mapping decla-
ration) , S AR V) 4 W] DL B FEF IR R A5 oo
BRI A AR 1 A ) R 55

(4) AC2-ADL [ 44 £ LA B o) e 44 4 19 4 151 e
— 2] %5 11 (port) F1 ¥R AE (operation) 2 Ji% , #:/E & X
AR AT LR B ] P A IR 55 . T ek A R
FE SCIR 7 s 25 A T 2 35 AL 6 ok 58 G il 11 2 4
VEFN AP AR ER 5 114 52 H. A

4 fifiik T AC2-ADL o 3 Fifde I 2R B 5 L.
For B DI 11 e AR RS R PR AS [ A 28 8, AT 4
Mk F R N add_Operation Fl introduce_Operation.
FoiE ] fif B R il i add_Operation #24E , 18 U] 4%
FRT DA R AR b i J7 i B ) H Ar Al g v, DL
58 H B A8 F47 5100 introduce_Operation $#4F {4 3t
O TR A A SR DD A R RO T A R AT DL
AR BRI ARG B T i B R
1y DT 52 06 AR R 2 08 295 4 . 30k Fof T (o] 00 T8 e
FIR) AR AL AT A5 204 A Ui B P — ol 25 0 T [ % R 1Y O
A E E R ARG BRL, DL —Fh A T AR
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AT R

crosscuttingInterfaces : ;= % crosscuttingInterface name = =[
[ % port port_name: PortType]
[ %add_Operation Operation_name= =[][
conditionalelement_expression; | | ]
requiredinterfaces : ;= %requiredInterface name ==[
[ % port port_name; PortType]
[ % Operation Operation_name ==[][
conditionalelement_expression; | | ]
providedInterfaces : := % providedInterface name = =
[ % port port_name: PortType]
[ %Operation Operation_name == [][
conditionalelement_expression; | | ]
method : := %method name= =[] conditionalelement_expression; ]

K4 AC2-ADL i 1 [ J5 i B8 5 MLTE

0 T 2 . B ) A R Y R B ] gk
0 TR g AP X 20 AP A 2 245 ) v G 2 ) 52 W S T i 0] TR
AR R G5 A0 BT Hh — A~ H 2 1Y R A T Y ) L S
ok 8 SCON T 32 #4140 T A4 A 5 R A A A 1) Y
B 0C 2 HE T AT DLTE AR R 454 )2 b SR M 3Rk
TET [ 00 T 5 A v 2 21 6 1 T E.

&5 B AL 700 T 3 Y 3 R T LA Y
FEBGTRN IR

(1) 554 AR AR, 0 TaT i e fF o —2H 3 DA
TG 5 33 6 5 3 PR 2 A A

(2)) 00T 2 2 0 45 P AR A 6, 20 0 D T A S A
{4, (pointcutRole) A # V] £ {4 (crosscuttingRole).
EATE L TR EEM RN L H NS5 EH . EA
R0 N — FR A B R U % 6 42 T A U A 6 Y 4
T AR R 000 TR A 7 ) R B 4 1
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Z [A)3E A5 9 IR0 L I BE A2 HE-S ) I 31 1) 2 4 IR 55
A0 i —2H s O 4T A (behavior) ZH 1Y T 1% £
BRI A ES 5 WIS R EE D A e
W RS AT Sy BT E O R AR BT R VLY 7 ¥ R
3.

(4) 38 13 7% 422 P i (crosscutting protocol) , 1%
bl LLE SCMA 6 A7 o Z 18] 28 5o R RLTE. 78 AC2-
ADL w20 5l 47 4 BR3¢ B AR, B A1 43 5 R

before.after,around Pl Jz replace.

aspectConnector : ;= %aspectConnector name = =[_
% pointcutRole name = =[
[ %port port_name: PortType]
[ %behaviors name; | |
% crosscuttingRole name ==
[ %port port_name: PortType]
[ %behaviors name; |
[ %constrains= =[ [ WherePart|null; ] ]
% crosscuttingProtocols= = [ [ crosscuttingProtocol_expressions; ] |
]
crosscuttingProtocol_expressions I :=
crosscuttingRole_name. behavior_name
crosscuttingProtocol_types
pointcutRole_name, behavior_name
crosscuttingProtocol_types : :=before| after | around | replace

5 TG R Y 32 B R M

R M E R EN S 7E T [ 00 T B S5 R
B, 1A M (Goinpoint) & 72 7 047 H 19 — 41K 1 1k
7 s a2 e i 75 05 R L AR R A5 A )2 0
A A AR 25 AR 52 )2 T A AR T Al &2, JF
HAr B4 e S sz e AT DL 1
VE AP DUR AR 04 1 50 2 02 IR R 450 i A~
AT B 33X 0 5 R A O TR AN AT RS e A A
IR 5% W A 1 18] B 28 B TR s AC2-ADL B i 3t
ST TEA RS IS TR BB DD 4 R At
AN %36 & E LT — 4 V) 845K (Pointeut
Designer,PCD). T 45 i PCD 19 5E X -

(1) PCD A 43 Jy J5i-F PCD f1E & PCD, | # J&:
AN AT A 2 5] R AE AT 19 PCD, J5 & &2 M “and”,
“not™f H & PCD & £k Fr I iy PCD.

(2) PCD & ComPCD, ConPCD #I and (ComPCD,
ConPCD) = /1 JE . ComPCD i #4 {4 %% (compo-
nent]P) . 2 11 2% (interface]P) . #: /E 2% (operation-
IP) =R B 5 2 Wk e i BT AT E i &2 5 PCD
(and(ComPCD,ComPCD)) T 41 .

(3) ConPCD H % 1 9% (connectior]P) | ff {4
%% (role]P) 47 N %k (behavior] P) = F A [f] 41 4 /2 1k
Jei €A P E M 2 & PCD (and (ComPCD,

ComPCD)) if ¢l .. and(ComPCD, ConPCD) # /i —
o B A LI R 41 SR B0 3 e 1 AR 45 PCD.

K 6 Jigm T PCD JEATE Y, P #75 comlnst-
Name.intfName.optName 43 5l & 7~ 4 (4 S5 5] 44 B2
14 . #:{E 4 ; conlnstName, roleName, behaName
P RN EEM TGS M OH AT AR T
PROINTF,REQINTF, PROROLE, REQROLE 43
AR P A A B 10 R A O AR IR A A
O SRS B . 5] A B AR R B T R
PCAT * 7R J7 NG i b A A 3 3 ) T O R
[[] — J& A& M 4. #] 40: PCD: and ( comInstName.,
PROINTF, * .REQROLE) £/~ 4 & comInstName
V1R A S 480 T AT B A2 10 DA B BT AT 3 4 1 S 481 ) 34
KAEHA SA JZHITEA S TEIX B B AR 2
F B ) 5

PCD : :=ComPCD| ConPCD|and(ComPCD, ConPCD)
ComPCD : :=operation]P|interface] P | component]P|
and (ComPCD, ComPCD)

operation] P : := comInstName. intfName. optName | not (operation]P)

interface]P : := comInstName. intfName | comInstName. PROINTF |
comInstName. REQINTF| * .PROINTF| * .REQINTF|
not(InterfaceJP)

component]P : :=comlInstName| * |not(component]JP)

ConPCD : := behavior]P| roleJP| connector]P | and( ConPCD, ConPCD)

behavior]P : := conlnstName. roleName. beharName | not(behavior]P)

roleJP : :=conlnstName. roleName | conName. PROROLE|
conlnstName. REQROLE| *.PROROLE| ¥ . REQROLE]|
not(roleJP)

connector]P : :=conlnstName| % |not(connector]P)
Bl 6 Y mide s g ik e

HEMENEREMERE. (KREHWE SR
TIBAT I 20 2% b b A A A 2 TR S A AL A
K 7 Jir s . AC2-ADL FE R B (configuration) H1 45 B .

(1) Z 48 v 7 WP 26 7 A i Gl o fR B8 5 play-
PCD) #3181 000 T 32 #5241 Ao IR 26 332 A f 5

(2) Wb 2L U] H2 11 Gl 3 ) B 57 play) #3380 1 M
T 322 422 1 v £%) TR 6 8 17 £ 5 5

(3) RGTTHE A 5 IR LE £ (0 b WF L £y
YR RE KR GBI R B T attachment) 2% 58 5 HiL #f id
EXSWIE R T

Configuration : i=
% configuration==[ [ ConfigurationBody; ] ]
ConfigurationBody : := pcd playPCD
aspectConr_Instance_name. baseRole_name|
aspectCompt_Instance_name, crosscutting_Interfaces_name
plays aspectConr_Instance_name. crosscuttingRole_name
[ %attachment= = [ attachment_Expressions; ||
attachment_Expressions : :=method_name attaches behavior_name

7 AR SR T B I
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BEAh AR BT R G800 B L T RS R A
FL -

(1) Ay — Bk BY & FhoAG £ B9 2 10 5 H AR
T (0 A B 10 B 2R A — B

(2) 47 R 1 — BOvE, B 25 4 0 43 00 vh i A7 o
25 A A A AT A DR B — 3K

B Ji o B8 45 T I ) T A4 R 4 R A AR B
0 A G I8 SR A R LA B33k 6 ) 4 1 S 451
S Z AL B S OT R LR A LR AR ST R X R
TERT [ 00 VAT P R R AR R 25 AR T O I g L A B S R ig 4T
WP B PG SRR R A Bt 2 v, 48 5 S0
IBAT WA 0 AT A 1 40 B R T R AT A R
NHETFRATL T — Rl B T Y SRR AT MR Y
AT SRR AR R A BT ik

Architecture : := %architecture architecture_name ==[
[component_list ]
[aspectComponent_list]
[connector_list ]
[aspectConnector_list ]+
% component_instances= =[ component_instance_list ]
%aspectCompt_instances= = aspectComponent_instance_list ]
% connector_instances= = [ connector_instance_list ]
aspectContr_instances= = [ aspectConnector_instance_list
[ %architectural_Configuration = = [ Configuration] ]
]
component_list : i=[ component; ]
component_instance_list : :=[instance_name: component_namej; |
aspectComponent_list : i=[ aspectComponent; ]
aspectComponent_instance_list : i=
[aspectComponentInstance_name;aspectComponent_name; ]
connector_list : :=[ connector; |

aspectConnector_list : :=[aspectConnector_namej; |

B8 kR AR

3.3 ETMEN . IHFESTHEENTERGERSE
IR 7k

S AE AT AR 5 A H A B 2 4R TR A R AR )Y
22 A PE IE AP LTS8 1R DA R B0 o A AR PR Al
BT MR AR ST 1 0 A R GE T 2 AT
X AR GE IR WP 26 55 AT A A O B 5% AT A AR
AR X 485G T U A A A0 Y A H R B JE I 9
ARGl E PR R R T A 0 R AT TR A Y
ik

BITIEAGN T3 70 A ITE AL 3 B R R T
B AR AT DAZS BRI T 1R R A5 B 0 56
22 Gy B R (AR OC A S B R R R SR
P R AR AL LG 21 1 O 20K 56 T R 2 (]
KABN B EMA A — DL HATIL A8 13 4
YEFE. e SRR 2 b ST e 2 AR A LA A B X
B 5G4 L AT AT O R AR 5 A

TI N B3 ST A R A 2R G5 ) B AR 114 (A R 2 ) B AR
PR .

FRAEZ 75 % - 1 e AT DA ST 5 0] £ 4 56 114 38 F 56
TEmRBE A WG 53 I P A DG 48 FE w7 3 #r i DA
T 4 A0 EEERE YO AL O AT EEE (reliability) 5
@ Al §E % M (salety) s @ 1 % % 41 (security);
@ LEAEPE Csurvivability) . 3386 ) 56 1 S kg iy
A i A A A0 i R e T S 2 A e Wik H
o R s A AR 0 D) T D B v
B S 0 TG R4 1 T AR 418 5 22 A 3 1% 00 v 3 42 7 s A
IO P W R A 2 B E AR AL R b 2 AT 8 B E B
(1 W45 AT 55 . AR 48 3 26 56 7 g, TSCM A5 7 RE % ffy
SE JT i 58 B M AT 55 R E AT 43 R LR LA E
LEER ST

(D R4k, & G001 /e A8 IR 78 K 2 501G
BT 23 H ph 58 38 2 W s 98 4 B D A B0 O A AR
A AR T T 25 R G RE R
DL K B 5 TH FE 1 D0 1 255 VR I L P ok TR 4y
BT FT LA S st ofe b B R 46 1) P B R 390 O
= S A .

(2) R gt ] FEME. B o] SEPE AN AL S A P A2
TE (R B BE A 5% T HL 5 2R g AR &R 40 i A %
I WA 0 T B A TR R G P R A Y A5 el DA
S ST R G W I g e
S b 2 Ay 2T BR e

(3) J R IEAL. B0 B B TR PR A — A H
B 2% T L XE DA R 1 1) . 3 2o R B W AR R
(1 S Aty b S — AN 5 A PE AR O & 6 A A
(18 45 Fofr S 4 Cn 4 12 AR 55 ) ARG 88— 1) KOk
A7 5T 55t 7 T PEAG S O B A SR S STAH I 1
il 853515 A 5 9 e 2l vl A K A P A S A AT AL
il B — 7 1) S Atk

(D RGP 5 A s T B Re g IR R
Ge i ELACR A . 4R R B (R L 1A 1Y X iy
ARAS S AT RE A5 448 B > R GE 0 Iy 0 A S RS L OF
HE— 25 P o R G R, LR RS
I L S 15 T T I AU S O 0 B A AL
N IZ ARG W 1T 2R G232 AT S 800 IR I Ak B R SR
il B H .

B2 E SR T T R T 2
AR S AR K M 39 KT W A L 4B B 2 W
ORI S J& A W 52 35 . TSCM. 8 Y 75 7] {5 3 1 4
Sl 0 g R R R B R 1 1

SRl 52 10 W 4 AT 55 XE L 20 b W S5 380 9 14
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ROV R 4 i T W s SR R R s S [R] F W 4 2 0 5 SCT X6F R B W T s  an  as E AR

(process) . £k T W 455 2K WY (thread) | J5 ¥k W #2225 AU
(method) F Ws 45 28 T (field). fE S22, 45— Fh
WE s R 55— 21 2 B 0 i A X G A X . 8] a3
P A U N A of ARy o — 21 S B ) AR o 7 B AR

M P R M 4 T A T 4 G B R B S T 1k
B WP T TR R A R 00 W 5 A 55 e A o B AR Y s 4
FIAR AR B A9 M 42 Jm V. 18 9 By T F E a2 H
P 55 AH L 1 S A e

4 Wik H A N
(R Camnr ) (ks ) (BB
S T W S i Y D Bl S e
3 L r - (B R
L (hramE) | NV T
R N EIED QT
== i 1= = = T AT IR A - (3T B S
- Commeg)  r-{(amerir) o (A ) ' (R
E I‘- E E_ T E E' s = {EH A RS
e-CaEmEER ) 1 - (BEARE) PEAN
! : —_ o (GERM B
ORI B s SR )
: : == AT i
t- b REA T T e G |
| RESHTD)
- (apseiin
\_ T D
B9 Wi FARGHE

AR AT A B A 2R 45 0 B i B2, BT B
LA DA A A 5 P T A S P 00 S 3
FKIr ik UABRAT R GLa AT AR S5 8 0 2 B2 A 1Y
AFRHERE 1D R I if AT I 1] L 2R AR ST I 1]
BATRREAE B AT R R B R RO SR AR R
T B A G A0 A 1 T L AR R O P 4 T
SR AR 25 19 SR 52 B B 1 M 5 AR BT 55, AT
P ARG RIS, 5 EE R AR AR SO A A
P H R A R M Y — D AR A O
AN RE TR T A A T SR TR S B AN TR 1 R R 4
Hr A BVE B A BT AT AR e 3. 3 1Y 2 i it
J7 5 s AN T B8 0] A 5 i s A 1) S A A L A
oA A SR IO ) W 4 T 3 TR 5 R T T L S
Fra 7 P n a5 AR R A5 B0t rik b 1
1R 55 U P B30 3% AR G SR AT A Y A A B
PR R A B R %I A R BRI —E 2%

4 FHBINA

ST FE A S — 2 T I XM 9 19 47 32 &R
e RN EA LK LK VLB AR 42 AR AT
i 5 B < A R AU DK BT 2 ) A Sl £ e A AT LT
WSO SRR LK. LHRMTZ AT LR EZ S
Pyl 19 S A0. BT — S8 RFA 3L . R GRS A
KGRI WA HEAT PR, — BARSEER Rt Rl
SEARHT S IRJE AT BR T AR A A0 S R AR AT ST
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FUIE T _E B B S 55 4 < 1 B A
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4.1 RIANERGREEHEXHETIXESR

3L 43 A B AR S R G R A A AT A
WEREE PN REMSAWEGRS. KA
Internet b AR & A % AR 55 20 L #f )
LR AR GE. HAh . 5040 32 4 A B (1 SR S
REWELUEA VMo M. LS % W7 55
AU AR DG VRS DL KR T T A 2 5 AT R A oG
(3 G TR A o — A BRI M - SE RS
() 22 2 SCTE RS RS bl T e 1 BR ) AR SO R
BAEPIER RGBT )2 5 AT E A SC i3 4y
TN 2 4 5 1 sSREH Jy i v 26 SCHk[16 1. T
IZE T M EAASE R G 5 A G PR O Y AR
P T A DA BAH Al i

(D) WA, BT IR B LR
NS 5 AH 2 B 1, 2 4V W 8 S TR i 2 W B3N
FLRGEM —NEEMNCE S CRERIEH A
Ptk WE AR TE Internet | 30H8 192 221k,

(2) T fil W s 56 7 o, 26 2 AR B A 91 411 32
350 A T IR N 1 BE 2 1D a0 DL R G BK
i 7 Sl 9], PE BE R 4 B G A R IR AL S IR B
% Cache [ 3£ . SQL 14 19t 46 5 18 2 DL K8
It PR B 25 5 B0 R B 25 L il N R G AR A R

,,,,,

Key:

<% crosscutting interface

O required interface

Extra_Security
MonitorCrosscut Int

() -- provided interface |
S~

I
- ---- aspectual connector |

connector
| 1 component
=

*****

——— binding relationship |

Auction
Business

Account

Management | 6 & |
7777777777 AN\ |

securityMonitor
CrosscutInt

P AT PERE IR B ] o R A0 A ik ) e £ 1 A LA
A 2L

(3) AL HE PR M5 0T L X R TE R R ARG
T 9 L B O O AR 22 T T 0 e [ 25 0 R
RS - Wi PRA 3% 28 48 A 7 i 132 WA ) 8l 119 — 3
P 5 B XF 2% b SO0, A B A I A A K
S5 R B R JBCRH I F) Ak PR i 45 45

(4 I J R AT P M 4 O T . P TR [
Z: 5 Z B i B AR 32 T [R] 0[] — > B SRR
TEX Ff 22 R AR I AT IR BE iy T BT 5 A LA i
A DR S KRR 9 4% A I AT PAT I ) 2 18] R R X
AT R e & AN B0 RE 1 S BOA TR A ST 45 28 sl
FERENS BN e BLIS A7 I Y B 1R

AR AR 2R 5GBS TR A 3
T BT RUAR B LA 1) i 3R B0 2R G0 P i B
9 SR T A5 B X 400 Hp 5 ] A5 AR SR AR D) S L AR
SCHIHT AC2-ADL 34 R 4732 R G819 BHR R 46
¥y JF 45 HZ AR R A R BT R
42 MEMZERZFHRBEREN

ARG S 3 750 4y Hh A T 1 000 v ) 9 F R AR 5 3
TEO7 W AT LA S G 10 BT 2 A T 1) A0 T A 1)1 A
RGN R A5

,,,,,,,,,,,,,,

|
|
BankDelegate !
1

,,,,,,,,,,,,,,

N E———— S N

B 10 SCHFBAT WA R 1S R G A R 45

ARG RIAZO S REA 10 0l i R A R E 4 sE &R
48 F P R ST TR AuctionGUITL B 141
2l 55 2 I RE B M 1 AuctionBusiness Ik f 4
B £ Account Management DL K 0 4& % 4 14
Database f14R 7 #2 fit i) /¢ ¥ 44 {4 BankDelegate fif
AR 0O 187 44 1F Monitor Aspect 22 T 77 22X} &
Gl A MR R SCRE DI T RE. Sy 1 BE W & A I

P E bR AN TG 1 i 22 A Wi 45 00 T A 2 52 5 T L
oA A 15 24 W35 T SecurityMonitor Aspect ., 1
HE W4 | i PerformanceMonitorAspect., 7] FE M I
FEMITE ReliabilityMonitorAspect 2. 4 ANl 17 #4 {4
HSAGAH N RS T . Qi 10 Fro 4 W AR T
SecurityMonitorAspect 24t T % & W) 2 0
SecurityMonitorCrosscutInt Xt £ 4t 3 26 £ &% 5 1E
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AR L B AR R DA 45 R G0 1 28 4. X BB P BB
om0 a] LU i 55 525 0 1 S B i 10 R AT A
AR E » T FNZ L B AR JC R 22 B TR
W A PR R T SR B0 T AC2-ADL 3 1 #8431k
AU TR IF LLL 4 M T SecurityMonitor-
Aspect 1 Ry G4 K 158 B 17 ] 000 T80 074 44 R 45 4 180T
D7 EAETE Ak A v i B . TR 40 0 3R v 2 A ok
SRR
T 5EH EH] AC2-ADL HERLIR 22 4544 v i) & A
TC R AN 00T A A 45 5 9K 0 B B AT e B — s AL
O 2H A B R AN AR 45 B TG L AT A B e AR B
A WA RE T R E AT 32 R G0 B A R G A
K 11 45 4 SecurityMonitorAspect B AH & # A, X
BT I 2 i S XYZ/E M — A i 2 A
2 XYZ/E R E A KA on . HRIIE X
FEAH W
LB=yAR=$0v=e A $OLB== (D
LB=yAR=>@(QA$OLB=2) 2)
B2 (D Prs 19 46 15 o0 B #60E 30T #E A AR AR
BB FE R R P (2 iR & o 2 1274l
ZRE AR5 @] DU R — B 2158 F $0 iR
L 25O s BT FPE 20 2% 1 T AR 2 i )7 2 48
2 HAE APy iy 2 A U RS ALL I A
XYZ/E o 42 4 iy A i 4 Fi i i w4
LB=yAR=ChNm?x A $OLB==,
LB=yAR=ChNm!e A $OLB==,
Horp “ChNm” 2 8 44, v &8 i, e J& R ik 5L
“ChNm?x” /Rl 18 ChNm B B 6 AL
“ChNm!e” Z ¥ e B L@ E ChNm % . A
11 A] A& F| SecurityMonitorAspect £ 34 5 1Y
T B TR MR A BRI X A5G XYZ/E dh & ook
BT ER A T LR W )7 threadMonitoring ()
FOAL R 86 UE 5 3% verification () ¥ 43 47 K. H
threadMonitoring () RE IR £ 12 L Ay 1R, I A
FstT AR AR SE RN — 2 NFE
[T PR 9 e = N1 I 5 2 = 2 o T 1
verification() 4& & Gt &4V W A 1] 20 1 — > 4H 5%
g3 T3 R T A 2R T A B A AL RR I3 i
check O J7 ¥ K5 5 i 18 47 1Y 2 A5 2 75 16 A DL 1Y
KRR Z N - AT R 2R GE i 22 4Pk
P 1T A 25 R AR 4 P 7 0 Ak 3 i A L 3 ok )
J 7% BB 15 T LA S A/ A A
HH IR ik i BEORE N 1) A8 B B DA 8 B B AR A A 1
IORSREN TN

%aspectComponent SecurityMonitorAspect ==

TYPE THREADSTATE: RECORD[ name: STRING;ID:INT; -]
THREADSTATE list; RECORD/[ threadState; THREADSTATE ;

next; POINT(TSTATEList) s+« ] =+

% Methods threadMonitoring( % IOP TState;: THREADSTATE )==
ot
%LOCLi: THREADSTATE];

LB=Start=currState=get ThreadState() A $OLB=L1;
LB=L1A (currThread==NewThread)=

i=currThread A $OLB=12;
LB=L1A ~ (currThread= =NewThread)= $OLB=1.3;
LB=L2=threadStateList. add(i) A $OLB=L13;
LB=13=TState=currState A $OLB=EXIT; |;

%methods verification (%INP threadState: THREADSTATE;
%OUTP verificationResult;: BOOL) = =[]
LB=Start=currlD=getID(threadState) A $OLB=1L1;

LB =L1 A (currlD= = NewThreadID)

=setPermission (currlD) A $OLB=L12;
LB=L1A ~ (currSID= = NewThreadlD)= $OLB=12;
LB=L2=>perm=getPermission(currlD) A $OLB=L13;
LB=L3=result=—check(perm) A $OLB=EXIT; |;

%methods processMonitoring ==[][ - ];

%methods functionMonitoring==[][--+|;

%methods variableMonitoring ==[][ -+ ;-

% CrosscuttingInterface SecurityMonitorCrosscutlnt = =[]

%port tStatePort; THREADSTATE;
%port verificationPort; THREADSTATE;
%port resultPort; BOOL; ---
%add_Operation threadMonitoring==[][
LLB=Start=tStatePort?TState $OLB=1L1;
LB=L1A ~(TState==nulD=
threadMonitoring() A $OLB=L1;

LB=L2 A (TState==nulD)= $OLB=EXIT];
processMonitoring==[[ +** ];
fieldMonitoring==[][-+|;
methodMonitoring==[][+--]; -+ ]

% internalProcess= = [][

|| [LB=Start=tStatePort?TState A $OLB=111;
LB=L;; A ~(TState= =nulh)=
threadMonitoring() A $OLB=L,,;
LB=L,;;=tStatePort?TState §OLB= A L ;
LB=L,; A (TState= =nulD= $OLB=EXIT];
[LB=L,, = verificationPort ! threadState A $OLB= L5 ;
LB= Ly, =verification() A $OLB=1L,;;
LB= Lys=resultPort ! verificationResult A $ OLB=Lg; ]++-]
% constrains= =[] TState= = threadState; -+ | -+

]

K11

XoF 00 T A R L 12 B TR AR
I T 3% 42 4 (Security AspectConnector) 1 5 51, 40
12 7R R A S A OSSP S s
(LoginRole) . 14 & & % fi {4 ( TransmissionRole)
LMY A A &4 W A 4 (SecurityMonitor-
Role) &, o B0 0 & A & H I — R 547 R, 1
SecurityMonitorRole 7] §& H. 4 W 2 4% 1 | I 15 &R
B REEAT . E R Y B (crosscuttingPro-
tocol) Ht SecurityMonitorRole f¢ W5 455 p& %0 1 Wy 452 745
AT N WA ZBAE ] P8 AT D R A Z Wi S R A (i
PR B 5 before $i W) o T W] LA AE T P %5 fili B %

SecurityMonitorAspect [it) AC2-ADL A
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R SR A ) B AT AR s o0 — T T A AR
FEAT 9 A] RET BEXF 28 0 v 19 4% i 4 A (I 3% 8 K
FLREEE) P 1 A R i e sl K ik A7y Cn & H 40 3
KB MR a2 AR AR AT .

aspectConnector Security AspectConnector ==[
% pointcutRole LoginRole ==
%port loginPort; THREADSTATE; -+
%behaviors logging; ]
% pointcutRole TransmissionRole ==
%port transmissionPort; Dataj+++
%behaviors sendMassage, receiveMassage; |+
% crosscuttingRole SecurityMonitorRole ==

% behaviors monitorVar, monitorFun, ;]
% crosscuttingProtocol= =
(SecurityMonitorRole, monitorFun and monitorVar)
before Login. logging;
SecurityMonitorRole. monitorThread before

(Transmission . sendMassage and receiveMassage) ;++ ||

% 12  SecurityAspectConnector ] AC2-ADL A

T AW T A7 LA B AH IO 1) A0 T 3 e A R 58 i 2
Jei o B 22T R 14 T R AR 2 Gl G R B 2 A X SR AR R
ShA TR . AR T 1) 0] T R AR R A T
T B R R G5 2 AR O
Am ik PCD. & J5 i 45 X 88 PCD & i 5 Z #
N7 ) A A A 3 % A TR 4 00 T A A
55 PCD Jir 4 5 WA 1 20 G 2 R B UK 22 45 44 1 T
B AR, X 2 PCD 2 0] 18 % 42 78 v 7 A S A
o A Ay 3 T O RS R A AT R RS I L T2
FHCARE Y f 9 3 5. T T 45 th— > X PCD
B F . FAEHET internet (IR EIIZRE T £ 4
U Z B A8 B A 5 2% a2 VDA oG, N E K
T2 11 v ) 5 VR B L 2 w5 W B X 4 2 e AT 1w Ab
FAE R MRS By i AR v BT BAT O RS A5 N %7 B
WL R — A 5 A M A G PCD A] DL g
X

AuctionGUI_instances. AllrequestInterface. * and
AuctionBusiness_instances. AllrequestInterface. ¥ and
AccountManagement_instances. AllrequestInterface. *

B JE AR E TR RS2 B9 AR A T
P DA B 2 A T 3% 45 1 0 — B 5 & A WA AT G
T AT A AR S sl 13 .

Horp 52 45 M T #9  Monitor Aspect (9485 1)
3210 extra_ SecurityMonitorCrosscutInt , 8 1 ¥4 H fif
DITHREZHE 45 N PR A U T A4 2 SecurityMonitor Aspect
A SE | securityM Aspect_instances H i V) 422 1 o
B & B AE 5 (il 56 4 ¢ mappingDeclaration
gy ) Iy — Jr ARG B L 4 1 Ry Jy AL

%architecture OAS ==
%component Auction_GUI==[-1;
%component Auction_Business = =[++ |; -+
%aspectComponent SecurityMonitorAspect ==[--];
% aspectComponent MonitorAspect ==/ -+
% crosscuttingInterface extra_SecurityMonitorCrosscutInt; -+
%subArchtecture securityMonitor_SubStructure ==/ +-+
% aspectComponent_instances
securityMAspect _instances:SecurityMonitorAspect;++ |
% mappingDeclaration
SecurityMonitorCrosscutInt binds extra_SecurityMonitorCrosscutInt;
%aspectConnector SecurityAspectConnector ==[+++]; -+
% component_instances
AuctionGUL instances: AuctionGUT;
%aspectComponent_instances
monitorAspect _instances: MonitorAspect; <+
% aspectConnector_instances
security AConr_instances: SecurityAspectConnector; «++
% configuration= =
AuctionGUI_instances. AllrequestInterface. * and
AuctionBusiness_instances. AllrequestInterface. * and
AccountManagement_instances. AllrequestInterface.
playPCD security AConr_instances. TransmissionRole;
monitorAspect_instances. extra_SecurityMonitorCrosscutInt
plays security AConr_instances. SecurityMonitorRole;
attachment threadMonitoring attaches monitorThread;
variableMonitoring attaches monitorVar; -]

13 522 A WA OC I 1K R 25 1 il ik

BT R B KG A FTFE attachment B iy SCH#E S attaches
HE— 2B A4k LLA DR A At o 9 J7 125 BB 0% 4 B B0
HPHLE AT AT S EL 4R R R T O 2L — A e R
W _E 47132 3R G0 0 PR R R 25 R T DL D T
K EXAR F AR S B T R
4.3 ETRUGGEREHMNATEREFL

B RAT IR R S50 BT SO BE Ry )5 22 B B i)
BAFIT R AR ) W9 20 R A ORAIE . 0y Fie 2 A A
IB AT IR A M AR 45 2R A 23 b A IE 5 R OC 1 AR B

BT CF s AT R T AE B0 R s R R
TSCM, I & N GUAR HE 4 & S5 A8 Bt SCRS 78 1 E 40
SR G0 1 P5AS T E B T A R R AN 7 B LI
FRENE. XHRG R Java i 5 1YL 7 .
ARG TSCM 3% T AR Ak ay iy 5 F sk Rk X
B L AT LR Java5. 0 # FE BEHL ] Cannotation) fY
Tl 3R LA 0 M A T SR 8 2 I B B A U S A
annotation: (@monitor_process, (@ monitor_thread,
(@ monitor _ method F1 @ monitor _ field. 3 & i
annotation [ 2 EOR X 45 H A5 20 P 1 I 48
et B2 500 {58 TRUE B}, 38 B %
P RUEAT W 4E . Oy FALSE I I 3R R 047 IR 4%
PEFR W % annotation B] 3278 SN : @ monitor_process
(Boolean Resources, Boolean Thread, Boolean Time,
String Description) , H: 1 Resources /8 #F#2 5 H
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BEUR Y W 4%, Thread KRR #F R N B 174 AR MF B0 I
2, Time /R JEF2 12 17 B 0] 5 75 , Description 24§
PRALZG FF K N B3O X B M 5 1) 1 AR R AT A A %
2 ID i3 We 458 2 BRIN 17 1Y . Resources, Thread #l
Time 1Y B4 B4 FALSE. G074 4] v, £ % 44 £
AuctionBusiness H [ F F B SR 75 W5 45 R G 1 [A)
BB SR VR AT BAE AT LA R 43 B P AR
S5 VR SR I AE B k. 1B 14 45 A A I
T AR 7 1.

/ * import code segment % /
public class userLogin {
(@monitor_field(RealValue= TRUE, -+, Updatelnfor= TRUE,
Description=“This is a key factor of the system”)
public static string userNamej; =+ (Java code) +++
@monitor_method(Calllnfor=TRUE, State=FALSE,
Description=“This is the method need to be verified”)
public void login(string userName, ) {+}
<+ (Java code) **+}

P14 Ry M R I AT AR 7R

FE WA A BT H ) SR R W T R ER Gk
AP 1Y annotation FE A HCH Ok L 4 3 5 R G2 A
LN TNV ER R A EEAWN 8= .3 EE PO VA )
AOP i &5 #0791, K M T A A 7 AR b 452
RO E BT AT B R R EET). K 15 4
I 7 R A g 3 5 AR R 4 Aspect] fUAY

HEZE.

public aspect Security Aspect{

pointcut userCreateTime() : within(User) & & execution(new(..));
pointcut userRun() : execution(void user. run()) ;

pointcut userNameChange() ; set(string userName) ;

pointcut methodCall() : call(void login(string userName,**+)) ;
pointcut process() ; execution(void Test. main(..)); =+

before() : process(){

//start a thread to detect system resource usage and send informa-
tion to the monitor service}

before(string userName, +++) : methodCallO) & &.args(userName, +++) {
//record the time while starting to call “login ()”, get the param-
eter of it,

//acquire the thread context, and send it to the monitor service}
before() : userCreate Time() {

//record the time when a Producer thread be created and send these
//information to the monitor service}

after() ;userRun() {

//record the time when a Producer thread stopped and send these
//information to the monitor service}

before() : userNameChange() {

//record the value of “user.name” before change, acquire the thread
and

//function context and send these information to the monitor service}
after() ;userNameChange() {

//record the time when “user. name” be changed and record the value
after //change, send these information to the monitor service}

B 15 ik )n 4R R AR5 Aspect] fURBHE R

5 4FRiE

A SCAE SCHF I8 AT M A5 0 WA B0 b o R Y
TSCM [l b o 51 T 18 1] 00 T8 A 2K 10 1A R 45 44
Bt J7 s LA e AR OG0 TED ) 0 TET Y AR B IR S
AC2-ADL, £} 7 —F I ) 00 w0 i) 7 45 0k it Jr
B e TOr A R PRI S RGN
SRR T iz ) EE LML MZ AR, 5
CA M TAEARLL . AT AR SR T 3k R 45
B AT B R GE 0 43 B BT AN S B I HLK T [n]
0 T ) JEL AR N AR S BRI T A I & B A B
B o AT A5 B 1 T d — o i 22

SR FATRIWETE TARAIAFAE R VF 2 A 2 L 121
VE PR — DA AR T — 2 TR E
S MR TR Y T B AL - 3 — 2P 58 3% AC2-ADL,
WFFE AT T A5 ORI 30 4 24515 i AR ) ) 32
(Propositional Projection Temporal Logic, PPTL)
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“Trustworthiness” has become a key characteristic for soft-
ware quality research and practice. Despite without precise
definition, the “Trustworthiness”, featured as a gauge to

evaluate and assess conformity of software behavior and out-
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come with the expectation of users, has been supported and
developed by the techniques of trustworthy software produc-
tion, which emphasize mainly how to improve trustworthi-
ness of software.

Trusted Software Constitution Model based on Monito-
ring (TSCM) is a method to improve software trustworthi-
ness. In this method, monitoring mechanism was initiated to
gather software operation status. The comparison between
monitoring results and expected behavior could be used to
evaluate the trustworthiness of software behavior, and will
contribute to precisely analyzing and locating the malfunction
of software. Consequently, injecting monitoring mechanism
will be an important method to improve the trustworthiness
of software. Nevertheless, software trustworthiness is a
quality attribute not only through software production. but
also cross the whole software running process. It is usually a
global constraint in the whole software system and has to be
designed step by step along with the software developing
process. Unfortunately, most of recent researches focus on
coding and implementing level of software development, lac-
king a systematic software architecture design method to sup-
port the analysis and design of trusted software with the ca-
pability of monitoring.

At present, the growing attention on Software Architec-
ture (SA) has been paid by researchers. Through research on
SA, a system SA and its composite elements, such as com-
ponent, connector, could be explicitly expressed. Thus a se-
ries of design problems, such as global organization and con-
trol conditions, function assembly, computing unit deploy-

could be

conventional

ment and relevant communication between them,

handled in a higher abstract level. However,

SA design methods usually start from business processes and
user cases to model the basic SA. As a result, implementa-
tion of requirement for trustworthiness is delayed to code in
form of crosscutting into the basic SA units. These codes are
always scattering and tangling with other modules, leading to
high coupling and complexity. How to find a divide-and-han-
dle method according to the nature of trustworthiness to con-
trol the complexity is the key to trusted software design.

Fortunately, the development and maturity of AOSD
( Aspect-Oriented Software Development) and its related
technology bring the new hope for the development of trusted
software. This method takes fully advantage of the Separa-
tion of Concerns (SOC) theory. Through using Aspect and
its related concept to encapsulate and manage crosscutting at-
tribute spreading across all phases in the software developing
cycle, it is helpful to improve software quality and also re-
duces the cost of adaptation, evolution and maintenance.
Therefore, using Aspect to manage trustworthiness in the
software architecture could further improve the comprehen-
sion, evolution and reusability of software architecture de-
sign.

In this paper, on the basis of TSCM, an Aspect-oriented
SA design method and its related concept are introduced. An
Aspect-oriented SA describing language AC2-ADL is used to
describe software system with monitoring ability, aiming to
provide an effective solution to the analysis and design of SA
for software system with monitoring ability. A case study of
auction system will demonstrate the procedure and result of
the proposed method, and the paper is concluded with dis-

cussion and future work.



