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A Secure Communication Model for Defending Against Insider
Packet Dropping Attacks
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Abstract In wireless ad hoc networks, packets are delivered by multi-hop relay among nodes.
When some nodes are captured, they turn out to be inside attackers, then drop data packets arbi-
trarily. Such kind of attack, called packet dropping attack, will dramatically degrade network
performance. However, neither transport layer nor network layer protocols of existing network
protocol stacks are able to defend against it efficiently. Hence, this paper presents a new secure
communication model defending against packet dropping attack from inside attacker in the net-
work layer, including Real-time Link Status Analysis protocol (RLSA) and Distributed Node
Classification algorithm (DNC). RLSA took advantage of segment-based multiple paths between
a pair of source and destination, as well as group acknowledgement mechanism for packets, to
obtain packet forwarding status of neighbors in real time. Based on RLLSA and related analytical
model, DNC identifies abnormal behavior of nodes, and then classifies nodes into normal and ma-
licious types. Simulation results show the secure communication model performs well regarding

malicious node detection rate and false alarm rate.

Keywords insider attack; packet dropping attack; malicious node detection; secure communica-

tion model; wireless ad hoc networks
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action of Normal Node

action of Normal Node (continued)

Totally forward batch packets:
set Timer; for this batch on;
Timer; times out:
send ACK to upstream node;
Received ACK:
cancel Timer; ;
if(ACK from Dst || HopToSrc i <<RXACK.ACK_HopToSrc)
return;
record RXACK(GID,ACK_HopToSrc);
forward ACK to upstream node;
if(HopToSrcyjxe<<HopToSrcs)
set Timer; for this batch on;
Timer, times out:
send NACK to downstream node;
Received NACK .
cancel Timer; and Timer, for this batch;
if(HopToSrcyie >RXNACK. ACK_HopToSrc)

return;

if(DroNum i = DroNumie)
record RXNACK(GID,ACK_HopToSrc);
forward NACK to downstream node;

else if(DroNum i <<DroNumss & & HopToSrcy<<HopToSrcgs)
set Timer, for this batch on;

additional action of Key Node

Received ACK {rom node in my segment:

verify and re-signatured ACK packets;

forward ACK to downstream key node by both path;
Received NACK from node in my segment:

verify and re-signatured NACK packets;

forward NACK to upstream key node by both path;
Received ACK from upstream key node:

verify and re-signatured ACK packets;

forward ACK to upstream node
Received NACK from downstream key node:

verify and re-signatured ACK packets;

forward NACK to downstream node

Note: RXACK records information of ACK from the most remote downstream node

Note: RXNACK records information of NACK from the most remote upstream node
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and terminal. This makes malicious nodes easy to present
themselves in routes between source-destination pairs, and
then drop data packets arbitrarily. Such a kind of attack.
called insider packet dropping attack, will dramatically de-
grade network performance. However, neither transport lay-
er nor network layer protocols of existing network protocol
stacks are able to defend against it efficiently. Therefore,

how to defend against insider packet dropping attack in the
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network layer becomes a hot research topic in recent years.
However, some research results are confined to certain rou-
ting protocols, or some cannot deal with attack under strong
adversary model, or some have limitations of inefficiency and
low detection rate. This paper designed a new secure commu-
nication model to effectively defend against insider packet
dropping attack, including Real-time Link Status Analysis
protocol (RLSA) and Distributed Node Classification algo-
rithm (DNC). RLSA obtained packet forwarding status of
neighbors in real time. DNC identified abnormal behavior of
nodes based on RLSA and theoretical analysis model, and
then classified nodes into normal and malicious types. Com-
pared to existing works, the approach in this paper is a more
general method, which could be built on the top of any kind
of routing protocols. It is also characteristic of simplicity yet

effectiveness, as well as real-timing analysis and detection

with a high detection rate and a low false alarm rate, and can
be easily applied into wireless ad hoc networks.
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