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A Method of Detecting Phishing Web Pages Based on
Hungarian Matching Algorithm
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D (Scholl o f Computer, Nanjing University of Posts and Telecommunications, Nanjing 210003)

D (Department of Computer Science and Engineering , Nanjing University, Nanjing 210093)

Abstract It is the key problem for detecting the phishing pages how to quickly and efficiently to
calculate the similarity of web pages. There is still a large space to improve the detecting efficien-
cy in current anti phishing method. A method of detecting phishing web pages based on bipartite
graph matching is brought forward. In this model, the signature of text, the signature of images,
and the signature of the overall web page are extracted. Then, by the Hungarian algorithm, the
best match in the bipartite graph(signatures in different pages) is found. The pairs of features are
then used to measure the similarity between pages in an more objective way, thereby the effec-
tiveness of phishing page detection is improved. A series of simulation experiments show that this

method is feasible with high precision and recall rate.
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T B KM, Normal fil Simple 3% 3 Ff 5 3
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(Text) 1% (Image) fl Overall %} AUC H)fx K
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o, Overall Rk I RCR e B » Image FFAEIR Z . Text
FRAE 5 22 5 110 76 KM J7 36 o 80 0 3R 1 3k AR IR
J&: Overall $74E . Text B3 {EFI Image HRrAik.

MR 1D IEA IE S X F Text $F4EFT Image
FRAIE » AUC fH R B /N1 7 IR IO - KM 5 2%
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X W e K AUC BT Fir %) o ) A 8




1970 it "

¥ 1 2010 4

X1 FAEAAEAUCERNERTE
(a) Simple,Normal , KM J5 % H' Text,Image
Overall T3 Bz (1 5 Kk AUC i

Text Image Overall

Simple 0. 8481 0. 8881 0.9773
Normal 0.9054 0.9231 0.9773
KM 0. 98758 0.9597 0.9773

(b) Simple, Normal KM J5 ¥ fp M 4 i K AUC {5 r 15 3 19
Text,Image Fl Overall $F4E i) AL

Text Image Overall

Simple 0.11 0.23 0. 15 0. 50
0.23 0.11 0.23 0.28 0.15 0. 50

0.11 0.15 0.27
Normal 0.09 0.5 0.10 0.50
0.09 0.09 0.09 0.48 0.22 0. 50

0.09 0.10 0.10
KM 0.09 0.21 0.10 0.50
0.09 0.09 0.08 0.48 0.10 0. 50

0. 44 0.10 0.22
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FRAERY 3 A VT L J7 3% (Simple, Normal I KM) H)
AUC IR G . WP E AT LUE KM Jr ik
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-1 R o 1% 22 A 8 PR 22 E I /IME R ME LA EAE (95, 0%)
Simple 0. 8257 0.002 0. 8268 0.0223 0. 0005 0.6718 0. 8881 125 0.0039
Normal 0. 8905 0.0012 0.8901 0.0137 0.0002 0.863 0.9231 125 0.0024
KM 0.9462 0. 0005 0. 9456 0.0058 0.9311 0.9597 125 0.001

T G B BT 3 R DT I O R 25 5L )
FSCASEFAE , Simple, Normal Fl KM 75 ¥ 19 22 7 H
Bl LA 5 6 3 A7 3 i AUC {E 9517 P 14 B %
MUREAR B 50 BT ¢ K30 R B0 45 R W3 3 () fim
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() p . NiZFh ] LLE ), Simple, Normal F1 KM
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A ) s UG S A AH B BE B B T Normal J7 i
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P K, 53R 3 HAA PRI SR 540 ] T 2
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E DT n) R, 35 TG 2 AR 0 9% R AiE K 5 4% 3 B UL fic
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R 30— R B e i B A I A LR B T .
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®3 AUCEHEZEM ! 0%
(@) X T ICABHAE 3 F7 ki AUC (B3 PE ¢ B

Simple Normal KM
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(b) X F EGARAE 3 FhJr ik i AUC (R 51k ¢ A g

Simple Normal KM
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(a) X FICANEAE 3 T 7 3 10 B AR ok i ok RS 35

Simple Normal KM
Simple 1830 1893
Normal 0 2757.5
KM 0 <20. 001

(b) b T EHRAFAE 3 A 5 12 10 g R Bk B i Ak A 36
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Simple 1700 1525
Normal <0. 001 2101.5
KM <20. 001 0.0035
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Overall <0. 001 <0. 001
(b) %fF+ Normal,z ¥ 5%
Text Image Overall
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(o) XFF KM,z K 5%
Text Image Overall
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FEAR B AN, T =0 p B Fi7s . XF F Simple F1
KM J5 # , Text 4 . Image ¥ 4E Fl Overall $#1E 2
W] FEAE B 3 25 55 M % T Normal J5ik, Text $R-FE 5
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Image 0 684
Overall <0. 001 <0. 001
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FVRRAE A AL, X7 T KM Hl Simple J7 35, 75 3 F B4
AL, Overall ZCR 54, 1 Normal J7 31 3 Fif
BT R text RAE KR B A 5 3 16 I DG R 5 7 6T
FHREAE PR A 5 .

®9 AEAEBERMABETHERE BEZERF F1-Measure

LAY B K H IR Fl-Measure
KM Logit ALL&.AIC 0.491 0.979 0.950 0. 964 %
KM Logit BIC 0.702 1.000 0.920 0.958
KM Probit ALL& AIC 0.503 0.979 0.950 0. 964 *
KM Probit BIC 0.633 0.979 0.930 0. 954
KM Text 0.560 0.950 0.784 0. 859
KM Image 0.408 0.909 0.860 0. 884
KM Overall 0.980 0.978 0.890 0.932
Simple Logit ALL 0.660 0.989 0.910 0.948
Simple Logic AIC&.BIC 0.687 0.989 0.910 0. 948
Simple Probit ALL 0.670 0.989 0.910 0.948
Simple Probit AIC&-BIC 0.694 0.989 0.910 0.948
Simple Text 0.457 0.809 0.800 0. 804
Simple Image 0.159 0.803 0.980 0. 883
Simple Overall 0.980 0.978 0.890 0.932
Normal Logit ALL&AIC  0.647 0.978 0.890 0.932
Normal Logit BIC 0.605 0.968 0.910 0.938
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Normal Text 0.970 1.000 0.898 0. 946
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AME ) BIEAE R AR AR 3% T BE Z 0 1 Hoe 1 s
YEF 45 5 5 BOMALEE D K.

T M S ML EW], Overall FEAE A9 8OH i
U s Tmage F¢AE B ROR U, T Text RpAE 1 2508
25, 3K FEJE IR A N T AL I R A OB EEAE
Ao bR AE AR U o DLk YR VA FH P %) S . 6 AR
B2 AR R B Y BT (Overall $54F) o 7775 % A AL EE 3
AR I P T AL 3 32 20 fh TR 22 49 0 I 0T 4R
T A IR AR I L L R s AR S T O A b AR
VU IXE 3 B0 0 515 Bl I 5T TR SOAS R A
Kl R R4 E L B AU i 2 7E Overall |
FETEARRIYE. 3R 9 W KM J5 i i 4 B8 5 oA fe il
MIROCR.



1974 £2 - U VI A ! 2010 4
[6] NetCraft. Netcraft Anti-Phishing tool bar. http:// toolbar.
5 2:5 ;E .LE netcraft. com, 2007 A A A |
[7] McAfee. McAfee SiteAdvisor. http: //www. siteadvisor.
com, 2007
FEA PR B o I BURS I A 1m0 2 15 0 4 e 4 [8] Dhamija R, Tygar ] D. The battle against phishing: Dynam-
1 IX_XJ DT E,(J *{ﬂ\ UI]U *% E % il% % !E/J 1 IX_XJ ﬁ *ﬁ {Blﬂ %{ % E"J E ic securityskins//Proceedings of the Symposium on Usable
1:/]? Z'Kj(y\ Text %:‘?E AH {U\ {3 .Image %?E #H {u P Privacy and Security. Pittsburgh, Pennsylvania, 2005: 77-88
M 57 Overall 4 M‘@ 3 A Eﬂézﬂ i Y BT 2 (] 1 A [9] Liu W, Huang G, Liu X, Zhang M, Deng X. Detection of
v . N phishing Web pages based on visual similarity//Proceedings
{u‘ﬁ aﬁ@ﬂ@@ﬂﬁ%if%ﬁ%ﬁ*%?ﬁ *H{u‘@‘ﬁ‘% of 14th International World Wide Web Conference. Chiba,
A FE L TTERE AR (D) 382 1 3% T &) 2 A1 UL Japan, 2005 1060-1061
E@ IX_XJ ﬁ%@ *H 'ﬂJF{ i+%: ji{f ’ E Jt Ea %ffﬁ X{I‘%E'ﬁﬂ J: [10] Liu W, Deng X, Huang G, Fu A Y. An anti-Phishing strat-
‘H‘%: ,':lj EI/\] *ﬁ 'fu ‘l‘i E g Xﬂ 2) 2{3\ ,':lj T E_MX EI/\] IW ﬁ Aé; egy based on visual similarity assessment. IEEE Internet
@%ﬁsﬁlﬁ{j& , @,Tﬁ WJ Jﬁ\ Text %g %@5 \Image %g Computing, 2006, 10(2): 58-65
fl:j_j‘:?E Al WJ ﬁ Overall q:jT: ?E , @ﬁ i %\ﬁﬁ ZE T %’*EF fl:j"j‘: [11] Kuma%’aguru P, Sheng S, Acquisti- A, Cranor L F, H'ong J.
?EZ[‘ET‘] E]’(] *ﬁ Xj‘jﬂi ’ j.JF}j\gﬁ‘:i—f‘ﬁ Eﬁ}*ﬁ T j(z'_( %?E Teaching Johnny not to fall for phish. ACM Transactions on
N Internet Technology, 2010, 10(2). 1-31
BB AFAE RN Overall $5#4E Z 18] 49 22 5% AR SCH 3 M (127 Dunlop M. Groat S, Shelly D. GoldPhish: Using images for
[Eﬁﬂjﬂé&Zl‘Eﬂ E]/‘J % jE1'i (3) Z/El\ Hj T 2ﬂ % g ﬂ:' % ?E EI’(] content-based phishing analysis//Proceedings of the 5th In-
A BRI KM logit ALL #l KM probit ALL. ternational Conference on Internet Monitoring and Protec-
Zlgjc}{%ﬂé E/‘JI{/E Ig% EFI ﬂ:ﬁn 4ﬂ%% IW ﬁ IE] HA IT_[;@E [13] ;i))r:;eli)ar;eloll;?r’(hsrl;amlérzu(:gzl: (%Zjl;irzindi F. A layout-simi
EI(J gﬁ% (iﬁ?%éﬁ E(J FEI 1% %:‘ ?E ) ﬂn ,fﬁj *@ }% %/‘J f I ﬁ larity-based approach for detecting phishing pages//Proceed-
fFjT:?EE:F?ZE%I PA :‘&—‘ ;/LE %‘%% ;F\/j YJI-‘IU ETE N ﬁn 1ﬂ§l§ IE&E: ings of the International Conference on Security and Privacy
3 ﬁ#%ﬁ'z E@ﬁ]?&*ﬂi% in Communication Networks. Nice, France, 2007 454-463
[14] Medvet E, Kirda E, Kruegel C. Visual-similarity-based ph-
ﬁ igd_ /ﬁ:ﬁt ,3&"”] ]é] )ﬁ‘$ié’l] .T—/ﬁ? é’é\:j‘?” i%ﬁ" E ishing detecting//Proceedings of the 4th International Con-
WL EG B AT £ = Bt ference on Security and Privacy in Communication Networks.
Istanbul, Turkey, 2008;: 1-6
[15] Fu AY. Liu W, Deng X. Detecting phishing web pages with
‘% % X ﬁjk visual similarity assessment based on earth mover’'s distance
(EMD). IEEE Transactions on Dependable and Secure Com-
[1] Abu-Nimeh S, Nappa D, Wang X. Nair S. A comparison of puting, 2006, 3(4): 301-311
machine learning techniques for phishing detection//Proceed- [16] Cao Jiu-Xin, Mao Bo, Luo Jun-Zhou, Liu Bo. A phishing
ings of the eCrime Researchers Summit. Pittsburgh, PA, web pages detection algorithm based on nested structure of
USA, 2007 60-69 each mover” s distance (nested-EMD). Chinese Journal of
[2] Zhang Y, Hong J. Cranor L. F. Cantina;: A content-based Computers, 2009, 32(5) . 922-929
approach to detecting phishing web sites//Proceedings of the CEIH, Bk, ZEIT, Xk, 5T e EMD 94 [ 5t
International Conference on World Wide Web. Banff, Alber- RSk, FHEALER . 2009, 32(5): 922-929)
ta, Canada, 2007 639-648 [17] Lovasz L, Plummer M. Matching Theory. Amsterdam;
[3] Kumaraguru P, Sheng S, Acquisti A, Cranor L. F, Hong J. North-Holland, 1986
Teaching Johnny not to fall for phish. ACM Transactions on [18] Kuhn H. The Hungarian method for the assignment prob-
Internet Technology, 2010, 10(2). 1-31 lem. Naval Research Logistics, 2005, 2(1): 7-21
[4] Sheng S, Holbrook M, Kumaraguru P, Cranor L. F, Downs [19] Jiang Y, Cukic B, Ma Y. Techniques for evaluating fault
J. Who falls for phish?: A demographic analysis of phishing prediction models. Empirical Software Engineering, 2008, 13
susceptibility and effectiveness of interventions//Proceedings (5): 561-595
of the 28th International Conference on Human Factors in [20] Hilbe Joseph M. Logistic Regression Models. Boca Raton,
Computing Systems. Atlanta, Georgia, USA, 2010.: 373- FL.Chapman &. Hall/CRC Press, 2009
382 [21] Bliss C I. The determination of the dosage-mortality curve
[5] Schneider F, Provos N, Moll, R, Chew, M, and Rakowski from small numbers. Quarterly Journal of Pharmacology,
B. Phishing protection design documentation. http://wiki. 1938, 11: 192-216
mozilla. org/Phishing _ Protection: _ Design _ Documentation, [22] McCullagh P, Nelder J. Generalized Linear Models. Lon-

2007

don: Chapman and Hall, 1989



10 1

Tk TLAR A B ) 2 R DS TE Bk Y B 0 TR TS ) 5 v 1975

[23] Hirotugu Akaike. A new look at the statistical model identi-
fication. IEEE Transactions on Automatic Control, 2009, 19
(6): 716-723

[24] Burnham K P, Anderson D R. Model Selection and Multimo-

del Inference: A Practical Information-Theoretic Approach.

ZHANG Wei-Feng, born in 1975,
Ph.D., associate professor. His re-
search interests include web information
retrieval, web data mining, and spam

detecting technology.

Background

Along with the popularization of Internet applications.
more and more people have been accustomed to various online
Internet services such as online banking, online shopping,
etc. In the mean time, the number of phishing web sites ai-
ming to steal the sensitive information of the victims has been
rapidly increased. Phishing web pages are the fake web pages
created intentionally by some criminals, who copy web pages
from real web sites. Therefore, most phishing web pages
have high visual similarities to their real counterparts. In
general, phishing web sites deceive Internet users by mimic-
king the interface of their real counterparts. When a user en-
ters in a phishing site, sensitive information, such as user
name, password, bank account, credit card number or other
important personal information, such information will be sto-
len and may be illegally used by the phishing web page own-
ers. This is very likely to result in huge loss to the users.

Near duplication detection is an effective scheme in ph-
ishing detection. In contrast to previous methods each of

which uses a simple similarity scheme on the features, image
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features, or overall features, this paper enhances the per-
formance of phishing detection by using a novel approach that
synthetically exploits all the three feature types. The ap-
proach uses Hungarian matching algorithm to calculate the
similarity between web pages, and adapts regression methods
to compute the optimal weights of the three feature types.
Specifically, the approach first collects signatures of web pa-
ges, i.e. text features, image features, and overall features,
from the pages rendered in the browser, by which the overall
features from viewpoint can be characterized. Second, the
Hungarian algorithm is used to compare the web page signa-
tures, which enhances the effect of similarity comparison.
Last, regression models are built up to seek the optimal
weights for the three feature types and to seek an appropriate
model to detect phishing. Experiments show that it is benefi-
cial to exploit all the three feature types synthetically and to
compute similarity using the Hungarian algorithm, as the
proposed method achieves better performance than some ex-

isting methods.



