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Abstract  Signature matching has been one of the key techniques in network security because of
its high efficiency and exactness. As the attacks and malwares on network are becoming more
complex, regular expressions which are more expressive than exact strings are widely used in va-
rious security systems. However, the strong description capability also makes the matching of
regular expressions faces serious challenges. Traditionally, regular expression matching is based
on either DFA or NFA. However, both of them have an irreconcilable contradiction between
memory requirement and processing speed, which makes them impractical on large-scale rule set.
In order to address this issue, this paper proposes a matching algorithm based on guessing and
verification. It first searches special sub patterns of each rule by DFA, and checks the result by
NFA once the previous guessing is successful. This algorithm takes advantage of the high pro-
cessing efficiency of DFA and compact representation of NFA. It can improve the matching effi-
ciency by reducing the frequency of calling the slower verification behaviors. The result shows

that this proposal can provide a high throughout as well as a moderate memory requirement.
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TE WG B 22 Uk AT s i 0 500 B8 AT G AT A
DUPKE TG 12 56 1 3 ik Ao A% . A S PR Y I 2% v, e A A
3 HE S B LA B T A% 1) A B 3 F i
F 2 A E 1. T BE X 43 38 38 14 Hi i AT I
(9 VCTC A PGP A DI i (D B ImE T 22475 (2) ik
HEVE PO A o (A5 30 00 3 4 DA SR I )
“T AR O E AT L. FE S R
DAY RIT  BEA 2% 0 0 B8 A0 3R A7 G2 A7 W 9K AN T R
f8 5 PRI S AR SCH 7 B0 bitmap SEATYT L, O B3R
PN 4 PPIERAF 2 5T T —FP e-map (extended
map) 454 . fe ST 81 1Y Y A -5 ik

4.1 e-map 14

X} Thompson 438 1 #4773 A v LUATIE . 40 2R
AT R e A 0 3 ) NFA 25 2501 T —
BB HIL 3 A2 RS B2 Ak 777 s &b, £
NEA iy v — AR AE 1Y 3 R A e 2 a9 1) PRy
3 ) — SR A 1Y B A H AL 1 R R TR R A
(R 45 LA B 1) X HARZS B B 0 e 4. DR AR AR
I8 2y 22 0 e B 0 R A 1 B A R AT B — A
A7 A5 1 I 12 0 A L DA g 3 3 b B — A 15 8 9 i
ZRAE R X AR 5 D0 B 5 2% A o AELJE: X T 2 GE T
FE R FORYF L 3 23 KR Ry HRG I ) 1 W] BB L DA
T A0 265 il Y 30 i 2ok AR S AR R G 8. A AR S
BEXS BSR4 S8R ) 3 R R AR A L fF DR 1)
bitmap H i bit 4 &l — 1> e-map Z544, N 1 43 %]
X HHEAT HE A

(1) L R AR e i S8 B 5 S SR 1 0% 2 1
P~ sub_pattern 4% % 44 B, 00 A B E AT Z H #Y
AR B S NS B ol N TP W DS 2 S TR e E At
HE ARG IR T AT 2.

(2) “["crerrre 1* " BORBE P A sub_
pattern FZ LT 5 8. IF H B A1 Z WA 68 4L 5
{ersey s sen VB AT, B G0 2 5 i 00 200 0 455
Bl A [ — A7 M A REBL /n FO /v 43 BT A i
XA AT HOE T X S A 5 B A
TATH B RBCR A B R B i — A R
LAY L 8] (alphabet _bitmap) . fi7 |8 7 45 4> bit &
TN TR B — AN T AT A DT T I R X s
bit FEAT B ALK F R FEXT B 9 A A A B

(3) “Am) "R P> sub_pattern $# T
I H BN ZBZA n AR RIS, (B IF A X
FAF RIS FEATEOR . B B B — > BB B 4k
#ir distance, FIAG(E A n, 75 VC T i A8 rb o6 L 3 47 0
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e 2010 4E

E

AR S 2R R 2 5 i I B R

(D “[rerey e Jn b ANH BER Bl 3% 42 00 76 4>
sub_pattern $Z 7 B LA K — K Z B BAH n A F
5B R BRI RG0S T4 R R REH LS
{erses s ) NIFEAE. LB FF 224 3 28 e-map
45 F 0 AR bR RS O — A RO F R R A AL
(alphabet_bitmap). fEVCE i FEH , A{EHEX} distance
L 5 - 38T A [ H i bit (R AT B AL LLIE S
5 B H B O
4.2 EFMBEN-IGIETE

AT B R B — B R AE AT 1Y e-map 4544,
Ak BB 5 AT DA R AR 1 AR AL A o AR R A A
I DFA M IE 9 NFALZEIC A TR R, B
FEA G — TR R s T
7 XL

EX 1. TEFWAFFTIE A9 DFA A IE
W) 3k 2 g ) e 5 — A4S sub_pattern T JE AR
() 52 IRAS RO A5 4 32 R3S AR I 3 32 IR SR
SRS

EX 2. TEWMABPTIE B NFA b, &5 —
A~ sub_pattern () T — > F A5 BT B B AR TR TE
IR,

PR Ay B3k 2k B 22 A 0T R I B0 S IR B A
WEAE — BT A e-map SLHI5] £, 24X
H R A A T T — A sub_pattern i 4
2K XA sun_pattern I KK Y 427K e-map Ak
P UL — {3 BCAE X AN I e-map %1 3% o I B2 ) L Of
Wt T A S 9] — A ME— 14 id. % TR — ANk VR
RELE T —A> sub_pattern, WA 0] i 7 EZ KR
JnTE]— e-map AR 19 S H X L8 e-map S id
SN, — BHEAS e-map 524 78 4k BE LA 37 1 3
R rppl @) T B B S Y e-map S & L IR A
1AL PR 3X A~ Ui B FS 00 B A B A 2y R IR X 3 A
e-map LIRS FEAT B H BB MY R
B, B —Ff e-map SEH B BR A F 5 12K
e-map S FAT 78X 3K AN 1) 30 Ak B 45 BRI A 2 ok
FoBR. 55 2 2K e-map SO AN A5, S 7EB WA —
)@ T H alphabet_bitmap o747 B £ BR. 26 3
2 e-map BB AN H 2 J5 . S A LA P distance
NFEMFZIE B, 5 4 2 e-map LRI AT EZ
Ja .S — K BB T H alphabet _bitmap W1 (1
FAF I 22 kb B distance P EAF 2 )G W KR,
LT RN IE W R GK X TIF IR AL 1Y sub_pattern (1% —

&

UK i v AR BB SRR A A L T KB sub_pattern
By AR XA e-map R PR
WA Fh HE AT BK BT B Y e-map SE. AR AEAE U
RN SRR Y 3 LE ) gl = (S S TR i Rl T
(7 AR R B AT =2 1) 3 2 AT 1 B 00 &R R
H & A e b I I LY e-map AR
(8 S48 G SRS AEAE | 150 W] I 3K VA B i o e
o ] (] B A 45 28 AN Tl R BT 2 R B E G R
PRI A JE 8 i b AN O B A 3

— FLA L5 1 32 RS A BLVE T L U6 W & 48 58 A
TR IR EHEAT T — R R
B R R BRI E T RS E N NFA 14 45 4R
BIFUG N NFA (- GRS TR e 4. th 7 1
o B2 I TR A 18749 T A AN I B A DT TE 1F ) 2R 38 5K
AR B2 J5 — > sub_pattern Z J5 B8 43, A I
fE NFA 98—, SHEBRTE SRS R A P T
FEIR RS Z AT RS o BB A6 T 1 AR 3 Z i A D
P 23 0 I e 58 8. i R R — 28 I A B 00 3% sl R3S
BB TR T T IR R A Z 00 4 5 vT D28 1k B IR
TR 5 E AR, G0 SR U R B NFA Y 2 3200k
A5 W FIR B UE B M) >4 HirE s i i 2 i o 17— A
FHAE.

5 XBWEREHH

fen Pk R TE 0 %3R8 =X T ARV 1) EEF M e i
PR < Ak 3 0 N A SR AR 9 B A 52 B KLU 4 1
AR SO R AR X W O R MERE PE I 25 2R OF
Hybrid-FA J5 1 B 45 5 3047 LB 43 #5836 v filf
I RegEx® T HLA N IE W) 323k K #e 1k il DFA NFA
DL R BN R B 1 trace B4,
5.1 IEMREHMNESH

SR A IEW 2550k A Snort ARAS I &
4 M Linux Layer-7 filter (L7). B 4k Snort & 4t /7
A BT A5 28 M L B AT AN 2 [a] I g
Ja 2 Snort J& 78 43 A 58 B s A 1 Sk B 2 5 A
HEAT NS AR A3 AR A AS SCrp e B 7 b R RO
web-misc Fl backdoor. A% 3 H B “ x4+ " 2R B 1) 7 5
FME T M0 xx x TIIE X I 7E S el
“UAmony? 5 An)" Mo H . FHER 1 PaH
3L A A B A AR,

@ Regex http: //regex. wustl. edu/index. php/Main_Page



10 4 FRARS A 5 - — T D 0 2% <22 A A I B v 1 R I U s A DS OB 7 1983

x1 FEHMWEFEGE

PSS HL HRBRERN WA 4 MRERFZ 1 i W45 7 i E T8 Ji ik NFA/DFA
E2 H H PR q=| sub_pattern £ H sub_pattern £ H REHHE

web-misc 55 3/75/0/31 53 79 73 7615/>>3000000

backdoor 153 9/388/0/10 130 356 261 3364/>>3000000
L7 89 23/33/23/3 57 142 133 1450/>>3000000

P2 g TR A R RN E L B
I 50 253 G 3 150 444 56 3 4145 th T HL
b 4 PE B VE AT LR B 4 AR/ 5 4
FERIEL H R X RS 7 UL heiep e 1% 7% Am b7
“LCrevese J{n}b” AT LAE M, 78 Snort BLN A, i
M Z W 2L crey o ] X RAVABRAERE. R ) 2
backdoor HL I £E rfr , 3 B 45 A 45 76 5 2% LU v o B
K 3 Y. T L7 ML iR 3 AR AR A LAY R
I L. 55 4 FI b gy T R U &R b = A
— DR BRAEAT AR ECH . R UL A AR A AT A S
B P Ao 28R ) e 2 g3 3 kY L R ) 2 A Snort 1Y
PR v, 5T 90% e 4. 5 5.6 B A T A
SCSLH T BT 3 B sub_pattern (%0 H . 3% B
Wian e 3. 3.2 5 iR, g —FI 0 45 i T I S R
W H A A 55 A ZhpLeT . T3 3 /) NFA Fi DFA
REHH. £rb DFA BPIRSEH iy — DL W oh
2H RN A A At g R v AR PR O R 3 5 3000000
(N AE T KB T 3GB) i JC ik 4 gl L By Al WL 2 3% 3k
P & A Rk 2 45 F DFA IRl B2 N7 &+
BRI, 7 SR R A 2 . B AR web-mise L4 H
BN EREEERN NFA BB 2R,
X JE BN TE web-mise BRI BB AR 25 4 Fp
3’3@([7‘1(‘2"’C‘k]{71})lﬂ4]j$j%?§’#ﬁ_ n E‘J{E%ﬁ[ﬁlﬁﬁ
KGRI 1024) , B H BT R 1) 31 AR A
5.2 gAML

T4 AR ST VR I N AF 5 oK DL S A B E L O
5 Hybrid-FA JriE AR RS0 T 45 4735 L.
5.2.1 WEFR

e 2~4 thop Rl T AR SO I Hybrid-FA
T3 AR 5E AL B 19 N AE G OO XA SCOO7
RPN TR AR A DFA RS H . &
ZHNIE B IR s NFA RRASECH Z MUK map
BRI ECH . % T Hybrid-FAL W45 1 7 Head-DFA
Ml Tail-FA RS %H.

& 2 web-misc i FHHFERITLE
75k NFAREE DFARSE SBHREBE map B

5 0 - 5 i 7952 763 8715 55
ERFRFI-IAE 7952 715 8667 18
Hybrid-FA 6714 29343 36057 —

% 3 backdoor MM FH A FEER3TLE
Iy ik NFAREE DFARSE BAREHE map R

i - 55 i 4725 2993 7718 153
EFRM-EAE 4725 2160 6885 108
Hybrid-FA 2539 30936 33475 —

F4 LTHNEMRNEEKILE
VIRZS NFARSH DFARSE BAREEE map $i

i - 55 i 1842 2603 4445 89
FE T - 56 1842 6244 8086 43
Hybrid-FA 1091 8249 9340

MR PR LIS R I T 458 .

(1) A AL b7 F A 2 [a) 5 22 b ke 00 0] 4
R o B0 322 2 A A Rl 2 A R X AN N A T
SR A Bk vy NG w6 S WU SR 2B 5B E M B R
web-misc [ #L05L H feb B S E % Z 1 A sh bR
S HEZ. @i 5E D S REEE HBE T L
PR, 2 45 45 000 B0 by i NEFA I, S iR S 50H He
IR A NFA B, B B 454> NFA N fg =
I ALET .

(2) 5 -5 i 3% A1 Hybrid-FA Jir i 22 (9 N 17
BEE e AIL T R G DFA, [ & U 2 F J5 & 1
1%. TR B, A8 L7 B b AR S 36 M N A7 R R
Hybrid-FA 1) 50 % Z£ 47, X} F Snort #L0, § 3 W
AN S FIa &R 25 % 4. X &8 Hybrid-FA
Xof L DU 24 Y ) O B R T AR SO k. B RTE
FE M EEAFAE A S B SRR 15 AR A R AT
SR A R I EINES: W N N/ RN (A O R
AT 1 B Head-DFA H & B K. i AR SC 0] 3 1 5 7%
) sub_pattern $& ISR W& ik 00 T X 3 82 445 19 4 HE.

(3) QAR # 2 F f8 # % X 1% sub_pattern, IR 4
A SCHY B FR 7 1k B IE Y subs_DFA Y K /N AH 24,
T 5E )7 B9 sub_pattern $§ H 4> (H g%
FERERR) L T DL X 9 subs_ DFA SR 28 % H %%
A 2 RN 3 RS Snort LAk JE T IX Rl
B, (RJETER LI B0 i R Y T Sk AN 2 R A
L PR BEAE R AT A8 A I O AR 2 BG4 4
AT sub_pattern, JLETE ¥4 Eb a7 B4 DU 75 22
T2 as [A]. L7 o i A0 00 32 4 3R U s A XL
W T B Z L.

5.2.2 KR E
A HlE X Hybrid-FA 5 24 3277 36 1 4b 22
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¥

JE A — 5 R . 256 rb i 45 A D0 B B regex
B trace A A T H =4 XA T AW LN TEE W IE
D) 3k R 0 4 AR A — o FE R Y trace EAE.
R T — AR X AR SRR T 5 DA S
¥ (p_seed=0.1,0.35,0.55,0.75,0.95) K 3 P
WL 4y 5 A R T — 41 trace 0¥ 4E. Hirp p_seed 3
FNTE AL B3k v E B S AL R 2 A B 7 I AR
p_seed BRI, T 0] T JZ 95 5500 HE S8 8K K. PR Rh Oy vk
FE A [ KLU S F trace B4 4 b 0T 15 31 19 55 55 45
e 2 s,

26
:L\e\e\g\{

—a— 5 -0 0E

| —A— 74 56 GF

)
R

—
oo

Ak FLHE JEMB /s
=

%.1 O.I55 0.I75

p_seed
(a) web-misc kU b (¥ 40 LR GEX L

0.35 0.95

[1‘9\9\9‘;,

18‘S‘A\A\A‘L
—o— Hybrid-FA R

4| —— 55 -k
—A— JE J7 g - BT

Kb FETE FEMB/s

0.55 0.75
p_seed

(b) backdoorcHH W) - iy Ak B 1 e %) L

0.1 0.35

—o—Hybrid-FA
—o— JE -
—A— PRI -4

SMX

1 1 1
0.35 0.55 0.75
p_seed

(o) L7 1 4k 3148 B X L

[=lelelele)
OUI—

oEooO@
[SalSa1S131)

— = D DY
SR}

AP T/ (MB/s)
(=)

S

\‘ o 500‘ 600( 500‘ \‘Q({\\%‘"id{@&

\0?» \)\C \02& «©

0
? > RV eV @
W i\)«s\ ¥ i\\\ 4 §\\\ m L»\ﬁ( N {\x le( M\X’k:g?ﬁ\%'k

Dl
&\A o 53 0\\ S @\\A i W 0\\ v
p,
(d) PRI T I 0 B A X L

P2 ARSI AL B AR

] 2 v Ca) ~ Ce) 43l 5 T T o 5 3 A A ] K1
M4 b A FRR AR PE trace B I T 15 31 19 % LE 25
T ELCAD 25 TR A R P R X b s L. R
AT LLVE T A BRI AR b AR ST v Y Ak B
# & T Hybrid-FA, 45 5l /& 78 web-misc il back-
door LM & | MERe# 4 m T — 5424, XA LA
S5V IA s (1) 33k 7 A A0 0] 4 o 19 3% 46 15 B &2
ARk, .Wﬁ Hybrid-FA H §e 1% WO & A iy 28 14 2
head-DF A, 3 i 7 & 1Y tail-NFA F8 70 9 800 15
AR — 20, (2) AT EM Y subs_DFA [k
¥ HZEILI/NT Hybrid-FA t head-DFA B4R
BECH LI cache miss /D —28 30T T
U AE T T S 7 B[] ZE 3R

T A 0 A S P A T 25 4 R B R R LU
fE L7 F1 web-misc LI £E b, 55 W56 0F 5 2 P 5
-6 Uk 79 Ak B AH BT, 1T 7E backdoor M4 I,
X DN -350E 7 9 B RN W] R T R -5
PE. X E N TE L7 F web-misc B9 4~ K8 ] £ b, P
7 ¥ B e U sub_pattern %t H JL-F- A1 7] . H K
HR AR U — g% BL R AR s e A R —
sub_pattern J5 FLAE 1T IR A2 L R G HAT AH T Y
Ab P JE. AR backdoor MU AR w5 I -36: iE U7 2%
W BT L E Iy -1 I 228 3 — 5% 1Y sub_pattern J]
TG I R 7T R P 56 U sk AR 0 A 3R X 5 A Ak B
A

AR SCHY WG R 7 B AE Snort B AE | Al 4 B B
HRHEA p_seed HYIE AN T WS AT R A1, AHAE L7 LU 46
ARSI R RE IR AL AH HE Hybrid_FA J| ™ 5 1%
2[RI A SO W AE L7 R 4R 1 A 4b 3 1 o AIG
TAE Snort LU AE B Y 4L BEE BE. X 2 1 Snort
FUL VU S 0 T ol 9 R I T L7 R ) R B
PRI AL, Rt L7 0 0] 4 Hb 19 R E i v A0 3 2
JEE =5 T Snort FI AR 55 GE 4o FE B R T B A R
A R 7 i g — 2, DA S 50 Ak UL B A1 X R
B A SC 5 A T ) ) 4 42 4 0 iy o 1 S A
EH.

6 ZERiF

A SO S AR T IE D 3 58 27 ) 45 42 A A
(1% 5 B B HL DG e T I ) 7 0 Bk L SR S T X )
45 AR N A B 9 FE S DL & DFANFA % A
FRE M B2 R TR R -5 UE 1 DG BE 5 vk X R
P el DFA X 1F W 2635 20 9 sub_pattern
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PEATIR R S8 R AR A7 7V A 55 D00 5 7055 0 2 A W] R
DCC KA FR AR J5 P06 NFA Ok 58 i 2 f 5 52 0%
F4 72 A O 28 R 5 G 28 S Ik 3C HP e o 3 7 ik it
1 TIRABIZIHT - 45 T Ak RE A A4 5507 16 9F 48 1

o AR Y E R R XAk A T
AN FP R i R T 2 SR AR B AR SR
(4975 3 AT DLAE R R 08/ AT T SR BT - SEBER
A TE DU 282 325 5 o 3k DL .

B R IE U 2 1k X H A AR 55 1) 804 RiE T L H B e
TR W45 4 A BT Y - 7 A 38 4R AE I AT fE
SR R Y 3E FEL - M T 263 DC P 38 ARG . A2 ) R
— 27 R BT 3 A R R 2 AR AR Y B
25 v O VS PSR

Z % x #
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Background

This research mainly focus on defending the various eva-
ding and hiding behaviors in the content filtering and network
intrusion detection. Regular expressions can describe filtering
rules more exact, efficient and convenient than traditional
simple strings. It can integrate different format rules into
unified format and help implement a universal matching en-
gine in UTM device. However, the strong description capa-
bility also makes the matching of regular expressions faces
serious challenges. Traditionally, regular expression matc-
hing is based on either DFA or NFA, but both of them have
an irreconcilable contradiction between memory requirement
and processing speed. which make them impractical on large-
scale rule set. Recent years, most researches focus on reduc-
ing the memory requirement of DFAs. However, DFA mem-
ory requirements increase exponentially but DFA memory re-
duction efficiency is linear. Furthermore, some these propos-
als have constraints which limit their applicability. There-

fore, DFA memory reduction techniques cannot resolve mem-

ory explosion thoroughly.

In order to make large-scale regular expressions matc-
hing practical, this paper proposes a matching algorithm
based on guessing and verification. it takes advantage of the
high processing efficiency of DFA and compact representation
of NFA. It first searches special sub patterns of each rule by
efficient DFA, and checks the result by slower NFA once the
previous guessing is successful. The result shows that this
proposal can provide a high throughout as well as a moderate
memory requirement.
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