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An Attack Graph-Based Probabilistic Computing Approach of Network Security
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Abstract  To protect critical resources in networked environments, it is important to quantify
the likelihood of potential multi-step attacks in attack graphs. Aimed at the problems that the dif-
ficulty to understand the attack graphs and the probabilistic re-computing caused by cyclic paths
in attack graphs and probabilistic incorrect computing caused by shared dependencies in exploits,
a methodology for security risk analysis that is based on the model of attack graphs and the Com-
mon Vulnerability Scoring System (CVSS) is presented, attack graph is simplified by removing
unreachable paths, and the problem of probabilistic re-computing is solved and the problem of
probabilistic incorrect computing is avoided successfully by proposing the concept and computing
approach of maximum reachable probability which can be adapted to a large-scale network, rea-
sonableness and effectiveness of proposed method is verified in the real experiment and simula-
tion. Compared with the related research, maximum reachable probability computing approach

can be adapted to a more complex attack graph, and have good scalability.

Keywords attack graphs; cyclic paths; shared dependencies; cumulative successful probability;

maximum reachable probability
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R(e;) =true;
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Output: Ji & H & 19 f 19 8 K] Ik 2R
Method:
1. For each ,€C,UC,UT Do
2. Count[t,]=Pre(t;)IE H ;s number[t; ]=0;
M(t)={alse; //number[ ;10 ¢, I ELE
3. If#eC, Then
4. P(t:) =05 // Py o BRI ER . 5
18 47 B9 25 1 W 4 HAD IR 164 O
5. I #€T Then
6 PGy =13// K758 12 77005 K - R bl 1
7. For each ¢, € C, Do
8. Insert(gsc)s P(c)=1; M(c;) =true;
/¥ A A BT @ BT IR T U I K AT 1
9. For each t, = Delete(q) Do //Hi B\
10. For each m; € Post(s;) Do
11. If m; €T Then
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12. PGm;)=Plm;)*«P(t,);
13. number [ m; ]=number m; ]-+1;
14. If number [ m; ]= Count [ m; | Then
15. P(Gm;) =PGm;)*d(m;) ;
//dCm)Fm m i B SR
16. Insert(q,m;) ; M(m;) =true;

/¥ SE U B T RUMACBAE IR K
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18. If P(m;)<<P(z;) Then

19. P(m;)=P:);

20. number [ m; ]=number[ m; ]+1;
21. If number [ m; ]= Count [ m; ] Then
22. PGn;)=PGm;)*d(m;);

23. Insert (q.m;); M(m;)=true;

/¥ SE B B U A BA S L I
% FAR N true
24. For each 0<number[ v; |<<Count [ v; /75 /5 v; Do
/[ A TR IR AR A Y R
25. loop_prob(v;) ; M(v;) =true;
/1R AR EL loop_prob(o) T 5
26. For FIAMEEY A ¢ Do
27, fRFE 2 T G YRR IR AL
28. Return B 8145 5 s 1 4 KT 34 P (1) 5
HoA AR R Loop_prob (v) E LT .
Function loop_prob (v;)
1. If v,&€C, Then
2. If v; € trace Then

3. Return P(v;) =03

4. trace=traceJ{v;};

5. For each r; € Pre(v;) Do
6. If M(z;)={alse Then

J/MRY R o R e L M B H T o
7. P(z;)=loop_prob (z;);
8.  P(v)=Max(P(zr;));
9. trace=trace\{v; } ;
10.If v; € T Then
11.  For each a; € Pre(v;) Do
12. If M(a;)="false Then
J/MRAT o R E W I o
13. P(a;)=loop_prob(a;);
4. P =d(v)x || Pa);
15. Return P(wv;).
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TS B K AT IR R LY 26 ~ 27 17, 4% BE
X2 X R RI R R P it AR R HE
T e KT IR B Y 28 A7 R [l A5 AT Y

i NDIPLN 1 4
XEFRE 2 T A R e R AR
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These research topics aimed actual requirements of situation
analysis and prediction of botnets, worms, DDoS and other
network security events in large-scale networks and enter-
prise networks, developed network security situation analysis
and prediction system for large-scale networks and enterprise
networks. This paper is focused on the network security sit-
uation analysis in enterprise networks, and assessed the net-
work security situation based on attack graph model. The at-
tack graphs is simplified, to solve the problems of probabilis-
tic re-computing and probabilistic incorrect computing.
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