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Abstract

XU Qiu-Liang

250101)

Signcryption is a very important technology in message security and the sender’s iden-

tity authentication for communication in the open channel. To adapt multi-user settings, this pa-
per defines the formal model of identity-based multi-signcryption scheme and proposes the first
identity-based multi-signcryption scheme without random oracles based on Waters’ identity-based
encryption scheme. The scheme is proved secure against adaptive chosen ciphertext attacks and
adaptive chosen message attacks under decisional bilinear Diffie- Hellman assumption and compu-

tational Diffie- Hellman assumption respectively.

Keywords

1 Introduction

Identity-based (ID-based) cryptosystems were
in 1984,
that the public keys of a user can be easily derived

introduced by Shamir™ Its main idea is
from arbitrary strings corresponding to his identity
information such as name, telephone number or
email address. A private key generator (PKG)
computes private keys from a master secret and
distributes these to the users participating in the
scheme. This eliminates the need for certificates as
used in a traditional public key infrastructure. ID-

based systems may be a good alternative for certifi-

signeryption; multi-signeryption; identity-based; random oracle; bilinear pairings

cate-based systems from the viewpoint of efficiency
and convenience. Since Boneh and Franklin gave a
practical ID-based encryption scheme® from Weil
a large number of papers have
been published in this area such as [3-6].

In 1997, Zheng™
graphic primitive:

pairing in 2001,

proposed a new crypto-
signeryption, which can perform
digital signature and public key encryption simulta-
neously at lower computational costs and commu-
nication overheads than sign-then-encrypt way to
obtain private and authenticated communications in
the open channel. Since then, there are many sign-

cryption schemes proposed. By combining ID-
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based cryptology and signcryption, Malone-Lee™™
proposed the first ID-based signcryption scheme,
But Libert and Quisquater™ pointed out that Ma-
lone-Lee’ s scheme is not semantically secure.
Chow et al. "' proposed an ID-based signcryption
scheme that can provide both public verifiability

L proposed

and forward security. In 2003, Boyen
a secure ID-based signcryption scheme with ci-
phertext anonymity and provable secure in the ran-
dom oracle model. In [127], Chen and Malone-Lee
improved Boyen’ s scheme in efficient. Barreto
et al. proposed an efficient ID-based signcryption
scheme™. Yu et al. " propose the first ID-based
signeryption scheme without random oracles.

To adapt multi-user settings, Duan et al. pro-

ID-based

scheme™™ and Bellare et al. gave an ID-based

posed a multi-receiver signcryption
multi-signature scheme™® based on RSA. In every-
day life, many legal documents require signatures
from more than one party. At the same time, the
signers perhaps don’t want someone else except
the legal receiver to know the content of the signed
message. Signing a secret contract by multi-parties
is a good example to illustrate this case. Recently,

1. ') proposed the first ID-based multi-

Zhang et a
signeryption scheme to complete efficient transmis-
sion and authentication in multi-party oriented en-
vironment. The security of the scheme was proven
secure in the random oracle model*®. Although
the model is efficient and useful, it has been shown
that when random oracles are instantiated with
concrete hash functions, the resulting scheme may

19 Therefore, it is an important re-

not be secure
search problem to construct a secure ID-based
multi-signeryption scheme without random ora-
cles.

Our contribution

In this paper, motivated by Malone-Lee’s ID-
based signcryption scheme™ and Waters’ ID-

1, we define formal mod-

based encryption scheme®
el of ID-based multi-signcryption scheme and pro-
pose the first ID-based multi-signeryption scheme
without random oracles. Our scheme is proved se-
cure against adaptive chosen ciphertext attacks and
adaptive chosen message attacks.

Rest of the paper is organized as follows: in
section 2, the formal model of ID-based multi-
signeryption scheme without random oracles is de-
scribed. In section 3, related mathematical prob-
lems and complexity assumptions are described.
The proposed ID-based multi-signcryption scheme
is described in section 4 and the security and effi-

cient analysis of the scheme are given in section 5.

Finally, conclude the paper in section 6.

2 Formal Model of ID-Based
Multi-Signeryption Schemes

2.1 Generic scheme

An ID-based multi-signcryption scheme con-
sists of the following algorithms.

Setup. Given a security parameter k, PKG
generates a master key S and common parameters
P. P is made public while S is kept secret.

Extract. Given an identity ID,, the PKG runs
this algorithm to generate the private key d, asso-
ciated with ID, and transmits it to the user via a
secure channel.

Multi-Signerypt. To send a message m to Bob
whose identity is IDy, Signcrypters with identity
IDy 1Dy, s o
ning Multi-Signerypt (m, dajseeeady ,IDg).

Unsignerypt. After Bob receives the ciphertext
0, he runs Unsigncrypt (o, dg, IDAI, IDAZ, ey

, IDA” obtain a ciphertext ¢ by run-

IDA” ) and obtains the message m or the symbol |
indicating that the ciphertext is invalid.
2.2 Security Notions

) security mod-

Now we recall Malone-Lee’s
els for ID-based signcryption scheme. In the fol-
lowing, we modify his definitions to adapt for our
ID-based multi-signcryption scheme. Besides the
confidentiality defined in [ 17 ], the unforgeability
has been also formally defined in our security model.

Definition 1. An ID-based multi-signcryp-
tion scheme is said to have the indistinguishability
against adaptive chosen ciphertext attacks property
(IND-IDMSC-CCA2) if no polynomially bounded
adversary has a non-negligible advantage in the fol-
lowing game;:

Setup. The challenger J runs the Setup algo-
rithm with a security parameter £ and obtains com-
mon parameters P and a master key S. He sends P
to the adversary and keeps S secret.

First stage. The adversary performs a poly-
nomially bounded number of queries. These que-
ries may be made adaptively, i. e. each query may
depend on the answers to the previous queries.

(D Key extraction queries: The adversary re-
quests the private key of an identity ID, and receives
the extracted private key d,=Extract(ID,).

@ Multi-signeryption queries: The adversary
produces a signcrypter list IDAl s IDAZ,--- s IDA”, the
recipient identity IDy and a plaintext m. ¢ com-
putes dy =Extract(ID, ) and o =Multi-Signerypt
sda s IDg) then he sends ¢ to the ad-

(7}7 5CZA15 b
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versary.

@ Unsigncryption queries; The adversary pro-
duces a signcrypter list IDAI, IDAZ, ooy IDA”, the
recipient identity IDp and a ciphertext 0. & com-
putes dy = Extract (IDy) and sends the result of
Unsigncerypt (o, dg, IDy s IDs,s =5 IDy ) to the
adversary. This result may be the symbol | if o is
an invalid ciphertext.

Challenge. The adversary chooses two plain-
texts, m, and m, , a signerypter list IDy 1Dy, .+ s
IDA” and recipient identity IDy on which he wishes
to be challenged. He cannot have asked the private
key corresponding IDj in the first stage. & chooses
randomly a bit 7, computes ¢ = Multi-Signcrypt
(m, ,dAl yeee ,dA”, IDy) and sends it to the adversary.

Second stage. The adversary asks a polyno-
mial number of queries adaptively again as in the
first stage. It is not allowed to extract the private
key corresponding to IDjp and it is not allowed to
make an unsigncryption query for ¢ under IDjy.

Guess. Finally, the adversary produces a bit
¥y’ and wins the game if ¥ =7.

Note that the security models described above
deals with insider security since the adversary is
assumed to have access to the private key of the
signcrypter of a signcrypted message. This means
that the scheme is security even if a signcrypter’s
private key is compromised.

Definition 2.

tion scheme is said to be secure against an existen-

An ID-based multi-signcryp-

tial forgery for adaptive chosen message attacks
(EUF-IDMSC-CMA) if no polynomially bounded
adversary has a non-negligible advantage in the fol-
lowing game:

Setup. The challenger ¥ runs the Setup algo-
rithm with a security parameter £ and obtains com-
mon parameters P and a master key S. He sends P
to the adversary and keeps S secret.

Queries. The adversary performs a polynomi-
ally bounded number of queries adaptively just like
in the previous definition.

Forgery. Finally, the adversary produces a
new tuple (o,1Dpg sIDs 21Dy, 21Dy ) (e, a tu-
ple that was not produced by the multi-signcryp-
tion oracle) where one of the private key of sign-
crypter was not asked in the second stage and wins
the game if the result of Unsignerypt (o,dy, 1D, ,
ID,, s+, 1D, ) is not the symbol 1.

Note that this definition allows the adversary
to access to most secret key of the signcrypter
and the receiver, which guarantees the insider se-
curity.

3 Preliminaries

In this section, we briefly review the basic
concepts on bilinear pairings and some related com-
plexity assumptions.

3.1 Bilinear Pairings

Let G and Gy be two cyclic multiplicative
groups of prime order p and g be a generator of G.
The map e: GXG—>Gy is said to be an admissible
bilinear pairing if the following conditions hold
true.

(1) e is bilinear, i.e. e(g*.g")=e(g,g)* for
all a,b€ Z,.

(2) e is non-degenerate, i.e. e(g,g)F1; .

(3) e is efficiently computable.

3.2 Complexity Assumptions
3.2.1 Decisional Bilinear Diffie- Hellman (DBDH)
Assumption

The challenger chooses a,b,¢,2€ Z, at ran-
dom and then flips a fair binary coin . If =1 it
output the tuple (g, A=g*,B=g",C=g",Z=e(g,
2)). Otherwise, if /=0, the challenger outputs
the tuple (g, A=g*,B=g",C=g",Z=e(g,g)%).
The adversary 0 must then output a guess 8’ of 5.

An adversary has at least an € advantage in
solving the decisional BDH problem if

| Pr0(g,g*sg" g ve(g g)")=1]—

Prio(g,g",g" g% ve(g.g))=1]| ¢,
where the probability is over the randomly chosen
asb,c,z and the random bits consumed by 0.

Definition 3. The decisional e-DBDH assump-
tion holds if no adversary has at least € advantage
in solving the above game.

3.2.2 Computational Diffie-Hellman (CDH)
Assumption

The challenger chooses a,0& Z, at random and
outputs (g,A=g*,B=g"). The adversary then at-
tempts to output g*° € G. An adversar 0 has at
least an € advantage if Pr[0(g,g*. g") =g ]>¢
where the probability is over the randomly chosen
as b and the random bits consumed by 0.

Definition 4. The computational e-CDH as-
sumption holds if no adversary has at least ¢ ad-
vantage in solving the above game.

4 The Concrete Scheme

In the section, we describe our ID-based
multi-signeryption scheme. In the following, all
the identities will be assumed to be bit string of
length n,. A collision resistant Hash function
should be employed to construct a more flexible

scheme which allows identities of arbitrary length.
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Our scheme is inspired by Waters’ ID-based en-
cryption scheme and consists of the following algo-
rithms.

Setup. Choose groups G and G of prime order
p such that an admissible pairing ¢:GXG—>Gr can
be constructed and pick a generator g of G.

Now, pick a random secret a € Z,, compute
g, =g" and pick g, <xG. Furthermore, pick ele-
ments u »m’ <G and vectors Ay = (u;)s Ay =
(m;) of length n, and n, , respectively, whose en-
tries are random elements from G. Let H, H,, are
cryptography hash functions where H:G—{0,1}%,
H, :{0,1}% XGy—{0,1}" where [, is the length of
plaintext. The public parameters are P=(G.Gy e,
gegisgrst sAusm’ s Ays H, H,) and the master
secret S is g5.

Extract. Let u be a bit string of length n, re-
presenting an identity and let u[i] be the i-th bit
of u. DefineU C{1,2,++,n,} to be the set of indi-
cies i such that u[i]=1.

To construct the private key d, of the identity
u, pick r,<~Z, and compute:

d,= (gz Hu
Therefore, the signcryp,‘febrs with identity u, (i=

1929"'

gu

,n) and the receiver Bob’s private keys are

d«—(dAlvdAz)— (g5 Hu Y,g™, ) and
jEeU)y
P*(dBlssz)* g% Hu ’g
JGL

Multi-Signerypt. Let m be a bit string of
length [, representing a message. As in the Extract
let M'C{1,2,+-,n,} be the set of in-
dicies j such that m[j]=1, where m[j ] is the j-th
bit of bit string M of length n,,.
with identity Ua, (i=1,2,
domly and follows the steps below:
(eCgirgre(dp.su || u))"
JEUy
and broadcast w; to other signcrypters securely.

algorithm,

Each signcrypter
--,n) picks r, € Z, ran-

O Compute w;

@ Compute 0,y =g".
@ Compute 6, =d .

@ Compute :Hwi,M: H, (m || ) and

i=1

iSZdAI] . <7n/Hmj>r’.
jeM’
® Send (o;;,,0,,,0:5) to the appointed clerk

Cindy., who is one of the signcrypters.

n
= I | 01902 =

i=1

o

Cindy compute c=m@ H (w) ,0,

n
03 = | | Oj3.

i=1

(6,]i=1,2,n

The resultant ciphertext is 6= (c,0, ,0,,05).

Unsignerypt. Received a ciphertext o= (¢, 0,
0,,0;), Bob decrypts the ciphertext as follows:

D Compute w=-e(o; ydp ).

@ Compute m=cPH(w).

® Compute M=H,, (m || w).

Accept the message if and only if the following
equality holds:
e(o;,g) =

e(g ,gz)”He

i=1

|| u,adA7

jey,

”mj,al

jeM’

Note that: H e (

i=1

W |] u;+da.) could be com-

IAS U//\
i

puted beforehand and computed only once.
5 Analysis of the Scheme

5.1 Correctness
The correctness of the scheme can be directly
verified by the following equations:

/|| B
u u,')

e

w=ce(0o,,dp) :e(Hg"' ,gZ(
=1

n n

:e(g,glr' ’g;>e(g;§1r’, . (u/ Hu’ )rli )
ieUy

(6((2,195,2)6 g“ U H

1€l

:(e(g1 9g2)€(d32 au/ Hu ))

i€Uy

e(oy.g)=c¢( Ha,g,g )=e( HdM. (m .Hl’n_,)r’,g)

i=1 i1 JemM
n
’ r;
||dmag ||( ||m_,> ’g)
i=1 i=1 jeM
n ”‘
’ r;
=e([lgt (" [Tu;)" ) ((m" []m;) =" g)
i=1 J€U, jeM
n
=e(g,,g:)" ||€( Ilu],d“ m ||m1,61
i1 jem

=
5.2 Security

Assume there is an IND-IDM-
SC-CCA2 adversary that is able to distinguish two

valid ciphertexts during the game defined in Defini-

Theorem 1.

tionl with an advantage € and asking at most g, ex-
traction queries, ¢ multi-signcryption queries and
qu unsigncryption queries, then there exists a dis-
tinguisher ¢ that can solve an instance of the Deci-
sional Bilinear Diffie-Hellman problem with an
€

8(qrtqs+aqu) (n,+Dqs(n,+1)

Proof.

advantage.

Assume that the distinguisher J re-
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ceives a random DBDH problem instance (g, A=
g“vB=g",C=g‘,Z€ G;), his goal is to decide
whether Z=e(g,g)*" or not. ¥ will run the adver-
sary as a subroutine and act as the adversary’
challenger in the IND-IDMSC-CCA2 game. Our
proof is based on Waters” idea such as in [5-6].

Setup. Let [,=2(gr+qgs+qu)
U choose randomly

D Two integers k, and k,, (0 <k, <mn,, 0<
k,<mn,).

@ An integer 2’ € Z, » an n,-dimensional vec-
tor X=(x)(x; €72, ).

® An integer 2’ € Zf,,,’ an n,-dimensional vec-
tor Z=(z;)(z,€Z, ).

@ Two integers y ;o' € Z,, an n,-length vec-
tor Y=y,(y, € Z,) and an n,-length vector W=
w(w, €Z,).

For ease of analysis, we define the functions

and [, =2qs.,

for an identity u and a message m respectively.

FGw) =—1k,+a'+>x, and J(w =y + >y,
ieu’ ieU’
K(m):*lmk,,ﬁ—z/—O—sz and L(m):w/—O—Zw,».
jem jem

Then the challenger assigns a set of public parame-
ters as follows:
gi=g" g.=g">
W =g, T g u =g (1<<i<<n,) ,

m =g, W g my =gy gt (1=j<n,,).

Note that these public parameters have the
same distribution as in the game between the dis-
tinguisher 9 and the adversary. For any identity u
and any bit string M, we have

/l | F(w
U=u uI:me g]<u) ,

ieu’
77’1/H7nj = gk GLOD
jeM

First stage. ¢ answers the queries as follows:

(D Extraction queries

When the adversary asks for the private key
corresponding to an identity u, assuming F(u) 0
modp, the distinguisher J chooses a random r, &

7, and gives the adversary the pair
—J

(d“l aduz)— a1 Fuw) | |u u’ l-mg“ )

ieu’

Let 7/, = r, — as in Waters’ prooft® and

a
FGw'
Paterson’s proof'® and we will show in the follow-
ing, d, is a valid private key for identity u. The
distinguisher ¢ can generate such a d, if and only if
F(u)#0modp. The simulation is perfect since

—JG

dul =g TFGo (g}-(«) J G )z-u

u FGo JGo
=g% (gF(u) ](u))l()(g u gl u )r“

Fw gy Fo oI )7,

_g (g u rm)—gz(g
and d,, = gf® g = g o =g,

If F(u)=0modp, since the above computation
cannot be performed, & simply aborts. To make it
sample, assume [, (n, +1)<p which implies 0<C
l,n,<p,itis easy to see that — p<F(u)=—1k,+

x +2T < p and F(u) =0modp=>F (u) =

icu’
0Omod/,. Hence, F (u) % 0 mod/, implies F (u) #
Omod p. Thus the former condition will be suffi-

cient to ensure that ¢ will not abort in extraction
queries.

@ Multi-signcryption queries

At any time, the adversary can perform a
multi-signeryption query for a plaintext m, a sign-
crypter list IDy s IDs,s =5 IDy and the recipient
identity IDy. If F(uA’ )#0mod/, , J first generates
a private key for w, just calling the extract query
algorithm described above, and then runs Multi-
,d4 , IDy) to answer the ad-
s query. ()therwme, ¥ will simply abort.

Signcrpr (m, d4 yooe
versary’
@ Unsigncryption queries
At any time, the adversary can perform an un-
signcryption query on a ciphertext o for a sign-
s IDA” and wy. I F Cuy) #

0Omod{,, U first generates a private key for up just

crypter list IDy o
calling the extract query algorithm described
above, and then runs Unsignerypt (o,dy Dy 5"
ID, ) to answer the adversary’s query. Other-
wise, ¢ will simply abort.

Challenge.

number of queries, the adversary chooses identities

After a polynomially bounded

UA s s UA s Uy ON which he wishes to be chal-
lenged. Note that 9 fails if the adversary has asked
a key extraction query on up during the first stage.
Then the adversary submits two messages m,,
m, € Gy and { un, li=1,2.yn}, up to V. ¥ will
abort if F(ujp )—Omodj). Then & flips a fair binary
coin ¥ and ¥ will abort if K(M;)=0modp where
M;=H, (m, || Z +e(dj,.C'“s")), otherwise, U
constructs a multi-signeryption ciphertext of m, as:

(myDH(Z »e(diy» C% ) Co{day |i=1,2,,

njs HdAl °

i=1

Let c:i i

i=1
lation is perfect since

Z o e(dpp C1) =e (g, g) o e(dz§77g"'”“'}>)

:(e(gl’gz)e(dgz au/H/u]‘ r:1 —Hw

jeu, i=1

qu ))

Z=e(g,g)", C=g°, the simu-
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C=g'=g="' =[] g =[] 0" =Pr[A'J(1—>,Pr[A/|A"])
i=1 i=1 i=1
n n , u , o 1 1 qI
Hd/zl * CL(MH:HCZA%A ¢ (7’71 Hﬂlj >121} 7<En”+1> ( _E>
i=1 i=1 jeM’
n n 1 qE +QS +QU
/ Y = —
:H (d,A}l . (m Hm,)) :Hgl’g. *(Z(qEJrququ)(nl,Jrl))( 2(qE—|—CI5+C]U>)
i=1 jeM’ i=1
Second stage. The adversary then performs a — 1 .
second series of queries which are treated in the 4(ge+gs+qu) (4D
same way as the first stage. It is not allowed to ex- Similarly, we have Pr [B*]:ll 1+1 .
m n”l

tract the private key corresponding to u; and it is
not allowed to make an unsigncryption query for o
under uj .

At the end of the simulation, the ad-
versary outputs a guess ¥’ of . If ¥ =7, 9 an-

Guess.

swers 1 indicating that Z=e(g,g)**; Otherwise, O
answers 0 to the DBDH problem.

Probability of success. Now we have to assess
U’ s probability of success. For the simulation to
complete without aborting, we require the follow-
ing conditions fulfilled:

(D Extraction queries on an identity u have
F(u)*#0modl,.

@ Multi-signcryption queries on a message m
have F(u;)7%0modl,, for all i€ [1,n].

® Unsigncryption queries on a ciphertext o
have F(up)7#0modl,.

@ F(up)=0modp and K(M;)=0modp in the
challenge stage.

Let uy s+, u, be the identity appearing in que-
ries not involving the challenge identity. Clearly,
we will have q;<<qr+¢s+qu. Define the events

A;: F(u;)#0modl, where i=1,2,,q;,

A’ F(uj)=0modp,

B*: K(M;)=0modp.

Then the probability of & not aborting is

Prlabort ][ =>Pr[ NA,NA" ANB*].
i=1

Since the function F and K are selected inde-
ar
pendently, therefore, the event ( A A; A A”) and
i=1
B* are independent. For the randomness of &, ,x’
and X, we have
Pr[A"J=Pr[F(u")=0modp]
=Pr[F(u")=0mod[, ] *
Pr[F(u")=0modp|F(u")=0modl, ]
11
l,n,+1°
On the other hand, for any 7, the event A; and
A’ are independent, so we have
qr qy
P ANA NAT=Pr[AIPr[ NA,|A"]
i=1 i=1
a

=Pr[A]JA—Pr[ VA |AD
i=1

By combining the above result, we have
4
Prl abort 1=>Pr[ NA,NA" ANB*]
i=1
-~ 1
“8(qrtqstaqu)(n,+1gs(n,, +1)°

If the simulation does not abort, the adversary

will win the game in definition 1 with probability at
least e. Thus U can solve for the DBDH problem
instance with probability
€
8(qet+qs+qu)(n,+1Dgs(n,+1)°
Theorem 2. Under the CDH assumption, the
proposed ID-based multi-signeryption scheme is

existentially unforgeable against adaptive chosen
message attack.

Proof. Assume that a EUF-IDMSC-CMA for-
ger for our scheme exists, we will construct a chal-
lenger ¥, who runs the forger as a subroutine to
solve an instance of CDH problem. ¢ is given a
group G, a generator g and elements g* and g°.
U first sets the public
parameters using the Setup algorithm described in

His goal is to compute g*.

the previous proof. Note that in Setup phase, 0
assigns g, =g* and g, =g’. After ¥ defines func-
tions F(u),J(u) . K(m),L(mn) and public parame-

/ /7 /7
ters u' , m' , u;» m;, we have u ||u,-:g§("’g

ieu’
Wl/Hmj :gé\'(m)gl‘(m) .
jeMm
Then, the forger can perform a polynomially

JGw
’

bounded number of queries including private key
extraction queries, multi-signcryption queries, and
unsigncryption queries. The challenger 9 answers
the forger in the same way as that of Theorem 1.
Finally, if ¥ does not abort, the forger will return
a new ciphertext ¢* = (¢",0,,0,,0,) on message
m”, where m” has never been queried under identi-
i=1,2, -
signcrypt 6” and obtain (m*,w”*). J compute M*=
H,(m" || o). If F(uy)7#0modp and K(M") #
Omodp then 9 will abort. Otherwise, F (u;) =
0Omodp and K(M")=0modp, ¥ computes and out-
puts

ties {ux ,n) and u;. Now, U can un-
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5.3 Efficiency analysis
We compare the new scheme to the first ID-

[} without random ora-

based signcryption scheme
cles, which is a 1-to-1 signcryption type. Our
scheme is a multi-signcryption scheme, thus, it
should belong to a n-to-1 signcryption type. To re-
alize justice comparison, let n=1, then these two
schemes are converted into 1-to-1 type. In the fol-
lowing table we denote by E an exponentiation, by
M a scalar multiplication and by P a computation
of the pairing. Other operations are omitted in the
following analysis since their computation cost is
trivial. We consider the pre-computation here and
do not take hash evaluations into account.

Table 1 Comparing of our proposed scheme with
Yu et al. scheme

Scheme signeryption unsigneryption
Yu et al. scheme AE+ (n,+2)M AP+ (n, +6)M
Our scheme 3E+(n,+2)M 3P+ (n,+3)M

It can be seen from table 1 that our unsign-
cryption phase has one pairing computation, which
is the operation takes the most running time, less
than that in [14].

6 Conclusions

In this paper, we have modified Malone-

’s"1 security models for ID-based signeryption

Lee
scheme to adapt for our ID-based multi-signcryp-
tion scheme. The confidentiality and unforgeability
have been formally defined in our security model.
We have proposed a concrete ID-based multi-sign-
cryption scheme based on Waters’ identity based
encryption scheme. To our best knowledge, this is
the first ID-based multi-signcryption scheme that
can be proven secure without random oracles. The
scheme is proved secure against adaptive chosen ci-
phertext attacks and adaptive chosen message at-
tacks under decisional bilinear Diffie- Hellman as-
sumption and computational Diffie-Hellman as-
sumption respectively.

thank anonymous reviewers for giving helpful sug-
gestions,
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Background

In traditional public key cryptosystems. the management
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tems proposed by Shamir in 1984 may be a good alternative
for certificate-based systems from the viewpoint of efficiency
and convenience. Since Boneh and Franklin gave a practical
ID-based encryption scheme from Weil pairing in 2001, a
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Signeryption is another very important technology in
message security and the sender’s identity authentication for
communication in the open channel. By combining ID-based
cryptology and signcryption, Malone-Lee proposed the first
ID-based signcryption scheme. To adapt multi-user settings,
Zhang et al. proposed the first ID-based multi-signeryption
scheme to complete efficient transmission and authentication
in multi-party oriented environment. The security of the
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though the model is efficient and useful, it has been shown
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functions, the resulting scheme may not be secure. There-
fore, it is an important research problem to construct a se-
cure ID-based multi-signeryption scheme without random
oracles.

In this paper. motivated by Malone-Lee’ s ID-based
signeryption scheme and Waters > ID-based encryption
scheme, we define formal model of ID-based multi-signcryp-
tion scheme and propose the first ID-based multi-signcryp-
tion scheme without random oracles. Our scheme is proved
secure against adaptive chosen ciphertext attacks and adaptive
chosen message attacks. The research is supported by the
National Natural Science Foundation of China under Grant
No. 60873232 and the Natural Science Foundation of Shan-
dong province under Grant No. Y2007G37. The projects fo-
cus on the study of foundational problem in multi-party orien-
ted cryptography including the study of secure and efficient
encryption scheme, signature scheme and key agreement pro-

tocols in multi-party setting.



