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An Efficient Genuine-Video Identification Algorithm . TDIA
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Abstract  An efficient genuine-video identification algorithm named as TDIA is proposed, which
based on integration of video compression standards, fragile watermarking and video communica-
tion technology. It includes two parts: embedding algorithm and identification algorithm. Itera-
tive method is introduced on the identification algorithms to eliminate the communications inter-
ference for the impact of watermarking. The performance of the iterative method is investigated
according to the difference of nature between piracy operation and communications interference.
Finally, the identification errors of TDIA algorithm are analyzed based on the results of iteration
and by dint of the theory of Chernoff Bound. The total identification error of the algorithm is less
than 10" when BER (Bit Error Rate) of encoded video stream is not more than 10 ° and the total

number of I-frames of Mpeg2 encoding video is more than 360.
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copy. LA 7ETH P L 74 B ACE copy PRI AR IR
CCI(Copy Control Information) #1T copy &=+,
EBHAE 1k AT RABH 1k £UF) S copy™™ AR T B Ik P
FH AR A SN A TE 7846 T35 0430 5 ek i 4 7 AT
Sk il %8 WL (camcorder piracy) . W& 1Ca) . 3% Ff b
JiF analog hole™ . % 5l i 1) & #£ 2% 1k %F 3F 1 45 DL
1) {53 TR0 HCHS B TE S MUK AR 22 0 R s R A
WA B 25K LGB B el i — 20 X EE R R AT I IA BR
AT 38 B8 452 A P A S 3R Ay B A A Bk 3 Bl A
1 3= 3t 12 AR A5 A 48 8 (video fingerprinting™® ™ 5§
VideoDNA D) & Hp 3 35 50 7 45 80 A (anti-collusion
fingerprinting) ™" ; ) 3 #f B oR & Mk, AP L 2
AR e NS R B R, B E A Dy Ho i
VideoDNA B4 UL - i & A i AN B9 ALk
FAUH FF B R K ED B 48 80 SR TE 5
I IR I T DA AT A N A R R R JE A T LA
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AR (X XA R A B 58 T AR SCHR I T IE
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(b)) X 52 R4 WAL ) 145 i 25 458 7 i
BT IE RS 1 5 A B A A 2 7 T

TEA SC, WUR I A5 78 48 A 1 AL 330 AR Sy T R AR
WA As i A QUGB Z EREEEE TR
TE I B4 R AT R A A, 2 TE RSO AL 5 RO A3 i i o B
F analog hole™) , Fii 5% it J7 RS 09 A4, H 75 W&
Shy R RERG DU L AT BB X AT B O . AE F2 AR kS
UG S DR ME— i ¥ O 2K B AT AR AT

AT TDIA (Disturbance-tolerant Identifi-
cation Algorithm) 8 5 78 H & 3 N 45— B AL
S AR e R R T IR R s R N R LI 1
BT th 7 5 5 VideoDNA $ AR 455 52 3
PR U8 S AR R DI RE A 78 . S8 i VideoDNA

PR U o AZ LA ) DNA, 31 3] DNA database
J v 2 i 5 R B 5 22 R T T Y S D005 e o A A A
S DR ) N 2 o BRI i R 8l T RO
HEAT T RT3 AR A TR 4 SR AR AH AL B T
(a) M ALAI AL Z W 35 (i YouTube™ (Bt | 1+ 5K
&) %t Upload #1435 3 U8 7~ 2 181 & 1(b) gy M 2%
Lyt Xof 52 AR AP AT ) W AR B s T A

AN T AT AE IPTV ., 3G A £ o 3
Jii RTP/UDP/IP &4 pi "'+ 1l UDP Jf A fRAIE A]
PR B A 3 250808 5 AN BB PR 91E T8 1% 22 b
1 326 ) 28 i 2% I 1 T R PH 25 TR | 25 B A o
T 22 5 52 D AL A S e BT e R A0 o 1) R A e 2%
A R N DLW A AR 32 TR 3X R 3R B L 2
Ui 48 JC ) AR5 T Sy A A R A AE — E R
Ze5 I Hi%2E 5t 5 i AR DL o AT (R 18
A5 T i /N T R4 A58 . R JH 2 8 FEC(For-
ward Error Correction)™ J% interleaving 4% R 1 16
A5 A5 T M1 24 F BER (Bit Error Rate) £
10 *~107* 78 F B9 BSC (Binary Symmetric Chan-
neD) fF M. TDIA 55 78 ¥ i1 2% 7 % 1 il
FEETINEZR.

ARTCHS 2 5 48 5% 5 s IR R BT K B K
5 RRAAT RO BB AR 5 5 3 9 4 o O T e 55 AT
IKENHEA , BB 2 15 % A5 {538 T 90 TDIA 5%
55 4 T TDIA BEPERE AT B AR I3 55 5 &
SC/NE.
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3 8] 43 (8] R I E] SR A 340 XE LA I 5 6 0 43
AH TR S BRIk ) Dt A0 40 A B s i) ) R0 48 A7 78 G T A8
b (L e 7 5 28 b S 8858 A 45T S B0y LA A
A5, (2) WRARAL , (DR R AE A AL, N 8 7E R il
BB A b 22 2 5% B PR A SR B B SR R 1B
Camtasia Recorder, Screensnap 288§ F i B A
AL LS IS T B A AL A R L S () R[] SR A SR 5
R AR [F] L AXAFTE B D-A Fl A-D B 4 ok
MR R AR, R, AP b N 8 S i RUOR 22 (H 2

@ Vobile announces landmark deployment of VideoDNA?con-
tent indentification and management system. http://www.
vobile. cn/files/mediacoverage/2008. 09. 22-CNBC. pdf
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HAGAME FRBORE S B —E OB E .

25 1E R A 15 35k 28 S il (14 Wi RRCRE A0 TR A — 2 11
TEOLT g U0 T RRCR S R A W 7 A Bl SC
Mk L4 TR REAEL . AT LUFIAS Al L 45 i 7K B “illegal cogy™
PRV R I R 7E 0 A AR 10 5 48 X RE L AN
SR B R WUZAR T — 8 o ] 21 i RRL A . 3

i P “illegal cogy”FR iR, RN MR 1% B REAFAE
WFAL:

(1) 4% T Ay B A3 I 25 0 1 6 B K BN R AL AR (]
i 55 507 7K EAH B 45 K BTG AR B 5 1 K.

(2) f£ camcorder piracy 55T - & B K
SR ERR Ik ivall Py a1

(3) AN [F] AL A3, 2 T 17 AR [] ) 48 48 7K B (“ille-
gal copy™) , M LUK il % 25 Wit

TDIA 5 3% 3k F Me 85 807 K PV AR S E IR
PRAM T IX SRR

3 TDIA Ei%x

TDIA 534 7K ER i A Sk B 4 BUIE iR R 5
PR A 45 A A0 Gt B A o L XT s Ti AE E 55 A0 0
FHAR 28 A G 22 42 LA R ARAIE — 28 7K B A B, 0T
T 3.1 W AR 3.2 4B TR B T AR K Ep
AISZA 3. 3 g T HERR R i ik AR, 3. 4 I 4
T E R E .

3.1 HmANEZE

TE Mpeg2  H. 264 055 2 fif 85 45 1 b . DCT 72
e LG P (Block) M Sy B 4T T {52 2 4y it
1 MB(Maroblock)™™ dr 5 4 4~ 3% #£ 19 Block 2 %,
1bit 7K El & 2R By WB(Watermark Block). DL 4% ft
B WB 4 4~ Block iy HifbJG DCT R4 Jydk
fith o 4 A K R s IF TR 48 G 5% 1 1 R84 7K B ik A GAL
BEALREWT .

1. F# &4 WB K ED A ST

L WB 55 J5 i i i Block Hr, #i B zigzag 9 1 W
B T (BED N HMRABZEM R T R EEEEZEE
AC ZEGEA W BB T 0T I 5 AR R ME AC REL
(Aci ) VE K EMIR A 5 e 20 25 7 W AE XA WB A #E47K
EfHR A 5

2. TR EL.

i WB ) 4 4~ DC REA 533K Deo s+ Des s %
a=(|Dc, |+ [Dey |+ 1 De |+ Des [ ) /45
b=max{|Dc,|+|Dec |,[Des |, Desl}s

(a/b+k)/2, bF0

= (L
ki /2, b=0

Lo

Hor &y € (0.1 N KENEEH] . AR 20 € (0. D).
W 2o B A=A AR HIE RS E AR A logistic™
e spf AR (205 I AR B B ko, 12 X (3D THERK
El w.
Ty =Ax,(1—2x,) (2)
w= floor(x;, +0.499999-++) (3)
Horpr, floor () Ry 1) T U R KK
3. W AIKED.
M ow=0 W, Acy, 75 R E A 8 B 3% AT
T
Acy. = Ac, +sign(Ac, ), A =1 )
Acy, —sign(Ac, )y |Ac | #1
M ow=1,Ac, 77 F A E AR A3 B =0 (O AT T Bk
JKERHR A B HLZ BT DA & Ak 5 DCT R %%
(I f it s s AL ET DCT RE0 . 2 1T b &
AR X 7K B Y S DA Rk A i 1 28 K I A R X K
ER I B 52 . 25 1 3] VLC g i R, 2 (4) 72
T B  [ Acy,, |22 /N s DUE 7K B i A 38 i 41
W
B A=4 1 logistic TR0 J3 8 Mk i, 20 (3) H
w T 05 1 BHERL N 50 %, X H ALK Ul ik
A0 8 1 P B SEAR AT, ] by o BEAS K ED 7 A2
A o TR R S X6 ) R AT B L S UK B HE LA
PeGEH A BV AR A SR AT EOL T 22 R
AQUR R T
3.2 (FEIRAE XK ED YR 0G5 4R
A % 2 — 3 ) AR B KRB 25 A L] 2 (a) s
HD G5 B FiB vk 2 8O AR xR D % R
Reed-Solomon code 4 75 45 4% % 4% A ¥E 17 4% 9.
Video coded data (5 B4R EC R 9 98 20 22 47 L
TR K HE LR AR B i, PR Ot 2 T R R
M £ % X 3. Video coded data & H] VLC 4 %f £
W DC A AC (B i AR B2 DL S S bk 3 o %
B2 R e g i 45 X S AT 0 kR g AL /2
(b) 25 7 H RS 25 0 L Ry 68 T 150 WA 38 1= 0 1 5%
me K VLC 4ifih i) DC %4 % 78 2 DC, Block 1) 4%
[HD |2 4
Ca) Al 22 = LR B 4 4
——DBlock——»«——Block——»,
pjvedvid -[eospdvidvid--[eod
(b) video coded data ¥4 & #
«—— Block >

D(‘,|VLC|VLC| | VLC |VLC|VLC| |E( B
(¢) EOB. DCH;F4—AVLCH 5
B 2 L b S SRS S R A IR B

video coded data |
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HRWE RN EOB(End of Block). K 2(c) &K 2(b)
) EOB K DC #1516 iR 5 T4 8 75 — 4~ VLC 5
Ja gAY A IR AL

Video coded data %} {5 i R 5 4k % SUR L, 4 &F
R IR R A i R A TE A A N 2 8 B LU
15 O -

(D &8 VLC 5. JifE TS VLC 55
ToAK.

(2) M. EETIMEAR T VLC 7T,
{530 VLC 553 i 5 A 5 - T 21

DC AC. b F iz 3l 5% it | 2 Y hb bk 1 e &
B e fif i 1) DCT 3 %08 A BOB o 7 19 I
KAH 5 Slice fif % Block i BUAS %5 T o i A5 i 450
9k EOB # T 4t st EOB i, 8t 4 43 %], EOB #
THHAE EOB, Hedl 491 ( 2(o) frs).

P b AR G0 FR IR A R (syntax error) L iX
sest b, A Y DCLAC 855 i 8 & o 8
BUR BRINE R FE B TR R R 1R b M A A 2 A X H
A7 S0, T R BE BT — A~ W] 22 bR ad 4k (Slice k)
CiN (DI G 2R

T3 A TEAR U S B % 0 R RS Y slice Hr, {75 AT
REAFTE H {5 38 T 90 B 800 B a5 L o

(D) FABeal B 2o e iy AC REEE IR 5

(2)DC 21 T DC B2 Bl 22 3 14
(DPCMD % b, — A~ Be i) DC R B 1R ) DL 30k
TH 4T DPCM @t i) J5 4k B DC R F s, 1 2 7
bR AL A k.

AL S 15 B R A bic A7 & A 00 B I A e M, &
T DCLAC 2 B 1 5 1Y AN 0 2 PE. SO A i

f video coded data I OL T » o 25 18 R 65 5
5K EAR 1R 2 ] RS B G &R
3.3 HERBIEIR AT K DR 3 A9 520

B 3. 2 1943 B AL, N i e 6 {5 JE T4 MB
(Macroblock) ™ #EAT 7K B4 B, {H & 72 A i b A
AR O T, o iR 22 i R ix 28 MB JLF 52 A ] Rk
). AT AT LA bR o A7 B 2 DR 00 18 3 R T R
FE RN R ME . L 3R T R R A S KD
B TR 2K ED R R 2 e Ik ARE L DL BRBR
A 1R X K Y 2 o ik AU s B A BR Oy

IR R 3

Ts=Tsys Too=Tuss Ts=Ts,» Mp, =My, ;

dv=dy, dy=ds, sdi=ds, s d,=d., ;

2. WE

S={MB, |i=1,2, N}, HH MB;Hy T i H b of it

T i TF 5 D 1) o B M
N_e[0]=S sk EEHG
N_c[0]=S K ENB%;
berror[0]1=N_e[0]/N_c[0];
7=0;
3. AR
While (Mp, > 0&&T,, >0) && (N_e[j]>0&&
N_c[j1=>10){
i=i+t1; x[j1=0; y[j]1=0;
For (i=1:N) {
FIr MB, & GAFTE AC F 1R
If (MB; ARfEAE AC #5350
FIr MB, & EAF7E DC £ 1% 5
If (MBf£7E AC 58k DC #815%) {
FE MB,J& 15 & KED;
If (5 KEM{
ylil=ylid+ns//6 y MB; K EI%L
If OKEPESIR)
xljl=x[j1+t:5//t: IMB; HFERKEN R
¥ MBS HiBRs |
}
N_e[jl1=N_elj—11—=[;];
N_c[j1=N_clj—11—=»[;T;
If (N_e[j1>0)
berror[j]=N_e[j]/N_c[j];
T.o=T., —ds; Mp,=Mp, —d,;
N=length(S);//3KREH S MK/
If (Mp, <0 [| T,e <0) & & (N_e[[]>0& &N_c[j1>
10) & &(Ts>08 & T,>0)
Ts=Ts—d;
T;=T;—d;s;
Too=Tuo s Mp,=Mp,, ;
}
}
4. HHE e
If j<<5
e, =min(berror(j1]);
Else

&,=minCherror[j] berror[j—1],+ berror[ j—41).

FIWT MB f77E AC H R AL - MB 45 Block

i —A> Block f7-7E AC REUE %, WiZ MB 1778

AC HE KA T Wi B2 4 1 VLC fif i I S i 1k

F| [ DCT A4 » % 44~ Block 9 AC Z BT 44
DA, HLAAR s

64
it S=>)AC |, AC,., = max {| AC, |, -+,
i=1

|ACs, | V. 2 S>Ts H AC,../S>T.. . W It Block 77
1E AC #51R.
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Fkr MB #7275 DC 5585 19 R0y - 8 T otz &
oy RENR R A A BT R R AT DC 4
PRAGI . G0 3 FFRs . current MB, left MB F top
MB J3 51 278 i 1 W7 i) MB 5 HAH 4B i) A2 30 K b
#1 MB, P (P 3] 2 current MB 55 @ A~ K HAR
Hemss i AN SR E M. 4 top MB fF4EHT , current

15
MB 5 top MB B2 5t Db, =1 [ Pr— Py |
i=0
4 top MB AFEAER}, Db, = 0; current MB 5 left
MB 133 5 % 5 Dby [7 #3457 4 Db = - (Db, +

Db) . # Db, 5 Db,z —R%E N K=1; H 0], K=
2.4 Tp,=u+Mp,p . HH,

1 N—1 1 N—1
U——-3 Uj s =77 (u]‘*u)zy
N2 PN 2

N i current MB Fr7e T it o £ 8 K 0 3 HLAS 75 B
FEAS IR A MB CH S u, 5§ A 04 MB ) Db 4.
ﬁﬂﬁ'ﬁ W>max{ Ty s Ts) ,')"JJ current MB ':F'{_:’l\ﬁ DC

FiR.

pot

,v top MB pn
] T

=1

T cwarent

left MB \:|: MB

T
1T

[ 3 current MB ) £ fil_F4BH R 3 K

Bt AU 3G 0 W E AR G {berror [ ]}
berror [ 1N j A HEBR SE MG S MUK ED RS IR 3, B
WY S PALEAEA R MB 8l EC 2R H
HEBRBE S1 )5 - S5 {berror [ 1) e BLH W SRR L AP

berror[j1=berror[j—1] 5

Xof F S B T R, R R AR AR B O R E R A
AN R N e . S B ik K B A T A 1R AR S R Y
TR0 B s AR B SR N_c[j1>>10. N FEAK I 3h
AIRE R we B IG 5 YCGRAURT 7 A 4 e /ME. X T IE
FRAAT e € [0,0) ], X T @ AL, e, € [A—0, 1],
o oy A A R BEAT BICHRBR B9 B R MB 51 19 K
EER IR A8, A Ry W5 RROR AR K BT A 8 8. 3% AU TE TR RE
Lo AR B s AR 26 4. 4 1 JEATIAL
3.4 RFNEZE

4547 3. LW HR AT A 3.3 IR AU ik
P TR UL AR R L 4 AR

Lo B{H T.0 $EA7 WA

2. MRS E  sum=0.n=0.

3. M video coded data %t T iwi=s B 4y & i 47 VLC fig
T o 2 A0 D ) 0 2 8 a3, O Bk B R — A () 28 A I AL I R T T
fE 15

4.+ E TWUK VAR R berroron=n+1.

HRAEEE 3. 1 Wi AL 1 A 2, F4RK B R 21
i WB A Acy, b RZHET 7K ED w. $& 8L Acy,,, b T2 bR 7K 2

MKED w2 Acy NBE . w =0, Ac,, & FH

w =1 AR wF w Wi WB I K EGE 35 ; 15 W 5.

MHE 1wt WB % H ok B &6 3= 8RB berror,
berror= T WUE LR K BV SCE/ T WK BN LKL

5. berror=0, WKy M 45 bR 35 25 DA 4 1 Wi o3 By
56 58 AR S A T B 25 AR Ak B AP 65 T e 20 3, Ak 2 A D
A Tt

# berror>> T, Wt AL 350 AS 55 #F — 28 ) . R 3 B i
2k AR IE IR,

# 0<berror << T, ¥ B it & & AL, & A B sum =
sum-tberror; 7 RE W MR Hg 3.3 WHE B E MR B EITE o,
sum=sum-+t¢e,. K MW &5 FAR F A4 K 0 2 45 1 AR & 5
65 A EE A 3.

6. 43y T B 4 A S TF i

4 TDIA 0 5 ik AR E

FER B X 0 A C{ELAE 4.5 19 45 &
RZEETHE. X T AR 3 My sl — R fE
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(H 4 a1 ] DU TR TR IR BE LA K B 1k 3. 3 A ik A SR A
TﬁaXLX(m/ZL) 6) K & o 20 H BB .
o M

Horr, a Sy g TR A daE T T I 7 BE R 158 A 28 (bt
error rate) , L g M4 4 &8 T iE A i v (9 B AR AL 5
KM Sl L5 K B bit $.m O 1 4 Slice Hi4g
Y Block B H. T 1bit Hf 5% 1 Jge K 52w X [H] 2y
1A~ Slice ™ Bl T R AEAEE T T Tt KF
JK BV DR AR AT A B T4 v TR

(2) 4 T FyIE RS H A LB (BT W] 25 200
B ROKENES R FLAR T 25 &5 S I B SR o
FrEe v vEAG . AR A mT 2 v U

(3) 4 T=1. /A BUAS 5 2L ik — 25 F W 1) 158

4 TDIA FEiEMEREMIK

LB 2

(1) Intel Pentium CPU.1600MHz, N 1% 256 MB.

(2) Mpeg2 Codec vision 1. 20,
4.1 TANE XN

M N2 R 2 (1) 7K B A Sfe (1 40 431 5T 1 &
W FAR [ 3 L K B A G P45 st PSNR R
K- 3 mpsnr e Ml 5. (2) KEDHR A B &, H
Wiow FE/. (3) IKEF R AFERT e-time.

S ANBEESE R1=0.00252.k2=100.T wnped =
30. TRAE ZHOCh A Ry Ts W 30 i/s
GOP=6.1/P Wi}y 3. 7 1Mbps.2Mbps.3Mbps,
4Mbps 5 % T, 4 NI ? container, coastguard .,
foreman, hall_monitor By EE R ILFE 1. NE 1
B T LUE K BD XS LA PSNR 5% i il L6
IKED R A R L i AFERFAS K. — & B K Bl i A

#£ 1 ETF Mpeg2 Codec, /KENH#R N EEHREMIR 45 R &

A5 43 /Mbps  mpsnr Wiotal e-time/s
1 0.128 1050 6.10
. 2 0.117 1685 6. 10
container
3 0.089 1948 6.61
4 0.099 2144 7.02
1 0.077 971 6. 10
2 0. 085 1782 6.10
coastguar
3 0.078 2148 7.12
4 0.072 2259 7.12
1 0.052 323 6. 10
. 2 0.051 810 7.02
hall_monitor
3 0. 066 1231 7.02
4 0. 057 1585 7.12
1 0.039 439 5.09
2 0.077 1206 6.11
foreman
3 0.076 1678 6.11
4 0.071 1949 7.12

4.2 JKED 2R AR A Y A 55 1 i
U TE SRR AB A% % J8C T 1 37 P R 51 % 0T

e 248 2 i 1077 1 s A4 RS R«

WA 1. 4R 2 B B R 1R

HERR 2. BREGRIG RSN HE R IERR

PR 3. BRES AN LB [ IE R

HERR 4. ARG /P iR L [ IE AR

P container 1F MURAT I A 3X 4 F 5 i 75 20 7K
4R M 45 LK 5(a) ~(d). [’/ 5 W, perror
6 5 NI AT & T WK BP9 B 52 6. 815 () J2 B i
R4k 0. 6Mbps~8Mbps [ container iF Ji 4 3
PSR 1 # IR 25 R 1B 5 (b) &% 0. 6Mbps IE
RRA% R 2 43 i 318 K ) 0. 7TMbps~8Mbps J&
R 25 R L 18] 5 (o) J& K SMbps IE JUH% ¥ i 3 #5-%
BB W > B 7. 9Mbps ~ 0. 6Mbps I i 45
5(d) &4 IMbps 1ERR I/P Wi/ 1, 5358 K
#) 1. IMbps~8Mbps iz 45 4. i 2 fF LA ik
£ 0. 6Mbps L _F LS, 2 A 2 528/ F 0. 6Mbps
i, Mpeg?2 b #E 2 i 4 F& 48 09 90500 47 76 W 2 19 5

.
0.6 0.6
0.5 0.5
3 3
15 0.4 ‘5 0.4
Y Y
0.3 0.3
0'20 2 4 6 8 0'20 2 4 6 8
iR i
(a) (b)
0.6 0.6
0.5 0.5
5 5
S04 £ 04
= =
0.3 0.3
0'28 6 4 6 2 0'20 2 4 6 8
fih % fith 2.
(c) ()
B 5 KBRS s R B 55 4 ) i 2 2

MIEL 5 Ca) ~ (d) X BE AT K2 5 WA 38 4 perror>
0. 2, FE AR 1 75 3R X 7K B AR 355 doe A 1) 5 5.y 03
L5 T LA K B s R AR A I 55

Mpeg-2 source code for version 1.2. http://www. mpeg.
org/MSSG

http://www. cipr. rpi. edu/resource/sequences/sif. html B{
http://see. xidian. edu. cn/faculty/xbgao/html/VIPSL/da-
tabase_Video. html

©
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4.3 BETHXTAKEDZ Nm izt

TEBCA G T PRI IE RO 2% T MK B 4 1%
KONE N 0. 9Mbps [ 8s container [F R AL
ihi# % BER=6X10 " THJ5.%& 1 WK EDH R
FULE 6 Cady & T WP 1 K BN &S 1R 38 perror =
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Background

Two key aspects of the copyright protection mechanism
are transmission security and consumption security. The
transmission security is realized based on network protocol
and conditional access technology. The consumption security
is realized based on active prevention and passive defense
strategies. The active prevention can prevent illegal copy
from end to end, but can not prevent the analog hole piracy.
In recent years, the problem of analog hole piracy has become
more serious due to technical advances in recoding devices.
Motion Picture Association claims that over 90% of the pira-
ted movies of new release titles are illegal recordings made by
camcorder piracy.

Watermarking is considered as a promising technology to
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have been proposed for detecting the illegal recordings and
traitor tracing. However, the survival of robust watermark-
ing through the analog path is a very tough problem because
of spatio-temporal desynchronization and geometric distor-
tions like zooming, translation, rotation, and projection.
This paper presents a TDIA algorithm to identifly genu-
ine videos. The TDIA algorithm is designed based on inte-
gration of fragile watermarking, video compression standards
and video communication technology. The total identification
error of the algorithm is less than 10~ '® when BER (Bit Error
Rate) of encoded video stream is not more than 10 *and the
total number of I-frames of the Mpeg2 encoding video is more
than 360. Pirated video can be filtered based on combination

of TDIA algorithm and VideoDNA technology.



