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The System Architecture and Security Structure of Trusted PDA
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Abstract PDA as a handheld device, faced with a number of security issues. This paper de-
scribes the Trusted PDA architecture and security mechanism by using the method of Trusted
Computing. Firstly this paper proposes a “star-style” chain of trusted structure with data recov-
ery functions, and it owns more safety, efficiency and reliability than the TCG trust structure.
On this basis, the further use of technologies such as bus arbitration system constructs a trusted
structural model of PDA. The paper also proposes and implements a security enhanced embedded
operating system for the trusted PDA. Based on trusted platform, Trusted Network Connect
(TNC), as well as SD cards full-disk encryption and other new security technologies and methods
can be solved. On this basis, the authors have developed a trusted PDA-prototype system, and
this PDA has reached all aspects of the technical requirements of the Trusted Computing
Platform.
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With the development of PDA technology and it’s wide
application, PDA is facing a huge security threat. Trusted
computing technology is a new emerging security technology
which serves as an effective way to improve the safety and se-
curity of computer system , thus a feasible way to solve the
PDA’s security issues.

Currently, Trusted Computing Group (TCG) has pro-
posed some specifications to solve mobile platform”s security
issues. But there is no specific instruction on how to realize it.
Some companies such as Intel, IBM, NTT have proposed TMP

(Trusted Mobile Platform) projects without details on how to

computing environment on embedded terminal.
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implement them. There are some scholars also suggest impro-
ving embedded system’s security status by using TPM to com-
municate with embedded CPU. However, these suggestions do
not meet the mobile platform”s specific meets since the plat-
forms proposed are all based on TPM which was designed for
PC terminal, and the control problem caused by TPM and em-
bedded CPU’s dual-CPU structure is still to be solved.

This group integrated trusted computing technology
with the security of PDA, gave an in-depth discussion in the-
ories and technologies of trusted-PDA, and developed the
first domestic trusted-PDA prototype system. This prototype
can provide following functions: enable users to identify
themselves by fingerprint, ensure the integrity of system re-
source, security data storage, trusted network connect, re-

mote attestation of platform, GPS locating and so on.



