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Abstract Enabling users to make privacy policy can meet their demand of protecting privacy in
pervasive computing environment. In such a case, user privacy policies may be various. There-
fore, it is very important to study uniform expression and execution mechanism of privacy policy.
In this paper, a formal model to express user privacy policy is introduced by using many-sorted
logic. Privacy policy axioms are put forward based on description logic, on the basis of these axi-
oms, privacy rule KB is proposed that has the capacity of reasoning about privacy policy. For ap-
plying aforesaid model axioms, ontology is defined for privacy policy, and an execution mecha-
nism is built by using inference rule technology. Finally the effect of privacy policy enforcement is
verified in rule engine that supports backward chaining. Result shows the validity and availability

of privacy rule in privacy-sensitive system.
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SR 1R RRAARME 1 A% 29 %14 o TR I o 0] 1
FAfE B OR B 10 T K 2 3 1% 2 T B A9
N PSS ipuS

(/Owner)
(/conclusion)
(/PrivacyRule)
Q & [FPO1 W A
N T e— 2 PO1
ok #1 TERPO (FEEPOD
e <E |
B . E‘ﬁlll P()2
sk #e TTRp0 | || FFRPOD
. R
e < || s
e W (}’ﬂ%ﬂl}’()(ﬁ )

r PO1 | K

K& L %5 AR PO

e
PO3 PO3 y 01
1 Ba A % 4£PO
{1 Hh 3k s

B2 e L SR I 1 £ SR S 42 7

(RO DA EPSNID] SEN S L N S sy LR
HEE PO ATLLS 3 Fifif Bl il 4 - (1) PO1 R f
R 0 LB B X X R %15 B 2 BB A 50475
(2) PO2 F/m IO B 19 A E L BI* XOX R -15 B2
BE”s (3) PO3 R 5 19 o7 B 5 5L jI< XA,
—ME LT G AE BB B A R I POSC
PO2CPOL. 8% M R AL &R vl LU &4 — % 1 =T
KA URAED F7R N A [ RS BE 14 15 54l ik i gt ] LA
I 638 R SR 2 i £ 5L 2% % 1L 2

30 a0 468 TS AR B U F A AR R s L T LA 3 B A
SR ML B2 42 ) A AR (A R 7 i 91 A A B RA B D) AR
A SCH R I — A X R 2K A& M granularity, H
A E SNy
{owl; ObjectProperty rdf: D= "granularity" )

(rdfs:domain rdf:resource=" #PrivacyRule" /)

(/owl; ObjectProperty)

R A 33 A 384 o ) XoF G IR 1 7 6 RA R U A A
TR I — A kST AR B, B (granularity ) .-
(/granularity) , [a] B} & 2 25 % & {4 ( condition )
3R DAAG B HAT A5 SR B2 428 ] 4 A50RY PG A SR gt

B 1R 5 JEORL BE 2Z 1) 1 40 2 0% & 5 BB AL
TR (TR L L 38 T DL S48 ORE DG B A A S B

Hege A% (5 Bl o7 vk ) an 72 i A7
(condition) fiff /& I i H K2 M Ak Y B FA % 1415 2.
4.3 FEARMM KR

TEHE T I A FR Ge v, S 1 592 B RG RA SR g 14
AT AL 5 SR T OWL/RDE $fi 38 1Y Fa FA 5 g 5%
o FF KL DU 58 5 A A A R R SR . AR SO JESS
FLIUTE 5 5 3 B D SR W, 22 B AL SR B 3R 7R O JESS
FUIN B ESEAT 3 s i 48— T 2. FI0 ey 795 356 43
2H % : LHS (Left-Hand Side) #5 43 il RHS (Right-
Hand Side). Hr, B ) LHS #8531 T4 A A
AR X (pattern) 2 i . 3 26452 X O DT J5E B0 ) 5 | 2
) TAE DX g 3558 (fact) s B A9 RHS #4r $4047 30
1 Caction). Xt F— A~ BLI, G SR BL LHS o Br
15 pattern, , pattern, , -+, pattern, 15 N 5| Z
AR DX A X 7 1 S S 5 22 DR C N L 3R D A g
B RHS 19 3h1E A RE B AT

LHS RHS
N
e petern Je= M action |3
X |

[ I

K3 JESS #LU i R s e 5
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MG FR AN A A Y R RTE R E /Y
A I3 SR I A 5 RA K DU 78 R0 00 7 | 4 e P AT 1 O A
(L 4. BARAR T

T FEHLI 518 v 7 B AR B, h T AR X P N AR TE
5 A U T AR S qfact DG JEE G S5 5 AR A i 1) BE B0 4
PR S AL 2 A A W R S SR v X QEC h A gy )
—™ need-qfact §+ 5

2. need-qfact 35 52 5 [ AL 1 (9 58 1 4B 50 need-
qfact DB L, 1 B 5 RA L D) 35 A 45 30T 5

3. M T LAER s F L 5 RAMN P iy 5 2 A
plact FCHE, #L0 51 % S AE AL L w X PFC w1 | 3l 75 B
—~ need-pfact H5L;

4. need-pfact ¢ 5 55 e 55 HL U w9 55 1 A5 need-
pfact PG REE , {F B e 555 19 00 75 24 B 9003 5

5. HFAEREA F I o X BFC & £ A7 £ bfact H
S I 5 WAL A 5 2 A blact DTS, B S KL
) 0 3800

6. WAL ) RHS 30 ff BT . 22 PFC 0 plact
55

7. plact F 52 5 RAFN d i 55 2 B place FERL,
I IS o TR ) B 3R

8. BAFARLIN (¥ RHS ShEH 47 . 72 QFC A B gfact
Ei

LHS RHS
[ [ |
sl [ |
| [ |
Request Rule [ RFact |« [;:q> Return |
CUg SR ML : i result 0,
S I S . .
@ ©)
Request Cache -
Gk ) <(“eed‘RF“9 O
@ ®
e '
| |
Privacy Rule : need-RFact E::!rjl> Assert :
| |
: PFact | : RFact |
— ap—— Sl ____ ;
® @
Privacy Cache ~ .
K RA B I >< C“eed EDF‘““ O
@ ®
s s s S :
< "=
Migrate Rule : @ |l:l(> Assert :
T 5 4 | [ [}
G [ Brac | PFact |
b A I j
®

Basic Fact Base

GEARFE)

D S

User Profile| [ App. Ontology | | Request
JHP AR I ] A A i sk

P A 2 A T 6 A A U0 A ke S5 ) Y 0T i

9. qfact F552 5 A ) LI b A B qlact PTRC . 28 i) M
D 5
10. Ze A0 Y RHS ShE AT i s A i 45 21
4.4 [RFAREEHATHLHIIE
SCH0 b e . A% B RNk 2T 7E 3K TR F 5
(SEC) TAE. Wy A & A8 5 B 6l 1 A M
D U [ =] LA ) 0 7 B A R AR B 2
ALE & B B504, K20 R 3 BE T-HL Kk 1% — 1> 2 if
2 Y AL E A E R B T AR sk £0 4R & SEC 1y
J G T LA BT R A AT T2 ) o G AR A e 5K A B A A
T ORAE G 2 WA B R R SE » 28 48 IV 120 0] A 3] 45
(iR A AE B504) 43Kk 41
SEHG U < SEER Y S A IR B AR P2 . — 2R
JeHEA SR R 5y — 2R A LU IR AL R
A V)0 DU ke S R U 0 TR 0D 1 S BR T
AR SCAN 45 Y RE A = 52 10 7 B R R AL R D)
HAE L #5 BH (abox.clp)
PR -
(deftemplate bfact (slot p) (slot 8) (slot 0))
(deftemplate pfact (slot p) (slot s) (slot 0))
(do-backward-chaining pfact)
(deftemplate gfact (slot p) (slot ) (slot 0))
(do-backward-chaining gfact)
HAGR:
(assert
(bfact (p "hasLocation") (s "Z=BH") (o "®E#E B504")))
(assert
(bfact (p "hasMember") (s "SEC") (o "Z=H]")))
(assert
(bfact (p "hasMember") (s "SEC") (o "5K41.")))
F& FA #1  (privacy.clp)
(defrule my_colleagues_can_know_my_location_
(declare (salience 50))
(pfact (p "hasColleague") (s ?owner) (o ?colleague))
(pfact (p "hasSender") (s ?query) (o ?colleague))
(or
(need-qgfact (p "hasLocation") (s ?owner) (o ?location))
(need-qfact (p "hasLocation") (s nil) (o ?location))
(need-qfact (p "hasLocation") (s ?7owner) (o nil))
(need-qfact (p "hasLocation") (s nil) (o niD)))
(pfact (p "hasLocation") (s ?owner) (o ?location))
=
(assert
(qfact (p "hasLocation") (s ?owner) (o ?location))))

SEIS IS . PC HL (1. 73GHz CPU,1GB N 1#) .

PeME & 45 Microsoft Windows XP, ¥ Il 5| # JESS
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(Ver 6. 1p4) , UltraEdit LA 4 45 28 &5,

SRS H B g SR T s B A AL U R A 5
PHAT A I B O R AT St 1) 5 %o 3 O R AT
3 36 TE R 0] 7 B R DR P ROR

S 5RO ARSI T O T T AR S
b AR N S 0 R S Al T e R B RS R
PRSI S SRR S A FH DG B 7 MR S 5
SN OB E 0. B 2R Y SL g v] DUTE AL Al |
b VRN A% R AN B B S Sk 58 . S B g N 4
RANE 5 FE 6 Frs. AR 37 5 RY f ik S5 45
SR IE A Y L B AL RN B A AR B T IR u B AR
SCBE T B B RO KL BRAT 37 A P S i
e S — T

Jess. the Java Expert Systen Shell
Copyright <G> 2881 E.J. Fricdman Hill and the Sandia Corperation
Jess Uersion 6.1p4 7/8,2003

Jess> (watch all>
[TRUE

==> Focus MAIN
==> -8 (MAIN::initial-fact)

TRUE

Jess> ¢hatch abox.clpd

==> f-1 (MAIN::bfact ¢p "hasLocation'> (s “Z=HF"> <o “EEikBS@d>>
==> -2 (MAIN:z:bfact Cp "hasHember"> (s “SEC"> <a "ZEBHv>)

==> £-3 CHAIN::bfact Cp "hasHember™> <s “SEC"> <o "BEET™>)
Fact-3>

Jessd> _

IFIRE 1 MAIN::BFC_to_PFC_3 f-12., f-15,

==> £-17 (MATN::pfact C(p “hasSender"> ¢s “aquery"> (o "BELT">>
==> £-18 CMAIN::need-pfact ¢p "hasLocation" ¢s "ZEBA" (o nild>

-=> fctivation: MAIN:zBFC_to_PFC_2 : f-18,, f-1,

FIRE 2 MAIN::BFC_to_PFC_2 £-18,, £-1, |
==> £-19 (MAIN::pfact (p “hasLocation" ¢s "ZEEA"> (o "EITEBS@4">>
-=> Activationz MAIN::my_colleagues_can_know_ny_location_information :
H, £-17, £-16,, £-19
FIRE 3 MAIN::my_colleague
5., £-1%

==> £-28 (MAIN::qfact (p "hasLocation"> ¢s "ZTE"> o "ﬁi B5@4">)

==> Activation: mun::a,qunyjo»,lncation,nf,$B§j»onjﬁ,I : f-8, 20

-8, f-1

s_can_know_my_location_information f-8. f-11. f-17. f-1

FIRE 4 mﬂni:a,qunyjn»,lncation,uf,$ﬁﬂjmnjﬁ,l £-8, £-28
B BAT B, Foikesed

4

Jess>

Kl 6 B AARLIN PIAT &5 2R

5 HEX#HR

5.1 REERRTIHEE
2% LRI ZR G T SRS — B8 LT A SR 3
FOE SRR B BAT A R e (H SRR
LT S AT SR AP AL — E R (B SN MR ]
() 1 BE R AR 2 R IR IR 5 /2 5 T XML -,

M 3 R A B I O IR R AT LGS R
W )T A T 3k R TR SC, i EL AT LA S B W Y A
PEECL VR 2R A A BRI ] 42 ) TR A BE N B A
K — B2 R E L R IE = L 0 I T2
% 421EF Binder™ \AHERIE T FAF CGCRFTE
B R G HRAT Z AU RO R T A A

fHEEHAELE S RT.

Halpern 55 5% ] — B2 2 32 15 A4 31 T %1
TN AR SRS O die R R R K 1 2 1
HAMERA R RIBGE S VISR TIiZ 2
F G BE 5 fe KRR B M BE AR ORI AR B P O W
Halpern A5 HA 40T (38 B

Vi Y, (f= (=) Permitted(t,t')) ,
Ho, f 2 —m s, FoR g B0k, F R Rk
k.

TE Jajodia #& H ) ASL (Authorization Specifi-
cation Language) i 5" o, — M RAUHME & —
4584 CosusRya) B E S Lauthorized s denied } 11 Bt
S K 00w Roa 53R B H P A OES
E. ASL BHRIE S & X 7 TR, Horb ke
A R B2 U7 [ 45 Hl B CAccess Control Rule) :

grant(osusrs,(sign¥a) <L, & &L,,
Horbosusrssa 533 Ros B AR 20 M @RS E;
(sign) FRIES () B 5 (—); LAUREF AL
inCsyas) BB T A3 1y peOf Cost) il KR F 14K
s B s W J5E RREE o BZEBL Ny ¢ 1]
L, R grantCo,u Ry +a) N E, FRMEN R T
A u B AT EREE o EATIIE o J5 2K,
Jajodia % ASL 3 5 HEAT TR 97 0 el i
Z [H] A Ak 7R OG22 LB AR T 19 O 2 L P T o) 487 G
F5IAT 4y 2 M85k AL J5 k. Barker™ SR 5
Jajodia A ALL Y J7 2 7€ LT B B RBAC 50 -

H<L,,L;,*,L,,
Horb H 2R KA Ly Loy L, SE 0T Ly A
Ly A+ AL,.

Siewe "X 3 uE A PRI -

(D) 55 F AR N (signed authorization rule) ,
HIE AT s

fr=autho™ (s.0,a)  CHERLGIND .

(5 7 A
Horpos R T 0 ROARE .o RIRIPE. f RIRAT:
fuf 2580 = i an

(inCsys50) Nauthot (syy0,a)) —autho™ (sy.0.a)
FORUR FAR s\ A 5o BB W 5 4R s, I E &
A E AL

(2) $Z AL AT BE ] Cauthorization enforcement

rule) , HIE A W F B

[ —autho(s,o,a),
Horbos R T 0 ROAREM .o RRIPE. f RIRAT:
] 22 4 3 2 BEACPIAT H U 3 2 1 ok 552 B 3 I )

S r—autho™ (ss0,a)
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Fr L.
5.2 RERPFE

MBS AL B8 Of 37 19 T SRR BEARL R 3 1 BF 52
RAEEFT LIy P26 B il o7 ) B BEORA O 47 7 32 BR
V5 ) B B AL fR

FIER 7 A B S R R 4 o BB XS T B T
RS A d s IR A 1 60 - i T3 1] 2 JCATAGIE AN
BB AL — R A SRR 1 J5 3%« Bl 0 B 44 3.
Langheinrich 45 22 F {5 BN 52 i T 303t B A kR
FAGRYP DI RE (1 38 155 AR GE I L% % I8 i S T
JECUNH HG e (g B % s fI 4 DU AT Lt % 5
JUAS AL AELC DR LS B ) B 8 T 51 K 1) SR [ AR
$i3X — U Beresford 4 # 2 T MIX [ 255, K
e il Bt £ 3k b 44 M 55 . B A — > MIX X3 rp 4 il
551 P A 45 JR IR A T SEE 3 R HE R 1 R 3k BIR VA L
HEMHR. TETTHENMERbEEES SN
FUERER O T AR TP B 3 B9 B AL PR 4. Federrath
7E MIX A b 32 1 — B G40 1T B 4 (4
0 A A S ) D DR AL A R B A M R e
U0 5 3 I 55 P B 5 P AR 44 e — R AR A
N &5 B SEA T7 5 Jendricke 31T — 438 M
(¥ 5 3 8 FIAE 20 o HE 22, 1 P AR A [ Y
7 B0 R A [ 64 B 073 ST P ol 428 B B AL PR 47
{ELJE: T 7 26 A [R] 1) R UL 003 i 22 o 4.

52 BR U5 7] 70 B RA DR 7 2 4 3l e BIR A 3 1] 2 %
S0l i U7 TR R DR3P T P BRURA 35 B9 U [9) 2 0 AR
B AR A IE » — B R 2 T 7 18] 4% 4 7 k.
Duan £ 95 38 T 5 25 5 20808 P8 37 412 1 2080 40 e
DR SRR U7 ) AR iR A B AR B Y
Bl Lh— i B SR 75 2K U ) 3 i A AL il
BRI T Ik A AL HORE IR — R T
T T B RN B DR P Y o2 B R B T R
Heiber Jy B R SCRAITHR B B — A BRAAREZL L%
50 IR, Y B A 1 AU 2 A B2 25 T8 ] 42 116 B FA
Al T Y ik (X W TR R A Wy N
I A ARG T 25 B0 B TR (R AR AR
i FLAS RE T MG 2 58 4 175 1) 4 1 AR - A5 T BE 4R
5 % 3 8 R s Y S 40 A Y Vs R BE T B ARA R AR
X 1 T 0 K AR B — A B A BN R LA A
BRI P A B AA . T )R] AR 48 2 e
TE 1) B FA DR AP 2 PR OR R A 2 75 2 BB AAR

6 % iE

AR SO T TR 20 858 F ] £ 37 P L

H R S LU T B RA TR W D AT 50 4 A5 T B AL
SRS AL TR R T P A A 2 T L 8 278 T 1 RE B AL
1l s 3 AT TR RIS RA SR ) 25 b SR D R A
T4 B AR S 1) 22 282 B 10 25 HE AL T AL
SRS PRAT PRI BT L A LA B L 25 T A AT I
FEURA M ALY 5 L T i R 32 B 45 A SR SR i
FE ST B AL SRS 2 B, 4 T RS A D] R 4 A8
& IR HT T B FASR W I A A B A FRATTE X
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preferences. This means pervasive computing system may fa-
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personal data only if permitted by her privacy policy. This
paper focuses on the representation and reasoning of user
privacy policy both in the level of abstract model and
application.

In this paper, privacy policy model based on many-sor-
ted logic is introduced to uniform the privacy policy primitive
which is the essential element constructing the privacy policy
and provides consistent research object and privacy policy se-
mantic. A privacy policy knowledge base PKB ( TBox,
ABox) including the abstract model of pervasive computing
application structure and the privacy policy with the form of
individual assertion is established based on description logic.
The general expression of privacy policy based on ontology is
presented from a relatively abstract and general level. Addi-
tionally, a proper improvement is designed to add a function-
ality to control the granularity of privacy information. Ac-
cording to the policy primitive, the expression method of pri-
vacy policy rules is presented, and layered implementation

environment is defined.



