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Abstract  In order to resolve the secure distribution problem in the existing secret sharing
schemes, based on Girault’s key exchange protocol, a new secret sharing scheme is proposed,
which adopts the ID-based public key cryptography technology. And then, security and perform-
ance analysis is made on this scheme. Each participant’s private key is used as his secret shadow,
which are not selected and redistributed by the secret dealer any longer. The private key of each
participant is chosen by the participant himself, and even the trusted third party cannot gain his
private key. At the same time, anyone can verify every participant’s public key, and judge
whether it is valid in the form of off-line. Analysis shows that the proposed ID-based secret sha-

ring scheme is more secure and effective than others, and it can be more applicable.
Keywords key exchange; ID-based public key cryptography technology; secret sharing
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attack goal of attackers; second, a secure channel is needed
for secret dealer and participants. The channel is used to dis-
seminate secret shadow, but its maintenance increases system
cost and complexity.

The paper proposes a (¢, n) threshold secret sharing
scheme by using Girault’s ID-based key exchange protocol.
Our scheme uses participants’ identity as the open informa-
tion of their secret shadows, and secret dealer and partici-
pants do not need to communicate and exchange information,
so a secure channel is not indispensable. In the process of se-
cret reconstruction, each participant only need to submit a
pseudo-shadow computed by secret shadow, and do not need

discover the actual value.



