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Modeling Botnets’ Similarity Based on Communication Feature Extraction and
IP Assembly
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Abstract IRC botnet can be regarded as a collection of compromised computers (called Zombie
computers) running software under the command-and-control infrastructure constructed by the
IRC servers. The connection between the botnet server and the bots are usually very dynamic. In
order to describe a botnet at a finer granularity, the paper proposes a method that measures the
similarity of botnets by extracting and comparing the metrics such as communication volumes,
frequency, and the overlap rate of bots. A novel model for botnet similarity measuring is pro-
posed by combining those metrics mentioned. Experiments are carried out for validation purpo-
ses,the confidence of the accuracy is evaluated and shown, and the migration situation of botnet

are also discussed.
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Background
The paper aimed at solving problem on modeling IRC information.

botnets” similarity of network security. Some work show the
similarity can be measured by multi-dimensional data ob-
tained from the infiltrated botnets, that is, some informa-
tion, such as server version, IP address of IRC server, DNS
name of IRC server,IRC server/network name, and botmas-
ter ID, can be obtained by joining the command and control
channel. Because such information doesn’t represent the es-
sential characteristic of botnets,and with the upgrade of serv-
er version, obtaining the information such as botmaster 1D
becomes more difficult, the error ratio of the model is hard to
be bounded. This paper proposes a method that measures the
similarity of botnets by extracting and comparing the metrics
such as communication volumes. {requency, and the overlap
rate of bots based on command and control traffic data be-
tween IRC server and zombie computers monitored by nation-
al network security monitoring platform. The experimental re-
sults show that the model has a good accuracy, and it dosn’t

need server version, IRC server name, botmaster ID and other

The internet infrastructure is the combination of com-
puter and communications systems that serve as the underly-
ing infrastructure for many areas. However, with the gradual
in-depth of information technology, critical operations and
assets continue to be highly vulnerable to computer-based at-
tacks,internet security may cause very serious damage to our
country at any time. Security of the internet is regarded as the
most important security issue.

This paper was supported by the National High Tech-
nology Research and Development Program (863 Program) of
China (2007AA010502, 2007AA01Z474, 2006 AA017Z451).
These projects may improve the level of the Internet network
security by National Network monitor, threat assessment and
crisis management. In this paper, a novel model for botnet
similarity measuring is proposed, it may identify the same
botnets and improve the capacity of threat assessment of bot-
nets and malicious attacks such as DDoS attack caused by

botnets.



