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Methodology for Automatic Inference of Task Hierarchies in Complex Systems

GAO Chong-Nan YU Hong-Liang ZHENG Wei-Min

(Department of Computer Science and Technology, Tsinghua University ., Beijing 100084)

Abstract  Distributed systems are hard to debug and analysis. Understanding system runtime
behavior is key to system debugging and analysis. Existing works describe system runtime behav-
ior as causal paths, but these works requires either manual annotation or developer-provided exe-
cution structures. This paper describes methodology to automatically infer hierarchical task mod-
els for complex systems. By using instrumentation, it can automatically infer task models, inclu-
ding task boundaries and causal relations among tasks, based a set of general heuristics. By using
clustering, it further infer hierarchical structures on generated task models. By applying the in-
ference methodology on real systems (Apache and PacificA), it concludes that the hierarchical

task models help both understanding system runtime behavior and debugging performance bugs.
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Scalpel B ¥ B> R G W IE 17 I HE W T 55 BB
SIS AR R AE AN T LA L B b i AT 89 2. 0GHz
Xeon W #% CPU, 4GB N 1%, i2 7 Windows Server
2003 SP2 #EYER G Hlan Al 1 Gb W 45 % 4.

5.1 Apache

FeAI 1 46 N LB 9E Scalpel £ Apache I #f Wi
MRS IR, (& 4 oR T3 A AL e L B
TR — TR S BT SRR S R
IRAT 55 Z A PR 2R 6 &R 32 4R 3R R R N TR AT I
FPRPR KGR B R R AR E R G R 55 |
PRic AR SR UG SR TR AR, T 5 T R AR L AEAR S
o IRAT R o T AT R R ] 25 ek £ IR A
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.
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winnt_get_
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Cluster-

mpm_get_compl-
etion_context

A AN BB R Apache AT SVN AYUHS , 3
I8 A #FE I B9 B R 2 Apache iz 95 SVN Check-
out FEAERT Y T 4E i #. Apache 4 % 4k (1935 5K
FEHG I R AL R AR A — > worker ZRFE £ 58 .
Scalpel #fEWr i 5 4~ Apache # .0 $hAT (9 M 111 55
(& 4 W22 85 B A E 55 328 Apache #£529F
AR 5535 2K 09 F A 8. SVN Checkout 13 2 H 1y —
Se AT 55 R TR B F 58 4 o (B2 B TR & A 2R
TR R rh i OGS TR PR X R A R 2P
Ji R AFE W AT 55 320 A R R — A E.

i — 25, Scalpel i BTl #8217 W A7 PR
SR AL S5 WA 4 O RER R B ER o AR R B
% AR5 0 TAE R BN T2 5. B — 1w
JZAT: 55 (Context Pool) £ 4% T % 4 b F SC# i H]
e 3 ] P 3 SR S Wi iy i #2. S5 — A (SVN
Checkout) & 7 SVN Checkout &b 3 ) 1 F2.
X AT 55 # O E AT - e Scalpel AT LU A
Mo ABAT T N R s SR AT 55
5.2 PacificA

Kl 1R T PacificA f4E 55 #2584, PacificA JF
RAFTIN T XA E R Rk TR P R A B
T A BRI RS T 3 A &EEES.

ap_lingering :
: _close |

[

K 4 47 SVN Checkout 15 F| A Apache {T 55 455 5l

SRR A B E AT R 3 A F BB R
worker {: 55— /> A #b $& 58 AT 55 B0 — > B A Qs AR
PEAZ AT 55 . 78 worker T 55 H1 . —A> socket Wi Wr£k
TG 0 09 25 7 J P i 3R (Session : @ RecvPacket) ,
ok B PRI IR B T P SR TOCP 28 4
LU P Y worker 28 #2 2 #1047 (PAThreadPool : :
ThreadInternal::DoWork). Worker £k F2 B 3| F
TR G 7 RIHAAT A #3252 A 55 . B B e BUR AR
i A7 fiE (LogicReplica : : Mutate) , 31 05 $2 38 1 oK i
532 RPC k& 1% 45 5 55 (RpeClient: : RpcAsync-
CallChain) , RPC 8 Jy 51 4k Ji5 38 i /0 2% 2 ik &
(Session::SendPacket) , 7 EW SN H O E &+
AATF it 42 32 B3R 5 (LogicReplica: @ Receive-
MutationAck) , 4% #y $& 58 1 55 45 oL 5 £ 76 05 2]
P S0 R G B Bt A4 OF 48 3T R R B A A
(acknowledgement). #ff I\ 1 2 2 24T 55wt & £ 17
SUAL BT S A A 1. T e A YT Y
A4 B (LogicReplica:: ReceiveMutationAck) , Z J5
a] i P Il 52 0 40 $ 52 36 SR /Y 45 R (RpeClient 1
RpcCallReply) , RPC # J7 51 fk J5 i 5o ) 4% |2 & 3%
H 2= (Session: : SendPacket).
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P BAE B FE AT LAY Ry 3 A 2 AT 55 [ B RE %
¥ worker £ FE AT 1Y AR b 32 52 1A A 26 7 R 58 R
TS5 X 413K X AR Scalpel B T 1T 5544
700 38 25 M B R, 3K B A AT 55 4 ) e B K
DoWork {T: 45 filt & $04 7 » PR - 325 90 5 72 BE 005 0 43 4>
1T 45 16 Aff 31X 43 JF .

T ok FRATTIEI 8 ] Scalpel 15 3 (14T 45 45 51
Xt 5 B IR R 48 S 1 &L PacificA 9T & # 7 82
FRATRE WS (8 ] Scalpel #5 By b i1/ e 2 4 P 9 — A4
PERE R JF & 8 1 R ) T A ), O 0 22 ik
FH R EOCPE BE M 2 70 A (profiling) (9 70 125, HJ& A7
fiff g i) . AT A & 1 AR Z3 BT Pacific A 1
B X B — S FAT 55 FATTE ] Scalpel 10 & B 1Y
PHAT IR [A] L 28485 S8 46 L CPU i JH 4545 B X &5 2
155 . AT E R FAE SRS BEREMS B E ik
RESHER.

3L E IR h AT R P S A L FRATTAR PR
BB T — A1 B 0]« B2 5 AT 5 AR fiT FH P A 17 0 2%
95 » [l B B ) CPU i R ARS8/ F 100 % Cly
70%6). FRATTAE I B R A 0k R 30 X A ) RE
g5, NI 2 AT 45 ) $R BT B ) a4 i AR AT
G5 FRATR B Y LUAR i 401 5 R 06 B e, R 0% 4 R
UL Y i B S 4 A IR AT LR R I R i) & 7 B — i)
ZIPHFE R 2y 1s, FHJFEH 2, 78 PacificA B 45 2%
ith 2 %t BB AL et o L A0 SR & 6 T B A 8
DT I 3 i i S g R T R % KRR
Sleep 1s, W& 5 frzs. XAE .4 A K 1 & % LA 5t
SRIV LT R AT Rk, e 6 Fix.

int Session:: WSASendPacket(NetworkStream * pkt) {
CAutoLock guard(_send_lock) ;
while (_send_size > (64<<C20)) //64 MB
Sleep(1000) ;

int rt=WSASend(_socket, buf, buf_num, &bytes,
0, (OVERLAPPED % )ce, 0);

Kl 5 PacificA M4 )2 i & 4% il ALT5

4 x P 3 £ 3 £e3

&

'm!
|,

0 100 200 300
RPCi I ] /(10 ms)

K6 4 MZAR LA RPC AT LR

E— 25 X AR B A b TR AT X [ A AR A D PR A
T2 PR S8 5 0 7 LA RPC B, RPC )2
A T BL . B A &k R 2 DAAR BH 2
75 Aol 7 R % RPC I B 2% 2 197 5 22 wh X AR He
E SRR L UK 25 LR R N 2% 2 PH ZE . Rt &
BARRIL T FE WA R TieMi £ RPC k&
PR B ATTHAR S TE W BR 2 B () 25 B2 51 X A~ A
AR A B R & RPC )2 RN 248 2 A — 200 1 il
AR JE A 2 R G AT S A JRATTAR PR B8 4%
2P B ) B, B T AR AR S B

AT ik — 2 2l A Pk A MERE [a] L 3R AT
ik RPCIH B A [R5 &k T XL Bt 2 A2
Pk % RPC 2 J5 . 415 RPC 45 5k [, 4R J5 7 & 1%
N~ RPC. i FiAH [ 1 16 i ik 2 85, 3641 & 2
X — UK 24 77 T A A 643 10026 (97 %6 240D
LA K% RPC BT B & 7 fros.

e ________3

50 100 150 200 250 300
RPCIAHIEFR] /(10 ms)

K7 4 AR LA RPC AT 2

XAEE RS AT B A K — 8. m . A
MR S50 A5 25 LRl 2P i 15 i P Re A B Bt
XA T FRATIN Sy 38 8 R) 25 58 15 0 1 fi B 4 1) Ji
HJ2, [[) 25 &% RPC A& fill & PacificA W #% 2 19 7
sl A R RPCL &R 48 IE A8 & 3% 19 RPC %L
HieZ% T RELBREB OREE 44 Wi A& K
Ry 3% T B 5% vl SEL I TS 0T A AR Sleep 1s 1Y)
i L.

¥ RPC 38 15 B 20 528 0k [l 25 9F A 56 4
b A e [ . 40 SR ) 4% % AR 4 26 3 8UR 5 RPC R
ANBEAR PR 1], ) 28 45 Ak BEFE P 3 SR B o B 2 % 5
M) o PRI A 22 FOB i PacificA oy RPC J2 I % 2
PG AR A RO 52 2 1 28 B 77 20 A e AR A<
FiRm R GERE.

5.3 MEEEIE

Scalpel i ] 1 1fi %€ 7€ 7 4t ok RN N FH o6 45 0]
FHET i ) trace, 3% 23 X5 3 96 PE AR i A — 22 52 0, 76
AT T Scalpel X 28 4817 K i 4 b 7 28, BR300
AT L T AR A B S RCE N, WS AN A
Scalpel X} 2 4 1% g & B 52 M. %) Pacific A, AT
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BT PR B0 T AT — UK B A B AR AE 2 i I )L X
Apache 255, F AT X T #4047 — K SVN Checkout
A6 2R B[R], AR LI ARIE AT 5 W BOEBEAE D i
KREER R BIRTER 1.

#& 1 Scalpel 3t Apache #1 PacificA Y14 &E 22

AT EARD /s SRATI ] (ScalpeD /s #ISPIT 4/ %0
Apache 1. 564 2.054 31.33
PacificA 20. 792 28. 362 36. 41

" PLFE W, X F PacificA 1 Apache+ SVN,
T2 trace XM BB B9 52 W 78 AT DL 32 /Y T
LY.

6 tHxXIE

CA & T LAEM ] trace # 4 5 2R 420K 43 A
Z )R8 i KR F B ITERAT A » trace B 5]
B #2125 W 4% 5L 2. Magpiet 5@ i fiff
FH P 3438 i 452 20 (schema) 5 2R 48 2 140 M SC Bk Oy —
41N A%, Pinpoint' ™ 3 1 Xt AR 65 A 7 4% 3% 5%
2 I ME— 5 TH B A 0 A BURD P 3 SR — — X i
X-trace! " JE £ Pp WP & E A T AR AH OC 1 T
s T AE S 1 19 2% 335 5K 7 90 2% )2 4k 38 ) B2 B
fa. 3 R G R T ST B I R R OC 1A 55 4
F S LG AT 55 301 B L R MK AR 75 447 F0 A% 7 ML) AR 3C
Tk RS g ] — 2 — R0 e & 07 s B S HE BT 55
KL, T 85 B AR 7. Project 58 1 Sherlock™ ! ¥
RYHE MR & m R 3 A FR G AF R 2% A
B S HE BT R G2 1 22 18] AR O &L AT 7 s
8T e 5 AR I AN BR T I 4% 4 2

Whodunit'™® fI Data Flow Tomography™® [
AR T R DU B B R RSO T 5 ] A 1 B K
TG 2R X SE T AR REAE 25 HORS B 1 DR RAR G &% L 1H
J2 0 AR B Y N A R AR S 2 T AR R A M BE B AE.
FHXS EE A FATAY DT EAUSGE B T R G 19 [R5 4845
FEAE T J3 2 HHE B PRR AR O 28 . PRI AR L B i 2t

Pipt* 1 D3SHAG #x F 4 4k 14 1 1) ok &k B4R
PFBRE (bug).  Scalpel #fi Wy 75 21 AL 55 45 74 m] DL
MAEX S R G 2 b AT BN 2 5 25 5 4G A 1R ).
7T B £

ASCHEFE T A SHEWT R G0 R A AT 55 BB 1Y
J5 s 3R 7 2l R BRI R S is

11 B RGIsAT trace. EI8 1T trace Bl L. A
REAS B Sl 4 T 1 5 B AY Rk RGBT LR K
ZERAT 5 BERR . 72— S8 5T I R G I 1% D 5 il 3k
WY {6l JH A 2 A AT 55 15080 L RE 08 Y 10 PR AR R S i
fiff PR R GEE A 19 1 RE R L
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Background

The complex systems which support Internet services
are hard to debug and analysis. The systems usually involve
multiple tiers, a hierarchy of functional abstractions. and
high degrees of concurrency. The systems execute user-level
tasks, e. g. , processing client requests, in a series of stages,
which can be distributed across multiple machines, proces-
ses, and threads, using events and asynchronous messages as
notification mechanisms. Verifying the behavior of such indi-
vidual tasks therefore becomes a very challenging problem
since developers have to reconstruct the task flow by linking
together pieces of its execution throughout the system.

Understanding the runtime behavior are key to debug

and analyze the systems. However, existing tools require de-

EuroSys. Lisbon Portugal, 2007 17-30

[16] Mysore S, Mazloom B, Agrawal B, Sherwood T. Under-
standing and visualizing full systems with data flow tomo-
graphy//Proceedings of the ASPLOS. Seattle, WA, 2008
211-221

[17] Liu X, Guo Z, Wang X, Chen F, Lian X, Tang J, Wu M,
Kaashoek M F, Zhang Z. D3S: Debugging deployed distribu-
ted systems//Proceedings of the NSDI. San Francisco, CA,
2008 423-437

YU Hong-Liang, born in 1976, Ph. D. ., associate pro-
fessor. His research interests focus on distributed system.

ZHENG Wei-Min, born in 1946, professor, Ph. D. su-
pervisor. His research interests include grid and cluster com-
puting, high performance storage system and biology compu-

ting.

velopers to manually specify task models. They use the mod-
els to extract system runtime as causal paths and analyze sys-
tem runtime for correctness and performance bugs.

The authors propose a methodology for automatic infer-
ring task hierarchies in complex systems. Based on instru-
mentation to monitor system runtime transparently, we can
infer leaf task boundaries and associate causal dependencies
among them using predefined heuristics. By using clustering
algorithm, we can further infer the task hierarchies. The ex-
periences of applying the inference algorithm on real systems
show that the inferred task models help both understanding

system runtime behavior and performance debugging.



