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Abstract
tacks resulting from leakage of long-term secret keys (passwords). The authors find that it is im-

Most password authenticated key exchange (PAKE) protocol designers ignored the at-

possible to design a secure three-party PAKE protocol only based on password against password-
compromise impersonation (PCI) attack. So the authors assume that the server realizes entity au-
thentication using his public-key, and propose a novel three-party PAKE protocol based on ellip-
tic curve cryptosystem (ECC), which can resist PCI attack. Furthermore, the authors prove that
the proposed protocol is forward secrecy under the ECGDH assumption in the random oracle and

ideal cipher models.

Keywords

1 Introduction

The password authenticated key exchange
(PAKE) protocol enables two or more parties
holding a memorable password to agree on a ses-
sion key over an insecure public network in secure
and authenticated manners. In other words, no ad-
versary can obtain any information about session
key and impersonate any participant during the
protocol. Because of their easy-to-memorize prop-
erty, many password-based authenticated key ex-

[ were proposed in the last few

change protocols
years.
With dynamic diversity and development of

communication environments such as mobile net-

PAKE; ECC; PCI attack; forward secrecy; provable security

works, it is not reasonable for client-client commu-
nications to exchange key in large scale communi-
cation environments. In recent years, one of the
main concerns is to establish a secure channel be-
tween two clients with different passwords. The
three-party PAKE protocols’® ' solve this kind of
questions effectively. Such protocols demand that
each client shares a password with a trusted serv-
er. Thus with the help of the trusted server, two
clients realize mutual authentication and secure
communication,

Due to the low entropy of password, special
care must be taken when designing protocols to en-
sure that both the password and the session key fi-
In fact, the PAKE

nally agreed upon are secret.
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protocols are always susceptible to password-
guessing attacks and password-compromise imper-
sonation (PCI) attack. Clearly, if an adversary A
learns a client A’s password, he can impersonate
any other client to establish session key with A.
The password (long-live secret key) compromises
can lead to undesirable consequences at least until
the corrupted entity A finds that his password was
compromised. Thus, the PCI attack represents a
serious and subtle threat, resistance to such attack
is a very significant security property. Since most
existing three-party PAKE protocols have many
issues which incur vulnerability to PCI attack, it is
worthwhile to design a protocol which can resist to
PCI attack

As it is impossible to design secure three-par-
ty PAKE protocols in the symmetrical key setting
against PCI attack''", we consider to design the
protocol in the public key setting. In this paper,
we assume that the trusted server has a pair of
public and private key to realize mutual authentica-
tion. In fact, the higher security is required by
bank system, mobile E-commerce and so on which
have used the public key. It is feasible under the
development of hardware secure design (HSD) on
network such as computation capability and EMS
memory. Due to the low computation and storage
costs of ECC, we present a novel three-party PA-
KE protocol based on elliptic curve. Under the el-
liptic curve gap Diffie-Hellman (ECGDH) as-
sumption, the proposed protocol is provably secure
in the random oracle and ideal cipher models. Fur-
thermore, because the scheme is operating over a
certain elliptic cure, the secret key size is relatively
short. The novel protocol is efficient both in com-
putation cost and communication cost for the client
side.

The remainder of this paper is organized as
follows. In Section 2, we recall the communication
model, some security definitions of three-party
password-authenticated key exchange protocols
and the definition of the ECGDH assumption. In
section 3 we propose a new three-party PAKE pro-
tocol using public-key cryptography to realize enti-
ty authentication and analyze the efficiency of pro-
tocol simply. Then in Section 4 we give rigorous
security proof of the protocol in the random-oracle
and ideal cipher models. Finally, we conclude this
paper in Section 5.

2 Security Model

In this section we recall the formal model for

PAKE protocols. It is composed of two main

parts: the description of the ability of the adversar-
The model builds

upon the previous one presented in [1] and [2]. In

y and the security definitions.

this model, we allow the adversary to make adap-
tive Corrupt queries, which models a wider variety
of attack scenarios such as PCI attack. Finally, we
describe the definition of the ECGDH assumption.
2.1 Communication Model

In a three-party PAKE protocol P, there are
two types of participants: clients and server. Cli-
ent A and B share their passwords pw, and pwy
with a trusted server S respectively. All passwords
are chosen from the same small dictionary D of size
N. We denote participant U’s i-th instances as U'.
We denote the set of all clients as U, and the set of
all servers as S.

In this model, it is assumed that an adversary
A potentially control all communications in the
network. During the execution of the protocol, the
interaction between an adversary A4 and the proto-
col participants occurs only via oracle queries,
which model the adversary capabilities in a real at-
tack. These queries from adversary are as follows:

Execute (U}, S;, U;Z ): This oracle query is
used to simulate eavesdropping attack of the adver-
sary. After querying the oracle, all messages inter-
acted between participants during an execution of
the protocol are returned to the adversary.

SendClient(U',m);: This query models an ac-
tive attack against a client. It outputs the message
that client instance U’ would generate upon receipt
of message m.

SendServer(S ,m): This query models an ac-
tive attack against a server. It outputs the message
that server instance S’ would generate upon receipt
of message m.

Reveal(U") ;. This query models the misuse of
session keys by clients. It returns to the adversary
the session key of client instance U’, if the latter is
defined.

Corrupt(U") ; This query models the possibili-
ty of subverting a principal. It returns to the ad-
versary the password of client instance U’.

Test(U"); This query is used to measure the
semantic security of the session key of client in-
stance U’, if the latter is defined. If the key is not
defined, it returns | . Otherwise, it returns either
the session key held by client instance U’ if 5=0 or
a random of key the same size if b=1.

2.2 Security Definitions

Notation. An instance U’ is said to be opened
if a query Rewveal(U') has been made by the adver-
sary, otherwise instance U’ is unopened. Instance
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U’ is accepted if it goes into an accept mode after
receiving the last expected protocol message,
which also means it has enough information to gen-
erate the session key.

Partnering. The relationship of partnering is
also defined through the session identifications sid.
We say U, and U} are partners if the following con-
ditions are satisfied; (1) Both U} and U} are ac-
cepted; (2) Both U! and U} share the same sid;
(3) The partner identification for U} is U} and vice-
versa; (4) No instance other than U’ and U} accepts
with a partner identification equal to U} or Uj.

Forward Security-Fresh (FS-Fresh). We say an
instance U’ is FS-Fresh if all of the following hold:
it has been accepted; no Reveal query has been
made to it or its partner and no Corrupt query has
been asked since the beginning of the game.

FS-PAKE Security. Consider an execution of
the key exchange protocol P by the adversary A in
which the latter is given access to the Execute,
SendClient, SendServer, Corrupt and Test oracle
and asks at most one Test query to a FS-fresh in-
stance of an honest client. Let 4" be his output.
Let S denote the event in which the adversary suc-
cessfully guesses the hidden bit 4 used by Test ora-
cle. The FS-PAKE advantage of A is defined as
follows:

AdoSTE(A) =2 « Pr[S]—1,
AdoPE (1, R) =max  Ad v ™FE(A).

Where maximum is over all A with time-com-
plexity at most ¢ and using resources at most R
(such as the number of oracle queries).

A three-party PAKE protocol is said to be
FS-PAKE-secure if the advantage Advh P**F is on-
ly negligibly larger than kn/N, when n is number
of active sessions and & is a security parameter.
2.3 Diffie- Hellman Assumptions

In this section, we recall the definition of the
ECGDH assumptions which we use in the security
proof of our protocol. Let G={(P) be a finite cyclic
group of prime order ¢ in an elliptic curve E.

Elliptic Curve Gap Diffie- Hellman assumption
(ECGDH). The ECGDH assumption can be de-

fined by considering experiment Exp™ "M,

we
choose two random elements u, v € Z,, compute
U=uP and V=vP, and then give U and V to an ad-
versary A. Moreover A can send some DDH oracle
queries. Let K be the output of A. If Exp™“P"(A)
outputs 1 if K=FCGDHU,V)=uvP and 0 other-
wise. We denote Succr ;" (1) be the maximal suc-
cess probability that Exp™ "™ (4) outputs 1 over
all adversary running within time z. Fortunately,
the ECGDH assumption is not stronger than the

CDH assumption'”.
3 The Novel Three-party PAKE Protocol

In this section, we introduce a new three-par-
ty PAKE protocol based on ECC and evaluate the
efficiency of the protocol briefly.

Description. Our three-party PAKE protocol
is based on ECC. The full description is shown in
Fig. 1, where pw, and pwy are password shared by
A and the trusted server S, B and S respectively;
Pub and Pri are public and private key of the trus-

Public information Qe ,G=(P), ¢=|G/|, H,

Secret information pw,, pwyeD

A(pw,) S B(pw,)
t,t,e 2, T\=t,P, T,=t,P
. . T‘|:71P+Pw.xQ’ T*2:12P+Pw1:Q
I,4,BS T,,A,B,S
. — 2243, D, .
repZ ,» X=xP vepZ,, Y=yP

X'=Ep,(X), K,=aT,
Authy,=H,(A,B,S,T,,X,K,)

Y'=E,,(Y), K,=yT,
Auth,,=H,(A,B,S,T,,Y,K,)

X Adth X=D,, (X, K,=1,X X Authyy
Auth, ,2H,(A,B,S, T ,X,K)
if false terminates
Y=D,,(Y),K,=t,Y
Auth,,2H,(A,B,S,T,,Y,K,)
if ffilse,*termina;[es
regZ X =rX,Y =rY
Auth,,=H,(A,B,S,Y K,
Y Auth,, Auth,,=H,(A,B,S,X ,K,) X Auth,

Auth,,2H,(A,B,S,Y ,K))

if false, terminates
cs=xY

Auth,,2H,(A,B,S,X,K,)

if false, terminates
cs=y-X

sk=H(A,B,cs)

Fig. 1

Three-party PAKE protocol
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ted server; H,:{0,1}"—{0,1}% is hash function,
i€{0,1,2}; [, is a security parameter.

At first, the client may send a request to the
server to start the protocol. The protocol consists
of the following three rounds of message.

(1) S chooses ¢, .1, € Z, randomly, computes
T, =t,P, T)=T, + pw,Q, T, =1P and T,
T, + pwyQ., then sends (A,B,S,T;) and (A, B,
S,T,) to client A and B respectively.

(2) Client A obtains T, by decrypting T/,
chooses * € Z, randomly and computes X = xP,
X'=Ep,(X), K,=xT, and Auth,,=H,(A,B.S,
T,,X.K,), then sends the message (X', Authia)
to the server S. Client B obtains T, by decrypting

T, , chooses y € Z, randomly and computes Y =
yP, Y =Ep, (YY), K,=yT, and Auth,;=H, (A,
B,S,T,,Y,K,), then sends the message (Y,
Auth,y) to the server S.

(3) S checks Auth,, and Auth,g, if the authen-
ticators are valid, chooses r € Z,; randomly and
computes X" =7rX and Y*"=rY, Auth,y = H, (A,
B.,S,Y",K,) and Auth,;,=H,(A,B,S,X",K,),
then sends (Y, Auth,,) to the client A and (X",
Auth,y) to the client B.

Now A and B check Auth,, and Auth, respec-
tively, if the authenticator is valid, each client

computes Diffie-Hellman key c¢s =2Y" = yX" =
xyrP, and then computes the session key sk=
H,(A.B.,cs), and accepts and terminates the exe-
cution of protocol.

Efficiency. With respect to efficiency, we de-
note the communication cost be measured in num-
bers of rounds and computational cost be measured
in numbers of scalar multiplications (e.g. xP),
encryptions/decryptions and hash operators. From
the view of the client side, the proposed three-par-
ty PAKE protocol need only three communication
rounds, whereas previous solutions require more

than three communication rounds-'"-

. As for com-
putational cost, the new protocol requires only
three scalar multiplications, two encryptions/de-
cryptions and two hash operators for each client,
which saves at least one less than the solution in
[10]. About the cost of certificate verification,
each client only need three scalar multiplications
and two hash. Because the trusted server’s using
the public key system, the protocol is not quite ef-
ficient for the server side.

4 Security of Protocol

From the protocol, we can find the proposed
protocol is resistant to password-compromise im-
personation attack. Clearly, if an adversary com-

promises password of client A, he wants to imper-
sonate any other client to A, he needs to know xp.
But he doesn’ t learn the private key of S, so he
cannot obtain the zp by decrypting X'. Thus, our
protocol is secure against the PCI attack. In this
subsection, we prove that our protocol is FS-
PAKE security under the ECGDH assumptions as
the following theorem states. About the security

of private key of the trusted server, we assume

that the adversary cannot get it. If an adversary
can obtain the private key of the trusted server,
the capability of the adversary is too stronger that
we don’t consider.

Let G=(P) be a represent group of prime or-
der ¢, where password is chosen from the dictionary
D of size N. For any adversary A within a time
bound ¢, with less than g, active interactions with the
parties (Send-queries) and g, passive eavesdroppings
(Execute-queries) , g, queries to encryption/decryp-
tion oracles, and asking ¢, hash queries to H.
(3¢s+3q,+2q9.0" | i +8qs

g1 + o +
2" N

Where ¢'<<t+(q,+q,+¢q.) * 7., 7. is the com-

putational time for an exponentiation in G.

Adopy "M (1 R) <

48, Suce I (),

Proof. Security proof for the proposed three-
party PAKE defines a sequence of hybrid experi-
ments, starting with the real attack and ending in
an experiment in which the adversary has no ad-
vantage. Each experiment addresses a different se-
curity aspect. For each experiment Exp,, we de-
fine several events as followings:

(1) event S, occurs if adversary A correctly
guesses the bit b involved in the Test query;

(2) event Encrypt, occurs if A submits a data
it has encrypted by itself using the password;

(3) event Auth, occurs if A submits an au-
thenticator Auth that will be accepted by the par-
ticipators and that has been built by A itself.

Experiment Exp,: This is the real protocol in
the random oracle model. By definition, we have

Advy ™M (1, R)=2 +Pr[S,]—1.

Experiment Exp, .
simulate the hash oracles (H;, i=0,1,2, but also
additional hash function H, which will be using

In this experiment, we

later) as usual by maintaining hash lists /\”’_ and
Au: (see Figure 2). We also simulate all the in-
stances, as the real players would do, for the
Send -queries (see Figure 3) and for the Execute,
Rewveal, Test and Corrupt queries (see Figure 4).
From this simulation, we easily see that the exper-
iment is perfectly indistinguishable from the real
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attack unless the permutation property of £ and D Where q. is the size of A., which contains all encryp-

does not hold. We have

2
_ q-
| Pr[ S ] Pr[So]\iz(q_l).

tion/decryption queries directly asked by the adver-
sary and simulation, and thus gq.<<q.4q,.+q,.

For a hash query H;(¢) (H/(¢)) with i=0,1,2, for which there exists a record (i,q.r) in the list An, CAw;) s return
r. Otherwise the answer r is defined according to the following rule:

Rule H". Choose an element »& {0,1}%. One adds the record (i,q,r) to the list /\Hz ( /\H; ). If the query is directly
asked by the adversary, one adds (i,q.7) to A4.

For an encryption-query & (Z) , such that a record (k,Z, * , % ,Z') in the list Ac, return Z'. Otherwise the answer Z’
is defined according to the following rule:
Rule £2, Choose an element Z' € G. One adds the record (k,Z, | .e,Z’) to the list Ac.

For a dneryption-query D;(Z'), such that a record (£,Z, %, ,Z’) in the list A., return Z. Otherwise the answer Z
is defined according to the following rule:
Rule D, Choose an element € Z;. Compute the answer Z=¢P and add the record (k,Z,D.,e,Z’) to the list A..

Fig. 2 Simulation of the hash oracles, and the encryption/decryption oracles

We answer to the Send-queries to a server as follows:
A Send (S*,(U,start))-query is processed according to the following rule:
Rule S1V, Choose two random exponent ¢1 , £z €Z; » compute T1 =, P and T7 =1, P+ pw1 Q. T: =t P and T5 =t P+ pw: Q.
return (T7,U;,U;,S) toU,, (T.,U,,U2,S) to U, and the instance goes to an expecting state.

If the instance is in an expecting state, We apply the following rules:
Rule $2V . If the instance S* receives the query Send (S*,((X', Auth,wl ), (Y ,Au[h]uz ), verify Auzhml and Auz‘hluz s
if they are true, choose a random exponent r& Z, ., compute Y *=rY and Aulhzvl =H,U,;.,U,;,S,Y*",K;); X*=rX and
/\uzhzy2 =H,WU,;.,U;,S,X*,K>), return(Y* ,/\uz‘hgul ) toU;, return (X* ./\uz‘hguz ) to Us.

Finally, the instance terminates.

We answer to the Send-queries to the clients as follows:

Rule U1V, If the instance U} receives the query Send (Uj.(Ti,U;,U;z,S)), choose a random exponent x € Z,, then
compute X' =Epy (X), K;=2T) and Auth,ml =H,U,,U;,S.T,.X.K,). the query is answered with (X’ .Authm] ).
Rule U2V, If the instance U} receives the query Send (U‘é L, (T3,U;,U;,S)), choose a random exponent y & Z; , then
compute Y =Ep, (Y), Ky=xT, and Aulhwz =H,(A,B,S,T:,Y,K,), the query is answered with (Y’ ,Au//’zlu2 ).

Our simulation also adds ((T7,U;.U,,S),(Ts,U;,U5,S), (X’ ,Authwl ), (Y ,Am‘hu)2 ), (Y™ .Authgul ), (X -Authzyz ))

to Ay. The variable A, keeps track the exchange messages.

Fig. 3 Simulation of the Send-queries

On query Reveal (U"), proceed as follows:
If session key sk is defined for instance U’, then return sk, else return | .

On query Execute(U ,S*,U}) , proceed as follows:

(T, U ,U5,S),(T5 ,U1 U3 ,S))<Send(S*,(U,start)) , (X/,Authu,rl )<=Send (U, ((T7,U,,Uz,5)),

' Authiu, ) <=Send(U% . (T3 .Uy Uz »S)) s (Y Authou )+ (X Authay, ) <=Send (S* (X" Authiy ) s (Y Authy, ).
Returun ((T7.,U,,U2,S), (T5,U;,U;,S), (X/,Authu;l ). (Y/,Authu;2 )y (Y7, Authoy ) s (X7, Authyy, ).

A Test (U query first gets sk from Reveal (U'), and flips a coin b. If b=1, we return the value of the session key sk,

otherwise we return a random value drawn from {0,1}% .

On query Corrupt (U'): return pwy.

Fig. 4 Simulation of the Reveal, Execute, Test and Corrupt-queries

Experiment Exp,: We define experiment Exp,
by modifying the way the server process the Send-
query so that the adversary will be the only one to
encrypt data using the password. We use the fol-
lowing rule.

Rule §1*., Choose a random T} € G and
T, €G, then compute T, =T, — pw, Q and T, =
T, — pw; Q. Look for the record (pw,, T, ,t;, *,
T) and (pw;.T,,t,, *,T5) in the list A, to define

t, and ¢, (we have Ty =, P and T,=1¢,P).

The two experiments Exp, and Exp, are per-
fectly indistinguishable unless ¢, = | or ¢, = | .
This happens when T/ or T, has been previously
obtained as the ciphertext returned by an encryp-
tion-query:
2(gs+g,)g:

g—1
Experiment Exp; ;. For an easier analysis in the

|P7’[52]*P7’[51:H <
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following. We cancel experiments in which some
collisions occur in the output of hash oracles, the
encryption and decryption oracles, and the output
of the Send queries. The probabilities are bounded
by the birthday paradox:
PriS]-Prs.]| <

2 2 2 2

o g e sz<(qqij1L>qp)
Experiment Exp, : We define experiment Exp,

by aborting the executions wherein the adversary
may have guessed the password and used it to send
an encrypted data to the clients, We use the fol-
lowing rule to modify the way the clients processes
the queries.

Rule U1”. Look for (pw,, %, | ,&,T) € A..
If the record is found, define Encrypt, as true and
abort the game. Otherwise, choose x€Z,, com-
pute X' =Ep,(zP), K, =T, , Aulhwl =H, U,
U,,S, T,,X,K)).

Rule U2, Look for (pw,, %, | ,e,T5) € A..
If the record is found, define Encrypt, as true and
abort the game. Otherwise, choose y&€ Z,, com-
pute Y =E;, (yP), Ky=yT,, Authw2 =H,U,,
U,,.S.T,,Y,K,).

This two experiments are perfectly indistin-
guishable unless event Encrypt, occurs:

| Pr( S, 1—Pr[S;]| < Pr[Encrypt, ].

We define Ex ps by aborting
the executions wherein the adversary may have

Experiment Exps .

been lucky in guessing the authenticator. We reach
this aim by modifying the way the clients and serv-
er process the queries.

Rule S2°, Check whether Authyy, = H, (U,
U,.S.T,.X,K,) and Auth,y,=H,(U,,U,,S,T,,
Y.K,;). If the two equalities do hold, check if
(Ww,,U,,S, T\, X, Ki),H)c A yor ((Ty ,U;,
U,,S) ,(X/,Authw1 )),.H,) €Ay and (U, ,U,,S,
T,.Y.K,).H) €A, or (((T; .U .U,,S, (Y,
Authiy,)) s H\) € Ay. 1f these latter tests fail, then
reject the authenticator: terminate, without accep-
ting. If this rule does not make the server S to ter-
minate, S accepts and moves on.

Rule U1, Check whether Authyy, = H, (U,
U,,S,Y",K,). If the equality does hold, check if
«u,,U,,S,.Y",K,),H,) €A, or (T ,U,,U,,
S),(Y", Auz‘hgu1 ), H,) € Ay. I these two latter
tests fail, then reject the authenticator: terminate,
without accepting. If this rule does not make the
client U, to terminate, U, accepts and moves on.

Rule U2, Check whether Auth,,,= H, (U,
U,,S.X",K;). If the equality does hold, check if
«u,,U,,S,.X",K,),H,)&e Ay or (((T;,U,,U,,

S) s (X", Authyy,)) s Hy) € Ay, 1f these two latter
tests fail, then 1:eject the authenticator: terminate,
without accepting. If this rule does not make the
client U, to terminate, U, accepts and moves on.

The two experiments are perfectly indistin-
guishable unless the client rejects a valid authenti-
So we have

2 2qs
[Pr[S,]—Pris ) <5E+5E,

cator.

2qs
2
We define Exps; by aborting

the executions wherein the adversary may have

| Pr{ Encrypts |—Pr[ Encrypt, ]| S%wL

Experiment Exp; :

guessed the password and then used it to build and
send a valid authenticator to the clients. We reach
this aim by modifying the way the clients and serv-
er process the queries.

Rule 2. Check if ((T7,U,,U,,S), (X',
Authyy ) H\) € Ay and ((T;,U,, U,, S, (Y,
Authyy,)) s Hy) € Ay. 1f this is not the case, then
reject the authenticator: terminate, without accep-
ting. Check if ((U,,U,,S.T,,X,K,),H,)€E A,
and ((U,.U,,S,T,.Y.K;),H,) & A,. If this is
the case, we define the event Authg to be true, and
abort the game.

Rule U1, Check if (((T7,U,,U,,S),(Y",
Authyy )+ Hy) € Ay. 1M this is not the case, then
reject the authenticator: terminate, without accep-
ting. Check if (U,,U,,S,.Y*",K,),.H,) e A,. If
this is the case, we define the event Auth; to be
true, and abort the game.

Rule U2, Check if (((T;,U,,U,,S), (X",
Authyy, ) s Hy) € Ay. 1f this is not the case, then
reject the authenticator: terminate, without accep-
ting. Check if ((U,,U,,S,X",K;,).H,)€EA,. If
this is the case, we define the event Auth; to be
true, and abort the game.

The two experiments are perfectly indistin-
guishable unless the event Auth; is not true. We
have

| Pr Encrypts | — Pr[ Encrypts || << Pr[ Authg ],
| PrSs |—Pr[S: ]| < Pr[ Auths .

Experiment Exp,: In this experiment, we
compute the authenticator Auth and session key sk
using oracles Hi., and Hj so that the values Auth
and sk are completely independent from H,;,, and
H,, but also pw,, pw, and Diffie- Hellman key cs.
Clearly, we compute them as follows: Authyy =
Authyy,= H (U, ,U,,S), Authyy, = H, U, ,U,,S,
YY", Auth,wz:Hé U,,U,,S,X") and sk=H, U, ,
U,). Due to it, we do no longer need to compute
the values K,, K, and c¢s, we can postpone choo-
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sing the values of the password pw,,, until the ad-
versary A asks the Corrupt query (at the very end
if corruption never occurs).

The two experiments are perfectly indistin-
guishable unless the AskH occurs: A queries the
hash function H, on (U, ,U,,S.T,,X,K,) or (U, ,
v,,s,T,,Y,K;,), H, on (U,,U,,S,.Y",K,) or
w,,u,,S.X",K;), Hy on (U,,U;,cs). To avoid
the trivial difference in the session on which A
uses the password he corrupted to mount an active
attack, we change the Rule H;, i=0,1,2 as fol-
lowings

Rule H;” . If the event AskH occurs before the
Corrupt query, we choose elements r; € {0, 1}%
randomly. Otherwise, A knows the password,
if s=FECCDH (X,Y") = ECCDH (Y, X*) and
K,(K,)= ECCDH (X' — pw; Q (Y — pw, Q),
T, (T,)), we set r, to H, (U, U,, S), r, to
H,WU,,U,,S,Y"), r, to H,(U,,U,,S,X" and r,
to Hy (U,, U,), else we choose elements r, €
{0,1}% randomly.

Now we still stimulates the hash oracle per-
fectly since we just replace some random values by
other random values. Note the adversary can only
ask Test query to instances which had been accept-
ed before corrupting the password. Since the ses-
sion key is computed with the random oracle H'
that is private to the simulator before the corrup-
tion. We define the event Ask HBC, occur if A ask
AskH, before corrupting a participator. Thus we
have
| Pr[ Encrypt; |—Pr[ Encrypts || < Pr[ AskHBC; |,

| Pr{ Auth; |—Pr[ Auths || <Pr[AskHBC; ],

|Pr[S,]1—Pr[S,]| <Pr[AskHBC, . Pr[S, = .
From the lemma 2 of [8], we have:
2 4
Pr{ Encrypt; | << % , PrAuth, | < %

Experiment Exps: In order to evaluate the
event AskHBC,;, we introduce a random elliptic
curve Diffie- Hellman instance (C,D). For a more
convenient analysis, we consider from three as-
pects as follows.

Case 1. If the adversary asks H, on (U,.U,,
S, T..X,.Z2)(Z=ECCDH (X, T,)). We do not
compute Auth,, with K,, so we do not need to
known the values of x and #,.

Rule U1®. Choose an random element a € Z,
and compute X =aC, then add the record (a,X)
to Ac.

Rule D. Choose an random element € Z, and
compute T, =BD, then add the record (B3, T,) to

Ap. If (%,X, %, %,X") € A, then we abort the ex-
periment; otherwise we add the record (£, X, | ,
D.X") to A..

By picking randomly in the A,-list we can get
the Diffie-Hellman secret value with probability

i. We can simply look in the lists A¢ and Ap to

[
find the values a and S such that X = aC and
Tl :.BD:
ECCDH(X,T,)=ECCDH (aC,fD)
=aoSECCDH(C,D)),

Thus, Pr[Casel ]<q,Succi™ ().

Case 2. If the adversary asks H, on (U,.,U,,
S, T,,Y,Z)(Z=ECCDH((Y,T,)) or asks H, on
(U, .U,.S.Y (X).Y.Z(Z))((Z=ECCDH (X,
T,),(Z =ECCDH (Y, T,))). The situation is
similar to Casel, so we have Pr [ Case2 ] <
3qpSucei M ().

Case 3. If the adversary asks H, on (U,,U,,
Z)(Z=FECCDH((Y " ,X)=CDH(X",Y)). We do
not compute sk with ¢s, so we do not need to
known the values of x and y.

Rule $® . Choose two random element Y& Z
and 0 € Z;, compute Y*=YC and X" =0C, then
add the record (7,Y") to Ac and add (d, X*)
to Ac.

Rule U1(2)® . Choose an random element &
Z: (o€ Z)) and compute X=0D(Y=pD), then add
the record (0, X) ((p,Y)) to Ap. If (*,X, %, x,
X)H)EA((%,Y, %, x,Y')€E Ar) then we abort the
experiment; otherwise we add the record(k,X, | ,
D.X")((k.Y. | .D.Y)) to Ag.

Similarly, we have:

ECCDH(Y",X)=ECCDH(yC,0D)

=Y0ECCDH(C,D)),

ECCDH(X",Y)=ECCDH (JC,pD)

—0pECCDH(C.D)) .

Thus, Pr[Case3]<2q,Succi ™ ().

We find the experiments Exp; and Expg are
indistinguishable:

Pr[AskHBC, |=Pr[AskHBC; |,
Pr[Ask HBCy ]<<6q;,Succ.p”" (1)) .

Combining all the above equations, one gets

the announced result.

5 Conclusions

This paper presents a novel three-party pass-
word authenticated key exchange protocol based on
elliptic curve cryptosystem in the public key set-
ting, and proves its forward secrecy under the
ECGDH assumption in the random oracle and ideal
cipher oracles. To avoid password-compromise im-
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personation attack, we assume that the trusted
server already had public key system. Compared
with previous solutions, the proposed three-party
protocol is quite efficient both in computational
cost and communication cost for the client side.
But for the server side, the proposed three-party
protocol is not so efficient, which is our next re-

search issue.
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fast application of new network technology. the ability of the
adversary is greatly enhanced and attack methods are also
constantly updated. There are new attacks in the PAKE pro-
tocols, such as password compromise impersonation (PCI)
attack. To resist this attack, the authors mainly design novel
and secure PAKE protocols in the asymmetric setting, which
are competitive with the existing protocols in terms of securi-
ty and efficiency.

Research issues of this paper focus on design and secrurity
proof of password-based authenticated key exchange (PAKE)
protocol. In this paper, the authors mainly consider the harm
caused by the leakage of the ephemeral key and password com-
promise. In the unsymmetrical system, this paper proposes a
novel three-party PAKE protocol based on elliptic curve crypt-
osystem, which can resist PCI attack. In the scheme, the cli-
ents can enhance encryption and authentication through the
public key of the server. The computational cost and commu-
nication cost for clients is more efficient than existing alike pro-
tocols for clients. Furthermore, the authors prove that the
new protocol is forward secrecy in the random oracle and ideal
cipher model. As far as we know, there is not whole secure
three-party PAKE protocol which can resist the PCI attack.



