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Abstract  As the development of distributed environment such as internet, controlling usage of
data after it has been released to a different control domain from its provider’s becomes an impor-
tant security issue. Recently proposed usage control concept and model are suitable for describing
this issue but the area of usage control enforcement mechanism has not been fully explored yet.
This paper proposes a novel distributed usage control system based on trusted computing technol-
ogy s which could implement and support all three features of usage control model: abundant poli-
cy decision elements, control continuity and mutability of attributes. Experiments show the sys-
tem enjoys good performance and can be used as an effective solution for usage control enforce-

ment in distributed computing environments.
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(Policy Policyld= Rule Combining Algld="Deny-Overrides")
(Rule Ruleld="Rule01" Effect="Permit")
(Target)
(Subject)
(Subject Matchld =
"urn:oasis:names:tc: xacml: 1. 0: function; MatchTP")
(Attribute Value DataType="SecAttrPlatform Type")
(/Attribute Value)
(Subject Attribute Designator
Attributeld="urn: oasis: names: tc: xacml: 1. 0 : environment: "
DataType=""/)
(/Subject Match)
(/Subject)
(Resource)
(Resource Matchld=
"urn;oasis:names;tc;xacml: 1. 0;:function: MatchTP")
(Attribute Value DataType="")
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DataType=""/)
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(/Resource)
(/Target)
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The subject focused on in this paper is how to implement
a practical usage control system using trusted computing
technology. So the work extends across both the access con-
trol and trusted computing research area. Usage control,
which is an extension of traditional access control, is an
emerging security issue that has not been fully addressed yet.
Though this concept has been proposed for several years,
most researches are still limited to describing concept and ab-
stracting usage control model. Implementations of usage con-
trol system, especially those enjoy good performance and se-
curity properties, are still rare, Traditional digital right man-
agement (DRM) systems in multimedia industry and some
privacy protection systems using for medical purpose can be
seen as usage control system. But all these systems suffer
from an essential problem that they usually based on pure
software, including operating system and some system soft-

ware etc, which means software attacks on these systems can

always successful in theory. It is just this problem that lags

the forward step of usage control research and research on
usage control implementation has reached its bottleneck yet.
Unlike traditional implementation technology, trusted com-
puting employs the virtue that all security assertions and
trust relationships are based on hardware among which trus-
ted platform module (TPM) or trusted cryptography module
(TCM) plays a key role. TPM or TCM act like a supervisor
who monitors data users’ actions and cannot be easily tampe-
red. This feature provides so effective means to resist com-
mon malicious behavior that the system security can be great-
ly enhanced. Specifically, in this paper the authors examine
what trusted computing technology can brings to usage con-
trol. Though previous work has posited potential application
of trusted computing on usage control, they do not halt on
that point, namely try the best to support features of usage
control. Another fundamental factor that differentiates their
work with previous is that the practicability and performance

of system have been attached much importance on.



