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Abstract  This paper proposes a method to solve the path explosion problem in path-sensitive
taint analysis. The method transformed the taint analysis problem into a generalized pushdown
successor problem by bringing the weighted pushdown system theory into taint analysis, so it
could reduce the number of paths to be accurately executed. With this method, taint analysis can
be performed in a polynomial time, and counter paths can be automatically generated. The au-
thors designed experiments based on this method to model and detect keylogging behaviors. By
comparing the authors’ work with existing methods such as the raw traversal method and the full
point-wise method, it is found to have exceptional efficiency in processing complex binary pro-

grams with a lot of branches, and has both a smaller time expense and a smaller space expense.
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void Keylogger(){ | Ekeogeer ) |

char buf[512]; h+]

l:while(...
nl:  while(){ nliwhileC...) |
nZ  if(GetKeyState(VK_SHIFT>-1)) | AT (GetKey State( VK_SHIFT) | e (char *key)
n3: then strcat(buf,...); > —1) #
n4: else strcat(buf,...); /\ 19: sprintf{(msg,
n5: if (strlen(buf ) >511-70){ n3: streat(buf, ...) n4: streat(buf, ...) "ACTIONYs", key)
n6,n7: SaveKey (buf); — / +
n8: memset(buf, 0, sizeof (buf ) ); n5: if (strlen(buf ) >512-70) | | nl10: fsend(..., msg, ...)
} v

n6: call SaveKey(buf )

}

v

n7: ret from savekey

void SaveKey(char *key) {

char msg[512];
sprintf(msg, “NOTICE%s” , key);

n9:

n8: memset(buf, 0,

sizeof (buf ) )

nl0: send(..., msg, ...);

v

}
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