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Abstract  Multithreading is an important mechanism for supporting program structuring and
parallel computation. With the wide usage of multithreading, security for multithreaded applica-
tion has become one of new hot research topics. This paper focuses on the security of Java mul-
tithreaded programs. At first, parameterized extended context free grammar has been used to for-
mally represent security related behavior model for multithreaded Java program; then the way of
automatic generation of such model is introduced, and an approach to statically check security re-
lated behavior model is formalized. The method has been applied in the framework of model car-
rying code. It has been indicated that the method provides effective support for safe execution of

untrusted multithreaded Java mobile code.
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import java. awt. Image;

import java. awt. image. BulferedImage;
import J:ava. 0. % ;

import java. net. % ;

import java. util. StringTokenizer;
import com. sun. image. codec. jpeg. ¥ ;

public class PhoneAssistant {
public static void main(String[ ] args) throws Exception{
initLogo() ;initContacts() ; }

private static void initL.ogo() {
ImageDownloader downloader=new ImageDownloader() ;
Thread t=new Thread(downloader) ;
t. start(); }

private static void initContacts() throws IOException{
BufferedReader in=new BufferedReader(new
FileReader(" /home/sensitivefiles/contacts. dat")) ;
Contact[ ] contacts=readData(in) ;
in. close() ; }
for (Contact e : contacts) System. out. println(e) ;

}

static Contact[ | readData( BufferedReader in) throws IOException
{int n=1Integer. parselnt(in. readLine()) ;
Contact[ ] contacts=new Contact[ n|;
for (int i=0; i<<n; i++){
contacts[ i] =new Contact() ; contacts[ i].readData(in) ;}
return contacts;
}
}

class Contact{
public Contact() {}
public Contact(String n) {name=n;}
public String getName() {return name;}
public String toString() {return name; }
public void readData(BufferedReader in) throws IOException
{ String s=in. readLine() ;
StringTokenizer t=new StringTokenizer(s, "|");
name=t. nextToken();
y
private String name;

}

class ImageDownloader implements Runnable{
public void run() {
try {URL url=new URL("http://www. google. com/
images/logo_sm. gif") ;
Image src=javax. imageio. ImagelO. read(url) ;
int wideth=src. getWidth(null) ;
int height=src. getHeight(null) ;
BufferedImage tag=new Bufferedlmage(wideth/2, height/2,
Bufferedlmage. TYPE_INT_RGDB) ;
tag. getGraphics(). drawlmage (src, 0,0, wideth/2, height/2,
null) ;
FileOutputStream out=
new FileOutputStream("/tmp/logo_sm. jpg") ;
JPEGImageEncoder encoder=
PEGCodec.createJPEGEncoder(out) ;
encoder. encode(tag) ;
out. close() ;
} catch (MalformedURLException e) {e. printStackTrace() ; }

Kl 2 ZZ&FE Java FFH] ¥
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ASE SCREBE X 5 08— UCPAT » U W SR %k
AT BT X L 842 4 AH DR AT 17 90 AL % — A 1 J L 1K
T ERBCR AR G T4 A2 0 AT DUBA A8 I AT
AN R A A TR 5 AN AR T A HR RS B A R
SCFT 432 WA R EHAT I J2 22 42 SR
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EX 8. WA LKW EFSA & L
SP UK — 7 P2 4R AT A M,

WER LML Y) R B AR — D55 o ATl 2
SPFR P AN 2 %45 Mg SP CHp Y J25% W M
HIF RS IE S P50

A FR M il 2 4 g SP.

AE SCUE I AN SR B8 98 0 3142 4 A SC AT Sl B AL il
P52 DY FEA A5 B ANl 2 2 A R W RS R A
T 2 ARG . 2 A RH DR AT g A B 1Y) i A A A R
T34 BN A AN 2 22 4 R 1 A B I 32 1 L
AR,

AR A 2 A A AT D R B Y AR AR
P42 A0 GBI 5 S 3B A0 2R U A R RE 1 $RAT
BT R 2R DL B 4 B 28 4 A e
Ve 51 A 5 A6 JSC AR T 5 A 20 8 DU %o 07— A 1 U] 3%
KRR LT R R X 2 BAEIF LS. I
G AN A A DB AE Y 51 38 X A A R E X
PRSI BT RS, BT — L 2O
FE S AR A5 22 42 SR o SOR SRR S BB B2 5, 2R
Forp A & — AR T SRR 2 L 75 ] Ak 25 43
BT o B30 A BE A AT 1 T A R B H AR R 22
SR SR HRAE P 91 AN W6 A2 2 4 SR, Bl R A i )
Fh N w GRIR AT,

4.2 HHZIFITE X EE

X F— N2 LHE Java B 7 Py LAl 458

O Z2HREIEELES SRR

QEXTES EMITAL2EES . SP %
RENIES ER— DN EEREAT L s Fom,s=
(Q.,q,,F,V,Env,>,0) € SP;

@ %A H RAT WIS . ] Models 375, P
Mt RAT AT M = (Vy, Vi, S, a, PS) €
Models;

@ 24 AH R AT g BB o A A Y T ) 3R
KRES . RE 2755

QLB BN B 0€ ThreadDEnv=INT —
RE;

LA 0 € ThreadSEnv= TID —
INT;

DL .t € Thread Env= Thread DEnv X
ThreadSEnv;

GEPAEIT S ctrace € Trace=3";

@ ZEBAEFINES itraces € TraceS=27;

OWRELE R :qgs€SS=210"F

@ 47 : Exec=ThreadEnwv X 2 Trc> 85> BOOL)

QIS ExecS =27,

BE T I BE Al G B E AN BUE PR
(1) UnsatisTermi: ExecS— BOOL.
HARDIRE & W R A A AT T AT 22 48 A 7 51 %)
IO7FRAR 75 DA R D0 [ 1 5 U3 [m] .
HApR e nr
UnsatisTermi (execs) =
if execs= & then true
else let exec=GetOneExec(execs) in
let (7,¢5) =exec in
(ts=J — UnsatisTermi (execs-{exec}),
let (t.gs,0) =GetOneTrace(ts) in
(b—false, UnsatisTermi ((execs-{exec}) U
(z, tL(ts)N).
(2) SatisTermi: ExecS— BOOL.
BRI RE & AR A A AT R R BRI 25, HL
B — AL R BRAE P R LA AR 25 AR D& A
73 0 A 1.
HARE SLIF
SatisTermi (execs) =
if execs= & then true
else let exec=GetOneExec(execs) in
let (7, ts) =exec in
(ts= J — SatisTermi(execs-{exec}) s
let (z.gs.0) =GetOneTrace(zs) in
((Fid&€domain(t) ,t(id) #e) V —b—false,
SatisTermi ((execs-{exec}) U (z,2l(ts))))).
(3) AddOne; 20T *SSxB00 5 5 5GP —»
9 (Trace XSS X BOOL)
HARTNRE S - IR i 91 © 2 A 2L 2R
WS DA 2 B AN 75 0] B X B — > 22 A A DG HR A
J7 91 B FOIR AR FRBE o BT 14 42 42 A DG 48 4 T A 22 i
C A B I A R e 51 05 T S BT R LA R 2 R
i MR — RS R T4 R IR S B B0 T 5
PR R . Trans bR B0EE & AR 95 24 1 19 42 4 3R u%
TE S 2T 5 A A S B AR DL R 2 R AR A B 0 AR
B g IR G [ BT RDIR S IR B AR 5
HLAE S r
AddOne(ts,a(X),p)=
if ts= then &
else let (¢,gs,0) =GetOneTrace(ts) in
let 5" = AddOne(zs-{ (z,qs,0) } ya(X), p) (zs) in
(b—>let g5’ =trans(p,a(X) .gqs) in
((3q.q€qs Nq€ p. F) —
{Cira(X) g5 false) } Uts”,
{(::a(X) ,qs" strue) Ut )
(tygss0) Uts).
(4 RS, 2" X TID X Exec—> ExecS.
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HAR I fE 02 $ AL AT exec WA — DEAE N
resume YR EL A TS HEH— D114 suspend 1y
LR ¢ AR BT I

LR T

RS (TS, t, exec) =

if TS=¢ then &
else let £/ =GetOneTid(TS) in
let execs=RS(TS-{1"} ,t,exec) in
let (7,z5) =exec in
let (6,0)=r7in
let A: re=08(2) in
let B: re’=0(:") in
let exec’ = (8 re/t][re’ /' ],0) in
execsUexec
4.3 ZEWEXTHEEBSKLENMRAER

ARIFET Z LR Java FEIF 094 2 A0 AT AL
Rl — N R EOE g T e A A i A
JE TR R ARG E I R

(1) 22 A A ORAT AR 4G A5 o B30 % L il

PREES (8] ) SecurityChecker € Model X SP —
BOOL X Traces.

BRI RE X T 45 7 1 — A~ 2 4 hH AT S B Y
A2 A AW 0SRG2 28 4 A SR AT O B L 36 A2 3%
ARG MR ] true DA KA Y i A5 42 42 A0 G 4
PEFF B 0 R 0 TR A 3 M2 0 % 42 SR 3R 1] false
LB T 4% ) A 08 6 32 fiz 22 4 R Y 48 A 7 41

WHRATIEE AT RSP AA — D ELR %
LRRE A AR IE I 35 2 main J7 25 B A9 IE U 3% 5k
Y FTA B & BRI G .

ZERPATIEE -

(D RE—FAW 2L A — D PATH) — %
S HRAE TP 5108 AR 75 A B 45 R G T R B 5

(i) L AT B8 48 2 5 2 A0l 258 « 54 AT BT
A AR R SRS L1 b 35 R B 6 B 4R 3R
LTI TETE » Fl UnsatisTermiCexecs) TR ;

GiD) i 2T IE - A PAT R R FR R BT Ry 25 HOR
A AT AR Y 5 X I AR A AR T B A 4R
B A R 4RI S B, ] SatisTermi Cexecs)
FR.

PR A E AR

SecurityChecker (m, p) =
let 7= ([mid — Right(m. PS{c,main)) ], [ Tpun— mid])
in let execs= AbsInter(z,{}) ,m,p)

in (UnsatisTermi(execs) — (false, GetTraces(execs)) ,

SatisTermi(execs) > (true, GetTraces(execs)))
Hrr GetTraces(execs) & NHAT A H RS T A 19
LARRAIEF .
(2) — 25 4b 2 o KK
PR a3 8] S AbstInter € ExecS X Model X
SP— ExecS.
BARIIRE : 45 0€ — DN PATEE L L MR AT A
R TN AW 3R [0 285 — B AT J5 19 3 8 g ]
REPUATER G H BB — DT X T H A
LR AR R A IR W R R P RS — N SRR
ABORE I 1) 43 B RS 2 B4R B e A -
Abstlnter(execs,m, p) =
while— (UnsatisTermi(execs) \/ SatisTermi(execs)) do
{let exec=GetOneExec(execs)
in let p, =A:. false
in let execs’ = DealOneExec(exec,ms pp)

in AbstInter((execs-{exec}) Uezecs s m, p)

}
H. o GetOneExec(execs) /& 48 M AT
IR — A 4A7 i ).

(3) — AT Hh BT A L R Y b B

FRE s 8] 8 DealOneExec € Exec X Model X
SP X Mark— ExecS.

Mark=TID— BOOL.

HAKIIBE 2L B AT b A e L 45 2 B AT
F 28 SCIRAT 1Y BT AT F] RESAAT 4R .

HARE SLIF

DealOneExec(exec, m, p, p)=

A execs

let (7,t5) =exec in
let (6,0) =7 in
forany (tid| tid € domain(&) N\ (—u(tid)))do
{ let newexec=DealOneThread(tid, exec,m,p) in
let execs=DealOneExec(execsm s psmark[ true/tid )

in execsexec

}

(4) FEASS R 4k 2R

PR AL 23 6] A DealOneExec € TID X Exec X
Model X SP— ExecS.

HAKIBE 13— A AT P i A LA AR
LR AR AR IE W B b 5 — MR E R SR 13 2 4
FEPATIZIRAE S T AT BRI F

WER G SR IE (O ) £ 45455

AR RS IE 1 ]2, MAB A2 S — A
AT » DT ZRAG P AN THAT 5

WEARETEIREIE ¢ AKUCAE P BT 2R p 37 AR
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2R A Y AT BRI NG I R A n Kb T (0 :{((S8[t/tid],0) st }
R T T, W — AN 2 R %45 t1]22:{C0[t1/tid],0) s ts) s ((S[t2/tid].0) ,ts)}
2 T S Ak 1 t"; {if n=0 then & else {((O[tt" " /tid],0) sts)}}
O WL TR tid T4 E W F k105 — A5 Asres
S0 A M A L U P A A G ﬁf§< S
L 45 58 1 P 91 6T 85 X 40 4% 5 o
CHIBREL AddOne(ts,a (XD - p) SER0 - JFA3 5 let exed’ = (B[ re/tid], o) 215"
B — AR REPAT : Fo P R R tid TR IE in lezec)
)R 3k 5 2 Am A 442 )
@ R R — AT 5 VA T I L 7 A=(T.t,star) O (EBRIAT) «
% start, o T & — AN RS W gy — 4 {let tid'=NewTIDO in
B thread 485 . B ok X W R B, 0 35 let r¢’=Right(M. PS({T, run)) in
RN PAT IR A R 5 LK P run let 7= (0 re'/tid | re/tid], o[ tid /t])
T 7 A A let in exec’ = (7', ts) in {exec’)
@ UL TR ) 45— A B R R R 7 ik /
stop JEH T AL B AT 1% T A AT tsiop O CREHRAR
ARk % fevad'=oo
. . . let in exec’ = ((8[e/tid | re/tid], o[ | /t]) sts)
@RI E — 5 R HELBREN T i lered)
suspend , W5 76 Y /i $04T A — &R \
A5 — RN ¢ BEAT resume, U4 24 4P A=(T.t.suspend) O (ZF2RHE)
AN s 75 I 4R B AT DLAS — DR AR E X ¢ it {let TS=FindResumeT(8) in
17 resume [ ZEFE (H BB AL FindResumeT 5t if TS then RS(TS, ¢, exec)
S 5 ——XoF Jo7 e ok A5 2B 1 AT 5 A (R else &
RS T ; }
O LRI — D55 R E KRB0k A=(T.t,resume) O RFRWED :
resume, WA S FT AT R A — D ERFEW {let TS=TFindSuspendT(9) in
%Q/I\%T%{/E%Xj‘ ¢ AT suspend, )”\MJF/A%‘B if TS# & then RS(TS, t, exec)
A 750 3% T A DA — RIS X o fmg
i iUSpend (LR R — — X f Ak >f A5 218 (1) A Tt oy () B
PAT. AT EREE ((5o(e)) —er
@WARLEME -5 2L BEmMATIE ([ re/tid]+0) s15) b s
join, W AR H8 % 3 1E & K553 ¢ 451 )5 1 {ezec))
AT » 3K FE 05 22 H e SRR ¢ R Ay I 0 R )
KRR R 2, WA S 23 AR A, 2 o default( 5 75 & 4 AD -
73 AL # Y Jy AR I — 4R {let (Cso,m)(X)=A in
D) LR R 1 8 — A B e e L let re(Y) = Right(M. PS((C,m) (X))
B 7 1 I o g 1 TE ) 3R ik 28 (45 5 in exec’ = (S re[ X/Y::0(tid) /tid ] s0) +ts)
B3OS0 B A — AN BT L L AR, )
AR LA - Y
DealOneThread(tid. execsms p)— 4.4 REWXITHRBBIKREN T
( TR TR R 3 R AE A M S AT S K T
let (. ts) = exec in FEL L o iy 2 4 5w 58 B i A A A FE G
let (3,0) =7 in LA MR R A B javax. imageio. Im-

case 0(tid) of { /x BIFMFE BRI  / agelO.read (Y H S H AL A4 s s hik J& 58 T socket
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R AHEAE) F Bufferer. readLine(J& T FileRead
KL RN
WAL T R — AT, P AR5
7= ([[1— (PhoneAssistant, initLLogo())
(PhoneAssistant, initContacts()) ],
[Toin— 11D).
C 224 B 22 AR R B AR 7 91 IR ZS A2 75 0l 2
2R AR BN R =T AR S A
POk URZ AT RA — &R, Wt b B
AR T 19 T 4% 1E U 35235 KR 43 19 28 — D AF 5
{(PhoneAssistant, initLogo()), & — >3 J7 & 4
FH 5 5o 4 I 15 BT Y 2R AR B
= ([1—(Thread.t,start())
(PhoneAssistant, initContacts()) ],
[Tow— 1.
FET Sk, 4 ¥ (Thread, ¢, start O ), @ 7 — 4>
T 2 G5 S LR L ) PR 8 L 75 3
7= ([ 1— (PhoneAssistant, initContacts()),
2— (javax. imageio. ImagelO. read (url(
“http://www.google.com/images/logo_sm.gif”)))
(Image, src, getWidth() )
(Image, src, getHeight())
(BufferedIlmage, ,new(wideth/2,height/2,
Bufferedlmage. TYPE_INT_RGB))
(Bufferedlmage, tag, getGraphics().
drawImage(src,0,0, wideth/2, height/2,null)) ],
[ Toein™ 1+ Taowntonder = 2D
W, C2F AL, Gk — B AL 8™ R
P B RE AT SRAT L ] 4.

(1) t=([1 = (PhoneAssistant, ,
readData(in("/home/ svn/ sensitivefiles/ contacts. dat")) )
(BufferReader, in, close()) (System. out. println(e))*,
2 — (javax. imageio. ImagelQO. read(url
("http://www. google. com/images/logo_sm. gif")))
(Image, src, getWidth() )(Image, src, getHeight())
(BufferedImage, ,new(wideth/2, height/2,
Bufferedlmage. TYPE_INT_RGB))
(BufferedImage, tag, getGraphics() .drawImage(src,
0.0, wideth/2,height/2, nulD) ],
[ Tisin= 15 Taownlonder— 21D

(2) t=([1— (PhoneAssistant, initContacts()) ,
2 — (Image, src, getWidth() ) (Image, src. getHeight() )
(BufferedImage, ,new(wideth/2, height/2,
BufferedImage. TYPE_INT_RGB))
(BufferedImage, tag, getGraphics() . drawImage(src,
0,0,wideth/2,height/2, null))
[ Twan— 1, T downloader— 27)

LR RARAETF I N
(javax. imageio. ImagelO. read Curl ( " http://www. google.
com/images/logo_sm. gif")))
K4 PATHEEGH T
XF A — A AT S PP AL S —
A i i A SR AT an & 5.

= ([ 1— (Integer, ,Parselnt(temp) )

(Contact, contact[i], readData(in)))* (BufferRead-
er, in, close())(System. out. println(e)) *,

2— (Image, src, getWidth() ){(Image, src, getHeight())
(BufferedImage, ,new(wideth/2,height/2,

BufferedImage. TYPE_INT_RGB))
(Bufferedlmage.tag,getGraphics(). drawlmage(src,
0,0, wideth/2, height/2,null)) ],
[ Tomain= 1+ Taownloader— 21)

TR AT 5 Ny

( PhoneAssistant, » readData (in ( "/home/svn/sensitivefiles/
contacts. dat")))

(javax. imageio. ImagelQ. read(url

("http://www. google. com/images/logo_sm. gif")))

REEE NS
2 T A R bR : FALSE
5 —ANi R AR MG B AT T

ATLVE . B 3 R I T 2 B R
X RN AE AR X Rl I« A8 £ LR S5 AT Buffere-
dReader. readline 3k 3% &4 H % " /home/sensitive-
files/" N B L4 contacts. dat, 3 F K £ & down-
loader - P47 AF A 3 9 2% 452 1. RV T javax. im-
ageio. ImagelQ. readCurD) , Forp url X 5 (%) 5% 422 ik
J& http://www. google. com/images/logo_sm. gif.
4.5 BRHMH

S J R A A T R R R A B L EARXE R A
SeA M AR AN LA R T A S R
JS A A A AT R BRI 58 2 1 (H 2 O T ARAIE %
VRS I 26 1k Ve BRI RR 7 9 26 G D 1 I8k,
TS5 B3 SR 22 4 A S AT D A6 Y i 25 A A T 1 0
— IR IR DT . R AR DT R B AT AT R A R
MIBCH P, BT LA B S A e 4 vk e a] DLAS Bl 4 it
A HWER.

T g R T AR R 1 A RO AR SO XA T
A BT SCAE U ) 55 1 42 4 g B T s 2 A
& Java BRIF 65, JF B T & 2 M AT T | 34
BRI S B S 3. SL I R WL AR SC7 R R M
W T BT E 7 08 2 B0 2 ] 0% 2R 2 4 RN a8 S AL
2B BRI

(D) B X F G808 — 0 2 2 1 us it 7%
FE W 2 A AR 1) ) R Gl A AR A AR 4
HH AN 2 A TR MG Y 4 SR L TR T Js AT IR M 4 )
AR WL T K i S 2 4 R g Y TSI X 2 i
2 SR FRAR T 0 AN 2 1 3 B 5

(2) B R e — R Y 22 42 R, 2R 2 4
TR T A0 B 5 A 18 25 A R O3 e R R b Ry
BB TR A E I H A 2 0 S 5 R DG &R L U
RIS A7 i 22 42 SR W5 T 0 A REAS £ i R PRI, 4
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SREE 3 SERT B Y B AT R R IR AT R R
Ao M 45 2R < 38 3 R B P A3 A T DA e — 2
AT RE B 2 A B A Py 810 R 8 44 23 A T LR 3
B2 ] BE Y 2 BOW (B 56 R 45 8 4 2 A ARG £ 4
ALK 2 EORT A AL

BEAb s o TF A S04 Y 5 kil 2 IR AR I P R
IR 2 A AR ORAT D BT I I RE SR 2 4 SR
K FEAT A AL 5 17 AT SRS T e i FH 7 e 1 LA A
TCIEARAT DB BE 0 B R MR 1) 2 2R Java 2
it 1% 592 36 M0 LU A v R T e

5 #EMCCTHERNH

HEAF A AL i (Model-Carrying Code, MCC) J5
U1 RH Stony Brook K2#1#) Sekar 4542 1 Y, =2
— A b A T M A DR AR (S AR S AU 7E AL B4
PAT ] B R HEZR . O 3= B AR . B S A i A
J7 R HEACRD 2 4 A0 S AT 0 A7 B (BB B Sl AUAS 1
il 15 0] DUTE AR b X 12 A5 B #E AT 43, b & 2 15
5 HCIZ RS R AT A W A7 %A
i s 40 R A w g IACHS 1 e T s v BT B T
LA R 3 38 SCHFIB AT IR X 22 4 TR 1Y) 5 1
SR S A PR AZ AT AN 23 1 SO IR L A A B i
W58 /NHTE Java *F & AL BT MCC 5k
HAEZR NP 6 B » Hovb 22 4 b AT g 165 800 A A
(model generator) Fll i 2K £ #§ (static checker) J&
MCC J5 ¥ v i 5 22 20 3R 4. 76 SCERL8 IR 58 i T
WP Java B ¥ 22 4 AH AT LB 8 3l A2 il TS 3C
SE T LA Java B ¥ 1 A RAT NI B 3 AR
W G RS EULY R B SO KR SCEAE N
BRSO 20, T DR 7] DAXT Java i3 #2157 A0
TR 0r Z2 AR TR T 1 42 42 FH AT Ry 155 28 1) e 25 A A

B s A k77
PP B

B B A A 111 75

B
ke

Bl 6 #EHF B AR A B 7E Java S 5 528

A Java B2 5 B 2 AT M BB AE R, class
SCAAR R — 38 0 A% 38 3 B8 sl A0 1 456 FH

6 FMEXIIELLE

KT B AL AP o3 M v] LAV R e ikt
S MR G R A E ORI R o T E
eV ai G 7R BOTE 5 DL 4
WEIE il B R AG A RS T R R G B2
Gy AT A R 2 A R S SC A R I R R B DA &
4 Y T K A SR AL T O IR R AR AR SOR
FH T #2550 A 09 0 125 o T A DA B4 R] & N m] AR
S T 0 PR OB SR 30 285 0 v (D) ke 423t
A AR S 5 T 1) 4 e R A A i A A DR AT R

AR, T Z LA T 40t 5 H BTG BR L A
R RS ST siE A Gk R
3 A v AE B 9 S8 B RS I i R i TR B e 4 )
R I R A AT R AR R ST A A S

G CAT AR ALE L FE R AR A Zh L,
THE A SR BRARZASHLAES R0k 2y ik R
HABYALM A . SCHRC12 rh &0 25/ B
BB RS T A e Jr . A6 SCHRL7-8 v g T 47
Ji& bR ST R SOE ECE ST R B ORGS0
BEXTIF R 5 45 1 48 A A ORAT M BH & A
JE SC I 58 BT84 R AT A B AL i S A A R Bl 25
Wedss. AR SCAE X 26 T AR FERib b, £ X 2 &8 Java 2
745 2 A M AT BRI L R L SR A
B FETSEAY R T SCTE R SO I & A A R AT
R R HAL B R A 1B AR T BRI 1
B BT 8 T 3742 A A A ARG 2

SCHRLS TH C i 5 #Eor 1% M AH A7 AR
AU AR 30 3 D I AT W A B L i HL A
K A5 A % I8 SR A 1 56 & L A ST [a] 1Y J2 Java
ZRFERRIT M A% B3 T S8 M RE R,
AL I fifp e 1 i) A0 A 2

7T BREMSEIERE

ARSCEE T 28 Java BT 2 4 M G 4T R B
BRI B Sl A B AR A 5 %, IF T MCC g7 ik 7
Java V-G 1 SEB A 0 A R Java B 5 % 42 A0 AT
TR R T8 o S 0 T 9 o 4 TR W AR A B 4 T AR 5
B SCHF. ARSI FEETTER : (D) AR [E] T DA 32 25
Xt BE ARV BE 5 4 5 1] 1Y) 22 2R R AR ) 48 Ak oy B
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ARG AT A SCRIAZ O S B 8 25 0 T L T 2 R R iR
J¥ B2 A A DR AT B ARG 2 5 (2) R T S8k
Jié R ST RSO R RN E M AT MR AL, B
R AFr 4 vk i HL b SCHRLS Joi 2o iz 47 42 75 21 1Y)
AN AT S AR R B 58 A RN BEORY S (3) B T )
MCC HEZE 1) SEHL Ry % R PATAEE AT 248 Java
PP PRAE T SO AR R A SC AR AAAE QR — 2L )
L (D) AR BT 22 (8] (9 7 47 o 2 BUE e IR
# & Java Memory Model [EIEN 1Y, Bl & A % f& X}
Java AR AE 1 F HE P 17 D0 A Fo i/ PR 4l 2 7R 45
VEM P A2 AT Z A B 2 AT MR A5 (2) 28K
[i] 56 Z8 f N HOAL BT ] FRORE TR 5 (3) Sy Ll A 1 L
WA LB vk A R G T % 2 R 2 2% I8
S

A Ja B AEAS SO B 0 T R LR 2 2 Java
PP R B oo AT 502 1 S0 43 A RRACR 437 5 OF
455 [ A0 AL A R 7 129 AR ST 125 LA AL 5 X ) 2B
BILA Y A0 B, AT A] R 9sE /b B 22 O i) RE 1Y i 2L 4
M BN T o B2 w8 20 R B 5 e A o A % SOk L6-7 )
Ti s AR ST B AT A A X T ER A AT
N LR p i Pa B N Wl K R (i el s e o
TR o A 23 R R b 42 5 200
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Background

This work is supported by China National Science Foun-
dation (Grant No. 60603031).

The project aims at solving some key problems in Model
Carrying Code (MCC) proposed by Prof. Sekar at Stony
Brook University. MCC is a new practical approach to safe
execution of untrusted mobile code, where both mobile code
producer and consumer have been taken into account. In pre-
vious work MCC has been implemented for C programming
language and extended FSA has been used both for defining
security related behavior model and security policies. In the
authors’ project they put efforts in implementing MCC in
Java platform, which includes (1) searching for a new way to
specify security related behavior model; (2) introducing a
way to automatically generating security related behavior
model from Java programs; (3) providing security policy

specification and management; (4) statically checking securi-

ty related behavior model with respect to security policies;
(5) implementing JVM based security policy enforcement.
Aiming at these five objectives a complete solution has been
introduced, where parameterized extended context {ree gram-
mar is proposed to represent security related behavior model,
which is easy to extend and compose. Based on the methods
given the prototype has been developed, and some experi-
ments have been done.

In this paper, the author has taken multithreaded mech-
anism of Java programs into consideration. An approach is
proposed for automatic generation of security related behavior
model from multithreaded Java program and static checking
of the model generated with respect to security policy defined
as extended finite automata. This work extended the
authors’ previous work by supporting safe execution of mul-

tithreaded Java mobile code.



