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Abstract

This paper proposes an improved verification method for code security property on the

basis of the study of predecessors’ work. According to the situation that current code property

verification can only deal with a subset of C programming language, this paper introduces the

pointer logic, whose result can be used by the replacement algorithm to substitute all the pointers

in the source code, to the conventional code security property verification tools. The proposed ap-

proach avoids the weakness of pointer processing in the traditional static code property verification,

and therefore can handle pointers in C programming language when property verification partially.
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(3) RVFIREHER free ORI ZHL;
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(1) line € Lines, £~ p M RT P75,
Lines HAT5 %4
(2) type € Types, R p 1 1) 19 B4 28 8L
Types y C il 5y EEA LG Y 5
(3)ap€ AccessPaths, 3~ p B %M ) 15 [0) B
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XTFHAN p< L% p € ef fective, Hrhr,
ef fective JH AT EM A T R IR AR T H 1 45 £
{E AT g 23 B — > 48 51 H S 48 100 A [/ 16 4 0k
WEIAAT S5 A Lines iC 545 51 H PR AL & L LA
UE T8 515 e B AN 260 AN [R] 1 % 1R .

AT B LR T A S I R AR A
(38 5 SE N 28 B — A SE M AT — A INFEXT 4.
TAEPAT SCHRL 14 B8 B 40 07 )5 15 21 00 258 4 26 H g
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FE A

(D) $85 Z [0 9 IRAEL p = q. IZ LI LA X pag
J&FAFES A5y R 6 RGO, o8 T R EE R B8 AR
HIJE B S0 205 08, FRATTAE s A 0 4n

@ p M q A5 M A B 3% F NULL,
I B TR AL Bl 1 X S8 A0 2R 46 5 JF T il B

JS:IL.(p<<:S Ng<_:S)V
(p<<:N N(g<<:N V¢g==NULL))
{IT AN AD} p=q{II AN \D}

@ p Ml q A HHAE 1A S8 £ - oo i B 2508
P MNERIEM BT B R ¢ ITEMNEFEN. BT
1 J5 it AU M o BT T B p TE A RE Y S
FE XS H UG SRR p AT I BR L RD
3S,:11. 3S,:I1.(S, £ S, Ap<<: S, Ag<<: S, ) N— Leak (p)
{ITI AN A\D} p=q{ T+ Cequals(p)Up AN\ p AD\p}

T EFEENE ARG O equals(p) U
q BARERAL S AR o A T FH WA S R E 4R
Sk T A AN TR) (1) A% o

© p J& NULL #5% . ¢ A RARE B R OA

q<:N Ng<:N
{I AN AD} p=q{ T+ Cequals(p)UD AN/ p AD} "
@ pati 5 g A RBARE T
q<:DNgq<:N
{II AN AD} p=qg{ I+ Cequals(p) U AN AD/p} "
© p R BERAREH g T NULL B} .
p< I Nqg<:NVqg==NULL) A = leak(p)
{II AN \D}p=q{II AN\pU{p}AD\p}
© p e B8 . % T NULL B .
p<:D AN(qg<:N Vg==NULL)
{ITAN AD} p=g{IT AC(NU{p})AD} "
(2) Sy B2 [AlEA) p=malloc(T) ,Hoh T J&3%
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{II AN AD} p=malloc(T){(II+p)AN A’
(DU{p—=risesp=>r, )}
(3) Bz 8B A) free(p) WAL KB p Fi iR
] 0 G2 1 B 55 AN BB AN T MR L B LA
p<:II
{HANAD} free(p){ITNN A (DUequals(p)} "
BT FRATIE A T ZAE AR S 2 4R X R HR A2
R 3 B 5 2 DR 0 AE 48 B 28 70 00 TR 28 30T AR 75
B TS,

o7 o2 F R R 4 A 3

4 EITER

A AR BT B B 8 RN AT )
BrJa » FAT AT A4S 3] 58 B 40 5 1 48 BF 2 1 B B
J5 B S R A ol AR b BT 4 1] B X 05 B B S Y R AR
&M EM RES PAEE R FRATH AT LU
H AT & PE 23 B A e AL B A 48 B IR AR rp 5 4
LTI AN 52 e 5 AR e B AT O 25 B H AT R A e
ST XTAETR B AL H O & LA 5 A L FRATT B IR AR E
SCT A S5 H ok R m 8 BT 2R BL. SR, 7B e i
PR EEFIAR B4R M) X R A —HERY 8 X1 Tk
R X RN G M ik 9 22 53 R AT T8 2 E X
s R,

EX 2.
JC

p={line,type,ap,loc), Vp<.¥,
Hrp,

(1) line€ Lines . F/n p MATHERF P HITS .
Lines W15 44

(2) type € Types, o p 1 ] B9 B A 2 7L
Types Jy CHEFH PR EEARBAE R

(3)ap € AccessPaths, = p FIr X7 N B 15 0] 5%
1% . AccessPaths HiJi Rl f{ 254

(4) loc Jy 32 (i BER. 3R p FTAER s hk.

IXRE R TR ET 2 5 i BB SRR RO 4 BHERAE AR AT
DA T ) 445 4 SR i 3R R 4 KLU T

(1) $8 4T RAE. 95 B (R A% 328 A9 J2 ik« [R] i 72
A E AL S AR TR A U5 1R B A2 IR T p=q A

p.line=2H{if15; p.obj=q.obj; p.loc=q.loc;

R ¢ A Null,

p.line=YH{if15; p.loc=q.loc;
(2) RFRBE == =" [AHx B LW

XF R p W N —

FEHE B 0T p==q M p ! =g, BN
p.loc==gq.loc; Fl p.loc! =gq.loc;

(3 HRETBIIE T . X F P A «p” I Uy 51
AT LA p.obj R XT T A5 1 5 51 R U0 B4 2
oS8 RS R X R W0 p—>data=data
NS =R

p.obj.data=data;

SR EEA RS AR B U1 p —>next = q(next Fl g
YRR 50 I 2 N

p.obj.next.loc=q.loc; p.obj.next.obj=q.o0bj.

(4) free(p). WeALKE p.obj BNz H Al

SERRERAE AR S p B9 Loc SR 0b) SRAE R £
e I I AN s BE AT T ) LA 48 i) B AL 3 23 T
ME— ) ZOR 2 AN REA A A B Null, B2l loc
N Null ZRE p 23 18450, 0b5 S Null U &K% $E
BRI B X 5 2 48R oby WY S B AT LU AR 4R
type WM R . B4 Sk 9 DAL an 18] 2 Fr s,

Input: II.Src
Output: Src
1. P :=the equivalence class set of a pointer;
2. UIDp :=the unique variable name for P;
3. LOC :=the address that a pointer point to;
4. while ¥=¢ do
5 SELECT P from ¥;
6 GENERATE UIDyp for P;
7.  for each ¢ in P do
8 LOCATE the definition for g in Src;
9. if Successful then
10. GENERATE LOC for q.loc;
11. q.0bj=UIDp;
12. REPLACE the line with q.type and UIDp;
13. end
14. LOCATE q.line in Src;
15. if Successful then
16. if free() in g.line then
17. DELETE gq.line in Src;
18. else
if malloc() in q.line then
19. GENERATE LOC for gq.loc;
20. q.loc =LOC;
21. else
22. REPLACE ¢ with UIDp in q.line;
23. end
24. end
25. end
26. REMOVE P from ¥;
27. end

B2 RSN EEREE

RN vk — MRS PR R AR
P AR v 73 55 e 26 vh 0% i A 48 £ D R) A Ok
TRATRE U 0] B A2 5 1y G AR M — Y 8
UID p, Q2R RS b A 72 2 48 BT Y € S W) % 9s
BRG] A EdE 2R B E L UID p R e s 2R
85T T EAT R AFAE malloc OB freeO) , WM ER1Z4T
D] Sy Jags P 3 T T T 3 8 i 50 0] P ) 285 SR SR K e
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Iy s QNS A8 £ BT AR AT X N 2% 48 £ 0 [R) B AR 1 1B
M LOC B4, LOC J& iz 46 £ 45 0 25 i 4 ) % 52
A A P — % b ik 28 sk O A 4 L DR ARG TP A i B
C 2R A AR TS BT 2 B0 B £ e 25 43X A AT DA
A Ay Jae R 55 I 1 i A\ AT 42 4 i M T SRk 40 T
iR & M 56 IE B TC IR AT ] B % malloc O F
freeOOIRBIEHR R 0, BT LL & e 6 malloc F1 free
BRI 1) A Bl IS 23 5 1) i TR P 3 E ) A B 4 2R

5 EBIKSTH

T U B AR SC A B O 1k B A RPE S FRATT IR AR SR
FHSCHER L14 T B = SCHE 7 B4 B9 5 53 09 R R struct
node *DeleteNode(struct node *p) K #|, A K&
P A TR Jo kX X A 7e i 1 4% U5 5151 By e
BOHEAT o T . Hy T R B IR A R T R T S
WSCHRL L4 T A I 1. 25 3.2 W iE kil Y 48 2
B AT AN FRATT B A A e Ak Ak B S L 15 3 i AR
K 3 Fros.

1. struct node *DeleteNode(struct pointer p)
2. ¢
3. struct pointer g, s;
4.
5 if (p.obj.r.loc==NULL) {
/xR A R ER WA TR «/
6. q.obj=p.obj; q.loc=p.loc; q.lineno=06;
7. s.obj=p.obj.l.obj; s.loc=p.obj.l.loc; s.lineno=T;
8. free(q);
9. return s;
10. } else if (p.obj.l.loc==NULL) {
[ FEFW R AR EREE A M </
11. q.obj=p.obj; q.loc=p.loc; q.lineno=11;
12. s.0bj= p.obj.r.obj; s.loc= p.obj.r.loc; s.lineno=12;
13. free(q;
14. return s;
15, belse { /x L PRI AL % /
16. q.obj=p.obj; q.loc=p.loc; q.lineno=16;
17. s.obj=p.obj.l.obj; s.loc= p.obj.l.loc; s.lineno=1T7;
18. if (s.obj.r.loc==NULL) { / x T «q 1/ FW = /
19. q.obj.l.obj=s.0bj.l.obj; q.0bj.l.loc=s.0bj.l.loc;
q.lineno=11;
20. p.obj.data=s.obj.data;
21. Sree(s);
22. return p;
23. ) else {
24. q.obj=s.0bj; q.loc=s.loc; q.lineno=11;
25. s.obj=s.0bj.r.obj; s.loc=s.0bj.r.loc; s.lineno=;
26. while (s.o0bj.r.loc '=NULL) {
/o e SR G AT R EBR Sk « /
27. q.obj=s.0bj; q.loc=s.loc; q.lineno=11;
s.obj=s.0bj.r.obj; s.loc=s.0bj.r.loc; s.lineno=;
28. }
29. p.obj.data=s.obj.data;
30. q.obj.r.obj=s.obj.l.obj; q.obj.r.loc=s.0bj.l.loc;
q.obj.r.line=; / * W »q AT =/
31. free(s);
32. return p;
33. }
34. )
35. )

B3 R T I SO S BR AR

X e IR e A L T RT LU L B A 4R BT
SR AR BB WP A B9 48 BT 19 5 S AR AT
DA 58 B 3t B e R A A TT LA BOOP s 28 {0l
9 Ja P 36 TR A 3 G A PR AR A T

6 ZERT—HITIEIX

LA AR AR G S BT R 22 42 1k 22 1) B iR
Z—HENAIGRBHBRIXER . BR CIHEFHE®
B 2 A B — EO T TN BT i o (H AT 0 G
R 7 A0 AT 1o ROCR EAR 3 AF R R 1) R Y 2 4
WE I ML Java S5 H1JE DL 4k 0 HAE B AE R GE X
FER AL e W BT L C i 5 3 B A A T B AU
SR ARG T T35 sh C & A T BN IT &
JEH IR AR AR 2 G0 3 R 14 R A . T e 25 A A
J& VB IE T H R B SR — EAR AN BEAR

ASHAE 3 A MG A AN AR AR Al B4R T
— ol A A AR 22 4 i P I 5 vk % T AR A
1 G 9 PR A 22 4 J P 3 G T HL A R b B AR
2 2B LR T T IR I T 2 A P A
TR 70 7 35 W A0 L AT LA S B 4 B R Y RS
B o0 Ar. FISCRR 14 13 BRE X B 45 £1 32 88T e — b
JEIB TR 5 IR A X %0E 5 BT % 1] G 198 45 18 g 15
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ysis difficulties brought in by the {lexible pointer usage limits
the scope of these tools” application to the real world.

In this paper, the authors propose an improved verifica-
tion method for code security property inspired by the pointer
logic. Firstly the program be traversed to be checked with
the pointer logic, in order to obtain the equivalence classes of
all the pointers. Then, the replacement algorithm is given to
convert the pointers in the program to non-pointer type ac-
cording to the information of the equivalence classes. With-
out the fuzziness introduced by pointers, the traditional code
security property verification tools can do all their property

check to the real world code thoroughly.



